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Abstract for RACF Support for IBM Multi-Factor
Authentication for z/OS (IBM MFA)

Purpose of this information This information is a collection of all of the information that you need to
understand and exploit the IBM Multi-Factor Authentication for z/OS (IBM MFA). Some of the information
also exists elsewhere in the z/OS library.

Who should read this information This information is intended for system programmers who are using
IBM Multi-Factor Authentication for z/OS (IBM MFA).

Related information

To find the complete z/OS® library, go to IBM Knowledge Center (www.ibm.com/support/
knowledgecenter/SSLTBW/welcome).

© Copyright IBM Corp. 2018 xi

http://www.ibm.com/support/knowledgecenter/SSLTBW/welcome
http://www.ibm.com/support/knowledgecenter/SSLTBW/welcome


How to send your comments to IBM

We invite you to submit comments about the z/OS product documentation. Your valuable feedback helps
to ensure accurate and high-quality information.

Important: If your comment regards a technical question or problem, see instead “If you have a technical
problem” on page xii.

Submit your feedback by using the appropriate method for your type of comment or question:
Feedback on z/OS function

If your comment or question is about z/OS itself, submit a request through the IBM RFE Community
(www.ibm.com/developerworks/rfe/).

Feedback on IBM® Knowledge Center function
If your comment or question is about the IBM Knowledge Center functionality, for example search
capabilities or how to arrange the browser view, send a detailed email to IBM Knowledge Center
Support at ibmkc@us.ibm.com.

Feedback on the z/OS product documentation and content
If your comment is about the information that is provided in the z/OS product documentation library,
send a detailed email to mhvrcfs@us.ibm.com. We welcome any feedback that you have, including
comments on the clarity, accuracy, or completeness of the information.

To help us better process your submission, include the following information:

• Your name, company/university/institution name, and email address
• The section title of the specific information to which your comment relates
• The solution title: IBM Multi-Factor Authentication for z/OS (IBM MFA)
• The text of your comment.

When you send comments to IBM, you grant IBM a nonexclusive right to use or distribute the comments
in any way appropriate without incurring any obligation to you.

IBM or any other organizations use the personal information that you supply to contact you only about the
issues that you submit.

If you have a technical problem
If you have a technical problem or question, do not use the feedback methods that are provided for
sending documentation comments. Instead, take one or more of the following actions:

• Go to the IBM Support Portal (support.ibm.com).
• Contact your IBM service representative.
• Call IBM technical support.
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Chapter 1. What is RACF support for IBM Multi-Factor
Authentication (IBM MFA)

Today, the most common way for users to access z/OS systems is by the use of passwords or password
phrases. Due to the simplicity of passwords, they can present a relatively simple point of attack for
exploitation. In order for systems that rely on passwords to be secure, they must enforce password
controls and provide user education. Some of the common problems with a simple password are that
users tend to: choose common passwords, write down their passwords, or unintentionally install malware
that can key log passwords.

A more secure option is for systems to require multiple authentication factors to verify the user's identity.

A multi-factor authentication system requires that multiple authentication factors be presented during
logon to verify a user's identity. Each authentication factor must be from a separate category of credential
types:

• Something you know: A password or security question
• Something you have: An ID badge or cryptographic token device
• Something you are: Fingerprint or other biometric data

By requiring multiple authentication factors, a user's account can not be compromised if one of their
factors is discovered.

IBM MFA on z/OS
IBM Multi-Factor Authentication for z/OS, RACF® provides support for authenticating with multiple
authentication factors. RACF users can be configured to require authentication through IBM MFA. For
these select users, RACF calls IBM MFA to help in making the authentication decision during logon
processing.

IBM MFA infrastructure
RACF is enhanced to provide infrastructure to enable IBM Multi-Factor Authentication for z/OS to
integrate directly with the security server. The RACF MFA infrastructure consists of updates to the
database, commands, callable services, logon processing and utilities.

© Copyright IBM Corp. 2018 1
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Chapter 2. Getting started with RACF support for IBM
MFA

While the MFA support for RACF can be implemented on a per user basis, consider taking the following
actions before making changes.

1. Learn about IBM Multi-Factor Authentication for z/OS.
2. Create a backup copy of your RACF database.
3. Apply the RACF MFA APARs to all systems sharing the RACF database.
4. Configuring RACF for IBM MFA.

Learn about IBM Multi-Factor Authentication for z/OS
For more information about IBM Multi-Factor Authentication for z/OS, see IBM Multi-Factor Authentication
for z/OS User's Guide and IBM Multi-Factor Authentication for z/OS Installation and Customization.

Create a backup of your RACF database
Creating a backup of the RACF database is recommended whenever significant changes are being made
to RACF and the RACF databases.

There are two utilities you can use to create a backup database:

• IRRUT200 serializes on the RACF database and creates an exact, block-by-block copy of it.

This exact copy can help performance when you are maintaining statistics on your backup database.
IRRUT200 can be used only if you are creating a backup database that is the same size and on the same
device type as the input database. If you specify PARM=ACTIVATE in your JCL, IRRUT200 activates the
backup copy without allowing the RACF database to be updated between the copy and activate
operations, keeping the backup and primary data sets synchronized.

• IRRUT400 creates a copy of your database and can be used to change its size.

IRRUT400 also reorganizes the contents of the output RACF database. Use this utility if you are copying
between different device types. You can also use IRRUT400 to extend the RACF database before it
becomes full.

It is important to use the RACF-provided utilities when copying an active RACF database, because they
serialize to protect the data in your database. If, however, your database is inactive, you can use other
block copy utilities, such as IEBGENER.

Options for updating backup databases

The RACF data set name table specifies the data set names for both the primary and backup RACF
databases, and the recovery option. If the primary database is split, you specify several pairs of entries. If
you elect to use the RACF data set name table, you can choose from three backup options: 

1. All updates duplicated on the backup database

When you update the primary database, the backup database is also updated. If you choose this
option, your backup database must be a copy of the primary database that existed at RACF
initialization. Switching to this backup database is transparent to the users.

The cost, in terms of RACF processing for this option, is high if you use many discrete profiles and do
not use SETROPTS RACLIST processing.

2. All updates, except for statistics, duplicated on the backup database

© Copyright IBM Corp. 2018 3



This option is similar to the first option, except that changes you make to the primary database for the
sole purpose of updating statistics are not made on the corresponding backup database. If you are
maintaining statistics on the primary database and you must switch to the backup database, you might
lose some statistics.

Note: However, if SETROPTS INITSTATS is on, a limited subset of statistics is maintained on the
backup.

The cost, in terms of RACF processing for this option, can be appreciable if a high proportion of your
activity is changing RACF profiles. However, the overhead is lower than for the first option, and your
backup database is current in the event of an error on your primary.

Guideline: Use this option in your data set name table.
3. No updates duplicated on the backup database

With this option, your backup database is allocated but inactive. When you make changes to the
primary database, the corresponding backup database is not updated. If you switch to this backup
database when there is a failure in your primary database, you bring a down-level RACF database into
operation.

Note: If you activate the backup database, RACF will start recording the updates on the backup.

The cost, in terms of RACF processing for this option, is negligible, but system operation and recovery
could be difficult, depending on how out-of-date the information in the database is.

Apply the RACF MFA APARs to all systems that share the RACF database
Make sure that the service is applied on all sharing systems and that all the ++HOLD documentation has
been reviewed.

• OA48359
• OA48650
• OA50016
• OA50930
• OA50931
• OA53002
• OA53013
• OA54920

RACF exit considerations
Similar to a PassTicket behavior, a RACROUTE REQUEST=VERIFY pre-processing exit will not have any
indication that the contents of the password fields are actually password data or data for IBM Multi-Factor
Authentication for z/OS. The VERIFY post-processing exit will be able to determin if the user successfully
authenticated with z/OS MFA by checking the new ACEEMFAA bit.

RACF performance considerations
Authentication requests using MFA may be slower than non MFA authentication requests. At the very
least, MFA authentication will incur extra path length when calling IBM Multi-Factor Authentication for
z/OS. Depending on the factor type, there may be additional considerations such as network calls to
external authentication servers. Non MFA authentication requests should have little to no noticeable
performance degradation.
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Chapter 3. Configuring RACF for IBM MFA

There are a number of steps to be completed in order to begin using IBM Multi-Factor Authentication for
z/OS with RACF. IBM MFA should be installed as described in the IBM Multi-Factor Authentication for z/OS
Installation and Customization. Then, perform the following steps to configure RACF for MFA:

1. Define the factor to RACF:

An IBM MFA factor is defined by creating an MFADEF class profile with the name FACTOR.factor-name.
Supported authentication factors are listed in the IBM Multi-Factor Authentication for for z/OS product
documentation. Note that a single factor name may enforce multiple authentication factors during
logon.

For example, to define the RSA SecurID factor supported by IBM MFA:

RDEFINE MFADEF FACTOR.AZFSIDP1

2. Assign the factor to users:

MFA factor data can be added to a RACF user ID with the MFA keyword of the ALTUSER command. The
factor must be defined in the MFADEF class before this step can be completed. The sub-keywords of
MFA are:
FACTOR/DELFACTOR

Use the FACTOR keyword to identify the name of the factor that is being added or modified.

Use the DELFACTOR keyword to delete a factor from a user profile.

ACTIVE/NOACTIVE
Use the ACTIVE keyword to activate a factor for use during logon.

Use the NOACTIVE keyword to disable a factor and revert to password checking.

TAGS/DELTAGS/NOTAGS
Use the TAGS keyword to assign configuration data that is specific to the factor. The data is
specified in name:value format. The IBM Multi-Factor Authentication for z/OS product
documentation contains information on supported tags. IBM MFA is called to validate the data. The
MFA started task must be available when assigning tags, or the ALTUSER command fails.

Use the DELTAGS keyword to delete specific tags.

Use the NOTAGS keyword to delete all tags for the specified factor.

PWFALLBACK/NOPWFALLBACK
Use the PWFALLBACK keyword to allow the user to logon with a RACF password or password
phrase whenever the ability to perform multi-factor authentication is not available (for example,
the MFA started task is down). PWFALLBACK is not factor-specific.

Use NOPWFALLBACK to require the user to always authenticate using MFA.

ADDPOLICY/DELPOLICY
Use the ADDPOLICY keyword to add the user's list of MFA authentication policies where policy-
name is the name of the MFA policy profile defined in the MFADEF class.

Use the DELPOCLIY keyword to delete the specified policies from the user's list of MFA policies.

NOMFA
Use the NOMFA keyword to remove all MFA data from a user's profile.

See the z/OS Security Server RACF Command Language Reference for more information on the MFA
keywords.

Example:
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To require a user to authenticate with RSA SecurID, but allow the user to logon with their RACF
password when MFA is unavailable:

ALTUSER SLJAXON MFA(FACTOR(AZFSIDP1) ACTIVE PWFALLBACK 
                  TAGS(SIDUSERID:SamLJ))

3. Activate MFA checking:

When setup is complete, activate the MFADEF class.

SETROPTS CLASSACT(MFADEF)

When this is completed, RACF will call IBM Multi-Factor Authentication for z/OS to perform user
authentication for any user who has an active MFA factor.

MFA checking can be disabled for all users by deactivating the MDADEF class:

SETROPTS NOCLASSACT(MFADEF)

MFA considerations for the RACF password and password phrase
MFA information cannot be assigned to a PROTECTED user, and thus an MFA user must have a password
or password phrase.

When the user is assigned the NOPWFALLBACK attribute, the password/phrase cannot be used to logon.
In this case, consider assigning the user a long, random password phrase.

When the user is assigned the PWFALLBACK option, the user needs to maintain the password as usual.
However, the password will not be able to be changed during logon unless MFA is unavailable, the user's
password is expired, and the application prompts the user to enter a new password. The user's password
can be changed using the PASSWORD or ALTUSER command.

Bypassing IBM MFA
You may have a need to bypass IBM MFA authentication for one or more applications for all users or
specific users.

Bypassing IBM MFA for applications
You can bypass IBM MFA for specific applications and specific application users. After you bypass IBM
MFA, the application users must use their RACF password to log on.

You can bypass IBM MFA for specific applications and specific application users, allow IBM MFA access
only for specific applications and specific application users, and set a default IBM MFA bypass profile for
applications that are not otherwise allowed or bypassed.

Important: If you bypass IBM MFA for an application or application users, make sure that you tell the
application users to log on with their RACF password.

There are three high-level scenarios for bypassing IBM MFA for specific applications or allowing IBM MFA
access for specific applications, as shown in Table 1 on page 7.
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Table 1: Bypass Scenarios

Scenario Description

You know the application provides the RACF
application name in the APPL=applname
parameter from a RACROUTE REQUEST=VERIFY
request and you know the applname value.

In this case, IBM MFA generates a profile of the
name MFABYPASS.APPL.applname and tests
users' access against this profile in the MFADEF
class. If the access returned is NONE, IBM MFA
authenticates the credentials as IBM MFA
credentials. If the access returned is READ or
better, then IBM MFA authenticates the credentials
as valid RACF credentials (password or
passphrase, as appropriate). No further profile
checks are made.

You know the application does not provide the
RACF application name in the APPL=applname
parameter from a RACROUTE REQUEST=VERIFY
request, but the authentication is performed by an
existing address space, such as STC, that is running
with a defined user ID.

In this case IBM MFA generates a profile of the
name MFABYPASS.USERID.STCUSERID and tests
users' access against this profile in the MFADEF
class. If the access returned is NONE, IBM MFA
authenticates the credentials as IBM MFA
credentials. If the access returned is READ or
better, then IBM MFA authenticates the credentials
as valid RACF credentials (password or
passphrase, as appropriate). No further profile
checks are made.

You know the application does not provide the
RACF application name in the APPL=applname
parameter from a RACROUTE REQUEST=VERIFY
request and the authentication is performed by an
address space, such as STC, that is not running
with a defined user ID or it is taking place during
address space creation.

In this case IBM MFA generates a profile of the
name MFABYPASS.DEFAULT and tests users'
access against this profile in the MFADEF class. If
the access returned is NONE, IBM MFA
authenticates the credentials as IBM MFA
credentials. If the access returned is READ or
better, then IBM MFA authenticates the credentials
as valid RACF credentials (password or
passphrase, as appropriate). No further profile
checks are made.

Note: It is strongly recommended that you define profiles MFABYPASS.APPL.* and
MFABYPASS.USERID.* with an access level of UACC(NONE) and no access list to ensure that no
unintended bypasses of IBM MFA occur because the profiles are in the MFADEF class.

Determining relevant authentication information
You can determine the relevant information issued by an authentication request.

To find out the relevant information issued by any particular authentication request made by an IBM MFA
user, issue the operator command and then attempt an authentication:

F <MFA_STC_Job_Name>,STC SET TRACE LEVEL 2

Search the system log for entries beginning with MFAA, similar to the following:

 MFAA Version=2, MFAA Length=264,  Application=TESTAPP, STC UserID=TSTUSR   

The IBM MFA started task’s SYSPRINT will contain lines that show the application name and user ID
values supplied explicitly and implicitly by the issuer of the RACROUTE REQUEST=VERIFY call, which you
can use to guide you in defining profiles.
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Additional specificity through ACL and UACC
For all three scenarios, you can further qualify which specific application users are allowed for IBM MFA or
bypassed by using an ACL or UACC.

You can bypass IBM MFA authentication for an application if the user being authenticated has a minimum
of READ access to the profile in the MFADEF class for the application. If the user does not have a
minimum of READ access to the profile in the MFADEF class for the application, IBM MFA is required.

RACF considers ACL's first:

• If the user is on the access list (either explicitly or using the group names in which the user is a
member), return that access.

• If the user is not on the access list, return the access defined by UACC.

Bypassing IBM MFA for applications by application name
You can bypass IBM MFA for specific applications and specific application users. After you bypass IBM
MFA, the application users must use their RACF credentials to log on.

Procedure

1. The following example creates default profiles as a fallback. UACC(NONE) allows IBM MFA
authentication for all applications that are not otherwise bypassed by more specific profiles.

RDEFINE MFADEF MFABYPASS.APPL.* UACC(NONE)
RDEFINE MFADEF MFABYPASS.USERID.* UACC(NONE)
RDEFINE MFADEF MFABYPASS.DEFAULT UACC(NONE)

2. The following example bypasses IBM MFA for the MFATEST application for all users who have at least
READ access to a profile in the MFADEF class for the application.

RDEFINE MFADEF MFABYPASS.APPL.MFATEST UACC(READ)

3. The following example bypasses the MFATEST application only for user JSMITH.

RDEFINE MFADEF MFABYPASS.APPL.MFATEST UACC(NONE)
PERMIT MFABYPASS.APPL.MFATEST CLASS(MFADEF) ID(JSMITH) ACCESS(READ)

4. The following example bypasses IBM MFA for all applications, except the MFATEST application
identified with a profile in the MFADEF class with access NONE:

RDEFINE MFADEF MFABYPASS.APPL.* UACC(READ)
RDEFINE MFADEF MFABYPASS.APPL.MFATEST UACC(NONE)

5. Refresh the MFADEF class:

SETROPTS RACLIST(MFADEF) REFRESH

Bypassing IBM MFA for applications by ID
You can bypass IBM MFA for an application by using the user ID that submits the RACROUTE
REQUEST=VERIFY request for the application. After you bypass IBM MFA, the application users must use
their RACF password to log on.

About this task

Note: You might find it convenient to use SDSF to view the job status and determine the user ID. The
Owner column identifies the user ID. You cannot use an Owner marked as plus signs (+).
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Procedure

1. The following example creates default profiles as a fallback. UACC(NONE) allows IBM MFA
authentication for all applications that are not otherwise bypassed by more specific profiles.

RDEFINE MFADEF MFABYPASS.APPL.* UACC(NONE)
RDEFINE MFADEF MFABYPASS.USERID.* UACC(NONE)
RDEFINE MFADEF MFABYPASS.DEFAULT UACC(NONE)

2. The following example bypasses IBM MFA for MFATEST for all users with READ or higher access to the
profile.

RDEFINE MFADEF MFABYPASS.USERID.MFATEST UACC(READ)

3. The following example bypasses IBM MFA for an application identified by the MFATEST user ID only for
user JSMITH.

RDEFINE MFADEF MFABYPASS.USERID.MFATEST UACC(NONE)
PERMIT MFABYPASS.USERID.MFATEST CLASS(MFADEF) ID(JSMITH) ACCESS(READ)

4. Refresh the MFADEF class:

SETROPTS RACLIST(MFADEF) REFRESH

Using IBM MFA with PassTickets
The RACF PassTicket is a one-time-only password that is generated by a requesting product or function. It
is an alternative to the RACF password and password phrase that removes the need to send RACF
passwords and password phrases across the network in clear text.

Before you begin
You must have already configured an application to use PassTickets.

About this task
If you are using a "strong" factor such as IBM TouchToken, IBM MFA with SecurID, or IBM MFA Certificate
Authentication for a user, you can also specify PassTickets. (There is no practical benefit to specifying
PassTickets alone because IBM MFA would not be involved.)

You can configure IBM MFA to allow the use of a PassTicket only after a successful IBM MFA logon, or to
use only the PassTicket and not an IBM MFA logon.

In both cases, IBM MFA then calls R_GenSec with the user ID, the 8-character PassTicket, and the
application name to evaluate the PassTicket.

Important: Make sure that you tell the application users when to log on with their PassTicket, and
specifically whether they must first log on with their IBM MFA credentials.

Procedure

1. Use RDEFINE to define an MFADEF class profile named FACTOR.AZFPTKT1.

RDEF MFADEF FACTOR.AZFPTKT1

2. Refresh the MFADEF class:

SETROPTS RACLIST(MFADEF) REFRESH

3. Verify the change. For example:

RLIST MFADEF FACTOR.AZFPTKT1

4. Use RDEFINE to create a FACILITY class profile named IRR.RFACTOR.MFADEF.AZFPTKT1.

RDEF FACILITY IRR.RFACTOR.MFADEF.AZFPTKT1
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5. Refresh the FACILITY class:

SETROPTS RACLIST(FACILITY) REFRESH

6. Verify the change. For example:

RLIST FACILITY IRR.RFACTOR.MFADEF.AZFPTKT1

7. Authorize the administrators who execute the panels to the IRR.RFACTOR.MFADEF.AZFPTKT1 profile.
Allow the access shown in Table 2 on page 10:

Table 2: Required levels of permission. 

Permission Access

READ Able to view configuration options, but may not update,
create, or delete parameters.

UPDATE, CONTROL, ALTER Able to create, update, delete, and view configuration
options.

For example:

PERMIT IRR.RFACTOR.MFADEF.AZFPTKT1 ACCESS(ALTER) CLASS(FACILITY) 
ID(user-id)
SETROPTS RACLIST(FACILITY) REFRESH

8. Allow the user ID of the IBM MFA services started task AZF#IN00 READ access to the PTKTDATA
IRRPTAUTH.RACF_APPLICATION_NAME.USERID profile. The recommended approach is to use
PTKTDATA IRRPTAUTH.RACF_APPLICATION_NAME.* for the user ID. The example assumes that you
have previously RACLISTed and activated the PTKTDATA class and added the profile.
For example:

PERMIT IRRPTAUTH.RACF_APPLICATION_NAME.* ACCESS(READ) CLASS(PTKTDATA) 
ID(user-id)
SETROPTS RACLIST(PTKTDATA) REFRESH

9. Execute AZFEXEC and enter 3 for the AZFPTKT1 plug-in.
10. Choose from the following options:

• Whether to require a successful IBM MFA logon prior to the PassTicket being evaluated.

If Y, the most recent IBM MFA authentication for the user must have occurred within the
PassTicket evaluation window number of seconds. If the most recent IBM MFA logon is inside
this window, IBM MFA calls R_GenSec. If the most recent IBM MFA logon is outside this window,
the authentication is processed as an IBM MFA authentication and might therefore fail.
If N, IBM MFA calls R_GenSec without first requiring an IBM MFA logon.

• PassTicket evaluation window, as a number of seconds. This is the length of time in seconds that
PassTickets may be used to authenticate after a successful IBM MFA authentication. Valid entries
are integer values between 30 and 86400 (24-hours), inclusive. The default is 600 (10 minutes). If
"Require MFA Logon prior to PassTicket Evaluation" is set to Y, the most recent IBM MFA
authentication for the user must have occurred within the PassTicket evaluation window.

If "Require MFA Logon prior to PassTicket Evaluation" is set to N, the PassTicket evaluation window
setting is ignored.

• Trace level used for tracing events within the AZFPTKT1 plug-in. Valid values are 0 through 3,
where the higher number increases the level of verbosity. The default is zero.

11. Activate users for PassTickets:

 ALU LOGIN ID MFA(FACTOR(AZFPTKT1) 
ACTIVE TAGS(WINDOW:numseconds MFAFIRST:Y|N))
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Where:

• [Login ID] is the z/OS user name.
• ACTIVE activates the AZFPTKT1 authenticator for the user ID.
• WINDOW sets the evaluation window, as a number of seconds.
• MFAFIRST specifies whether to require a successful IBM MFA logon prior to the PassTicket being

evaluated. The possible values are Y and N, and uppercase is required.

If you set MFAFIRST or WINDOW for a user, it overrides the default setting.
12. To return a user to the default tag settings:

ALU LOGIN ID MFA(FACTOR(AZFPTKT1) DELTAGS(MFAFIRST
      WINDOW))

MFA policy
Installations can create MFA policies to define a set of rules that users must follow when authenticating
with IBM MFA. The policy attributes are defined in the MFPOLICY segment of profiles in the MFADEF
class. These policies can be associated with individual users with the ALTUSER ADDPOLICY keyword.

Create and manage multi-factor authentication policies
To use IBM MFA Out-of-Band you must use the RDEFINE command to define multi-factor authentication
policies, and the ALU command to apply the policies to one or more users.

Before you begin
Multi-factor authentication policies specify which authentication factors are required for IBM MFA Out-of-
Band. The multi-factor authentication policy determines which of the active factors are actually applied.

For example, if you activate IBM TouchToken (AZFTOTP1), IBM MFA Certificate Authentication
(AZFCERT1), and IBM MFA with SecurID (AZFSIDP1) for a user, but the policy includes only AZFCERT1
and AZFSIDP1, then AZFTOTP1 is not required.

Important: If you apply a policy to a user, the user must have all the factors defined in the policy, and
those factors must be active for the user. RACF does not prevent you from applying a policy to a user who
does not have all the required factors defined. This will prevent the user from authenticating with IBM
MFA Out-of-Band.

About this task
You must create a multi-factor authentication policy under the following conditions:

• You activate a user for two or more strong factors, as described in Types of Factors.
• You activate a user for IBM MFA Certificate Authentication, as described in Configuring IBM MFA
certificate authentication.

If you enable a user for a single factor, you can optionally create a multi-factor authentication policy for
that single factor and direct the user to the IBM MFA Out-of-Band web server login page. You might want
to do this for a reason described in Benefits of IBM MFA Out-of-Band Authentication.

Procedure

1. Enter the following command to create a multi-factor authentication policy:

RDEF MFADEF POLICY.POLICY-NAME MFPOLICY(FACTOR(FACTOR-NAME)
TOKENTIMEOUT(num-of-seconds) REUSE(Y|N))

Where:

• POLICY-NAME is a name of your choice between 1 and 20 characters. You may find it convenient to
give the policy a descriptive name, such as CERTSIDPTOTP or CERTONLY.

Configuring RACF for IBM MFA  11



• FACTOR-NAME is a space-separated list of factor names. The allowed factor names are as follows:

– AZFSIDP1
– AZFTOTP1
– AZFCERT1
– AZFSFNP1
– AZFRADP1
– AZFSIDR1
– AZFPASS1

• TOKENTIMEOUT sets the length of time (in seconds) the IBM MFA Out-of-Band token is valid once
generated. The value can be between 1 and 86,400 (the number of seconds in a day). The default is
300 seconds (5 minutes.)

• REUSE determines whether the IBM MFA Out-of-Band token can be reused by an application.
Possible values are Y or N. The default is N.

2. Repeat “1” on page 11 as needed.
3. Refresh the MFADEF class:

SETROPTS RACLIST(MFADEF) REFRESH

4. Enter the following command to display information about a specific policy:

RLIST MFADEF POLICY.POLICY-NAME MFPOLICY

5. Enter the following command to display information about all IBM MFA factors and policies:

RLIST MFADEF *

6. Enter the following command to apply the policy to a user:

ALU <USERID> MFA(ADDPOLICY(POLICY-NAME))

7. Repeat “6” on page 12 as needed. If you apply multiple policies to a user, the user is presented with
a choice of policies. Instruct the user which policy to use.

8. Enter the following command to display IBM MFA information for a user profile, including any applied
policies:

LU <USERID> MFA

MULTIFACTOR AUTHENTICATION INFORMATION:                
---------------------------------------                
  PASSWORD FALLBACK IS ALLOWED                         
  AUTHENTICATION POLICIES =                            
    TOTPONLY                                           
  FACTOR = AZFSIDP1                                    
    STATUS = INACTIVE                                  
    FACTOR TAGS =                                      
      SIDUSERID:user                                  
  FACTOR = AZFTOTP1                                    
    STATUS = ACTIVE                                    
    FACTOR TAGS =                                      
      REGSTATE:PROVISIONED                             
      

9. If needed, enter the following command to remove a policy from a user:

ALU <USERID> MFA(DELPOLICY(POLICY-NAME))

10. If needed, enter the following commands to delete a policy and refresh the MFADEF class:

RDEL MFADEF POLICY.POLICY-NAME
SETROPTS RACLIST(MFADEF) REFRESH
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MFA compound In-Band
MFA users may be provisioned so that they are required to authenticate with both a token device code
and their RACF authenticator (password or password phrase). Users configured for compound in-band
may enter their token code and RACF authenticator concatenated together in the password phrase field of
an application with a separator character between the two values. When the RACF authenticator is
expired it can be changed by passing the new value into the new password or new password phrase field
of the application by itself without the token code portion.

Configure IBM MFA Compound In-Band
Configure IBM MFA Compound In-Band authentication only if you require the user to authenticate in-band
with a combination of a SecurID token, and a passphrase or password.

About this task

Important: When you enable IBM MFA Compound In-Band, it is enabled for all users that are active for
the AZFSIDP1 factor.

If IBM MFA Compound In-Band is enabled, TSO pre-prompt must be disabled. If both are enabled, it is
not possible to change a password using in-band authentication.

Tip: To allow the user to change an expired password if both IBM MFA Compound In-Band and TSO pre-
prompt are enabled, perform the following steps:

1. Apply a policy to the user that includes at least one strong factor and the AZFPASS1 factor. Both
factors must be active for the user.

2. Instruct the user to use the IBM MFA Out-of-Band web page to log in. The IBM MFA Out-of-Band
interface allows the user to change their expired password.

3. After the user has changed the password, the user can log in with IBM MFA Compound In-Band.

If you want to use IBM MFA Compound In-Band in a system where mixed-case passwords are not
configured, first apply the relevant PTFs for APAR OA54460. (See http://www-01.ibm.com/support/
docview.wss?uid=isg1OA54460.) Without this APAR, authentication fails if the password is entered in
lowercase.

The z/OS application must support passphrases. IBM MFA Compound In-Band does not support
applications that are limited to an 8-character password. This is required because IBM MFA Compound
In-Band concatenates the SecurID token with the passphrase or password, separated by a valid
separator, and stores the result in the password field.

Important: If a new SecurID PIN is required, or the RACF password is expired, it may be difficult for the
user to determine which one requires action. The recommended course of action is to use the standard
SecurID Windows interface outside of IBM MFA to change the SecurID PIN.

Procedure

1. Execute AZFEXEC.
2. Choose 6 for AZFSIDP1.
3. On the AZFSIDP1 factor attributes panel, configure the following attributes:

• Set Enable Compound In-band Authentication to Y.
• Choose whether you want the IBM MFA credential to be entered before or after the RACF credential.

The IBM MFA credential first is the default.

Note: This feature requires APAR OA54920 for RACF, which is available on z/OS V2R2 and later. (See
http://www-01.ibm.com/support/docview.wss?uid=isg1OA54920.)

• Change the Compound In-band Factor Separator field if needed. It is set to a colon (:) by default.
Possible values are shown in Table 3 on page 14. (FTP cannot use the forward slash (/) or the colon
(:). HTTP cannot use the forward slash (/). Other applications may have other character restrictions.)
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Note: Encodings are shown for host code page 1047.

Table 3: Valid Separator Characters. 

Character Name Character Hexadecimal (for reference)

Plus sign + 4e

Less than sign < 4c

Equal sign = 7e

Greater than sign > 6e

Ampersand & 50

Straight single quotation mark ' 7d

Left parenthesis ( 4d

Right parenthesis ) 5d

Comma , 6b

Underscore _ 6d

Hyphen - 60

Period . 4b

Slash right / 61

Colon : 7a

Semicolon ; 5e

Question mark ? 6f

Percent % 6c

Asterisk * 7f

Double quotation mark " 5c

Vertical bar | 4f

4. Save the changes.
5. Restart the IBM MFA AZF#IN00 services started task.
6. Instruct the user to enter their SecurID token, the required separator, and their passphrase or

password in the password field, based on the credential order you selected. For example:

SecurID token:passphrase

Special case: configure RACF for alphanumeric PINs
If RSA Authentication Manager is configured for alphanumeric PINs, you must enable mixed-case
passwords in RACF.

About this task
The SETROPTS PASSWORD(MIXEDCASE) option allows mixed-case passwords for all users on all
applications on this system and on all systems that share the RACF database. See z/OS Security Server
RACF Security Administrator's Guide for additional considerations.
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Procedure

1. Enter the following command to enable mixed-case password in RACF for use with alphanumeric
PINs:

SETROPTS PASSWORD(MIXEDCASE)

2. Verify the changes.

Authentication Factors that support IBM MFA Compound In-Band Authentication
The following authentication factors support IBM MFA Compound In-Band authentication:

• AZFSIDP1 (RSA SecurID)
• AZFTOTP1 (IBM TouchToken)
• AZFRADP1 (generic RADIUS)
• AZFSFNP1 (SafeNet RADIUS)
• AZFSIDR1 (RSA RADIUS)

See 0IBM Multi-Factor Authentication for z/OS Installation and Customization for more information.
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Chapter 4. RACF auditor support for IBM MFA

Logging, the recording of data about specific events, is the key to auditing the use of RACF at your
installation. You must ensure that RACF logs the information you need. RACF uses the system
management facilities (SMF) to log data about various RACF events. RACF writes SMF records to an SMF
data set or log stream.

RACF always logs information about certain events because knowing about these events is essential to an
effective data-security mechanism. The events that RACF logs for IBM MFA is:

• A successful RACROUTE REQUEST=VERIFY under the following conditions:

– SETROPTS AUDIT(USER) is active and a user's password or password phrase is changed
– authentication using a PassTicket
– authentication of an IBM Multi-Factor Authentication user using a password or password phrase.
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Chapter 5. Identifying and verifying users

RACF identifies you when you log on to the operating system that you want to use. It does so by requiring
a user identification, the user ID, which is a unique identification string. RACF then verifies that you are
the user you say that you are by requesting and checking a password. Each RACF user ID has a unique
password. You should be the only one who knows your password. That way, RACF can ensure personal
accountability.

Note: Some applications support authentication through digital certificates or Kerberos. When you access
these applications, you might not need to enter a user ID and password.

In addition to a password, you can have a password phrase that you can use instead of a password with
applications that support password phrases. A password phrase is a string of characters that can be
longer than a password, and can contain characters that are not allowed in a password, including blanks.
It is intended to be secure, but easy to remember.

When you are first defined to RACF, your group or security administrator assigns you a user ID and a
password. The password is usually temporary, but the security administrator can choose to assign you a
non-temporary password. A temporary password enables you to log on to the system the first time. As
soon as you log on, RACF requires you to supply a new password of your choice to replace the temporary
password. Your password might expire after a certain time interval, so you might need to change it
periodically.

Note: Your password might need to satisfy certain installation-defined rules. For example, your password
might need to be longer than five characters, and be made up of a mixture of alphabetic and numeric
characters. Check with your system administrator or security administrator for the rules to follow when
you create a password.

You might also be assigned a password phrase. If so, the first time you log on using your password phrase
RACF requires you to supply a new password phrase of your choice. Your password phrase might expire
after a certain time interval, so you might need to change it periodically.

You can be required to authenticate with multiple authentication factors instead of a password or
password phrase. In this case, what you enter when you log on is determined by IBM Multi-Factor
Authentication for z/OS. For example, you might be required to enter an RSA SecurID token code and PIN.
See IBM Multi-Factor Authentication for z/OS User's Guide for more information.

Changing your password
Your user ID identifies you to RACF and your password verifies your identity. You must change your
password after a certain interval of time to help ensure that it is known only to you. You can change the
time interval between required password changes at the time you change your password.

Note: You can also change your password while logging on to the system. This is the most common way of
changing your password. .

If you have multiple user IDs, you can keep your passwords that are automatically synchronized on the
same system or across multiple systems by defining peer user ID associations with password
synchronization enabled between your user IDs.

RACF has the following rules for passwords:

• The length can be 1 to 8 characters.
• Valid characters are alphabetic uppercase (A–Z), numeric (0–9), and national (# (X'7B'), @ (X'7C'), and

$ (X'5B')). If your installation supports mixed case passwords, alphabetic lowercase characters (a-z) are
also accepted in passwords. If your installation does not support mixed case passwords, any lowercase
characters that you enter for your password are folded to uppercase. If you do not know whether mixed
case passwords are supported, ask your security administrator.
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If your installation supports special characters in passwords, symbolic characters other than @, #, or $,
that can be used are:

!                %                &                *                _

+                |                :                <                >

?                .                -                =                    

In addition, your installation has password rules. If you do not know the rules, choose a password
following the format of your current password. RACF might not allow you to reuse a previous password.
Ask your RACF security administrator for an explanation of your installation's rules for passwords.

To change your password, enter the PASSWORD command with the PASSWORD keyword as follows:

PASSWORD PASSWORD(current-password new-password)

For example, if your installation supports mixed case passwords, to change your password from "subject"
to "testers", type:

PASSWORD PASSWORD(subject testers)

If your installation does not support mixed case passwords, RACF folds passwords that you enter to
uppercase. In that case, the command shown changes your password from "SUBJECT" to "TESTERS".

To change your password interval (that is, the time allowed before you are required to change your
password again), enter the PASSWORD command with the INTERVAL keyword as follows:

PASSWORD INTERVAL(interval-you-want)

For example, to change your password interval to 15 days, enter the following command:

PASSWORD INTERVAL(15)

At the end of 15 days, RACF requires you to change your current password.

RACF allows the interval to be in the range of 1 to 254 days. Your installation chooses its own interval in
this range. You can change your password interval to a shorter length of time than your installation
requires but you cannot specify a longer interval. For example, if your installation has a password interval
of 30 days, you can change the interval to any number from 1 to 30 but you cannot change your password
interval to 45 days.

If you do not know your current password interval, enter the LISTUSER command and check the PASS-
INTERVAL field.

To change your password and password interval, enter the PASSWORD command with the PASSWORD
and INTERVAL keywords as follows:

PASSWORD PASSWORD(current-password new-password) INTERVAL(interval)

For example, to change the password from "subject" to "testers", and the interval to 15 days, enter the
following command:

PASSWORD PASSWORD(subject testers) INTERVAL(15)

Changing your password phrase
Your password phrase is an alternative to your password for verifying your identity. You must change your
password phrase after a certain interval of time to help ensure that it is known only to you. The interval is
the same one that determines when you must change your password. You can change the time interval
between required password and password phrase changes at the time you change your password phrase.

RACF has the following rules for password phrases:
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• The length can be 14 to 100 characters.

Note: Your installation can choose to allow password phrases as short as 9 characters. Check with your
security administrator or system programmer to find out if the lower limit has been implemented.

• The user ID (as sequential uppercase characters or sequential lowercase characters) cannot be part of
the password phrase

• At least 2 alphabetic characters must be specified (A - Z, a - z)
• At least 2 non-alphabetic characters must be specified (numerics, punctuation, special characters)
• Valid characters are:

– Alphabetic uppercase (A–Z) and lowercase (a-z)
– Numeric (0–9)
– National (# (X'7B'), @ (X'7C'), and $ (X'5B'))
– Punctuation
– Special
– Blank

• No more than 2 consecutive characters can be identical.

RACF might not allow you to reuse a previous password phrase.

Your installation might have additional rules for password phrases. Ask your RACF security administrator
whether your installation has additional rules.

To change your password phrase, enter the PASSWORD or PHRASE command with the PHRASE keyword
as follows:

PASSWORD PHRASE ('current-password-phrase' 'new-password-phrase')

or

PHRASE PHRASE ('current-password-phrase' 'new-password-phrase')

The current and new password phrases must have different values. Note that the password phrases must
be entered in quotation marks. TSO/E does not support entering quoted strings in print inhibit mode;
therefore your password phrase is visible on the display. Take care to ensure that nobody can view your
password phrase.

For example, to change your password phrase from "December 27, 1950" to "In 1492 Columbus sailed
the ocean blue", type:

PASSWORD PHRASE ('December 27, 1950' 'In 1492 Columbus sailed the ocean blue')

or

PHRASE PHRASE ('December 27, 1950' 'In 1492 Columbus sailed the ocean blue')

The password interval (that is, the time allowed before you are required to change your password again)
also applies to the password phrase. You can use either the PASSWORD or PHRASE command. For
example, to change your password interval to 15 days, enter either of the following commands:

PASSWORD INTERVAL(15)

or

PHRASE INTERVAL(15)

At the end of 15 days, RACF requires you to change your current password phrase.
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Synchronizing your passwords and password phrases
To synchronize your passwords and password phrases (that is, keep your passwords and password
phrases automatically synchronized for two or more user IDs on the same system or on different
systems), first you must establish peer user ID associations with password synchronization among the
user IDs. Then, whenever you change the password or password phrase on one of the associated user
IDs, RACF automatically communicates the new password or password phrase to the RACF databases of
the other user IDs.

An installation can also maintain the synchronization of user passwords and password phrases between
the same user IDs on different nodes by using automatic password direction.

Note:

1. User IDs do not have to have the same password or password phrase to request an association.
Passwords and password phrases are synchronized automatically when either of the associated user
IDs changes a password or password phrase after the peer association with password synchronization
has been established.

2. Password and password phrase changes are not repropagated. For example:

User1 has an established peer user ID association with password
   synchronization enabled with User2, but not with User3.

User2 has an established peer user ID association with password
   synchronization enabled with User1 and an established peer user
   ID association with password synchronization enabled with User3.

If User1 changes their password, the new password is propagated to User2. Even though User2 has an
established peer user ID association with password synchronization enabled with User3, the new
password from User1 is not propagated to User3.

But, if User2 changes their password, the new password is propagated to both User1 and User3. This
occurs because User2 has an established peer ID association with password synchronization enabled
with User1 and with User3.

Automatic password direction
Installations using automatic command direction can optionally use automatic password direction to
maintain the synchronization of user passwords and password phrases between the same user IDs on
different nodes. Automatic password direction does not require user ID associations. Instead, automatic
password direction assumes that the same user IDs on different nodes belong to the same user.

For example, suppose that your installation is using automatic password direction and you have the user
ID CLAIRE on three different nodes: NODE1, NODE2, and NODE3. When you change your password on
NODE1, a password synchronization request is automatically directed to be processed for CLAIRE on
NODE2 and CLAIRE on NODE3. A TSO SEND message is then received on NODE1 indicating whether the
password synchronization request completed successfully or unsuccessfully.

In addition, depending on how automatic password direction is set up at your installation, the output from
the password synchronization request is either discarded, sent to an administrator, or returned to you and
appended in your RRSFLIST user data set. If automatic password direction is set up at your installation so
that you receive this output and you do not have an RRSFLIST user data set, RACF allocates one and adds
the results. The RRSFLIST data set name is 'prefix.userid.RRSFLIST', where prefix is your TSO prefix at the
time you changed your password. If prefix matches userid or if you specified PROFILE NOPREFIX by using
the TSO PROFILE command, the data set name that is used is 'userid.RRSFLIST'.

You are responsible for maintaining this data set. If your data set becomes full, the output is transmitted
to your user ID. In order for RACF to append to your RRSFLIST user data set again, you must edit and
delete some of the returned output in this data set.

Note:
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1. If your installation is using automatic password direction, do not establish peer user ID associations
with password synchronization enabled between the same user IDs across multiple RRSF nodes.
Doing so causes duplicate password synchronization requests. If you are not sure whether your
installation is using automatic password direction, contact your RACF security administrator.

2. You can use peer user ID associations with password synchronization enabled between user IDs that
are not the same in environments with automatic password direction because automatic password
direction only synchronizes passwords and password phrases between the same user IDs on multiple
RRSF nodes.

3. Password synchronization and automatic password direction only synchronize passwords and
password phrases for user IDs that are not revoked on the target system.

RRSF password synchronization requests run asynchronously; that is, the command issuer does not wait
until the command completes processing, and results and output from the commands are returned as
specified by the SET AUTOPWD command.

Password synchronization request issued at 15:03:58 on 02/28/98 was
processed at NODE2.TSOUSER on 02/28/98 at 15:04:00

 Request was propagated by automatic direction from NODE1.TSOUSER

 REQUEST ISSUED: From user TSOUSER at NODE1

 REQUEST OUTPUT:
 IRRC013I Password synchronized successfully for TSOUSER at NODE2 and
 TSOUSER at NODE1.

Figure 1: Automatic password direction: sample output
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Chapter 6. RACF commands for IBM MFA

This topic includes the RACF commands that are new or have been enhanced to support IBM Multi-Factor
Authentication for z/OS (IBM MFA):

• ALTUSER
• RDEFINE
• RALTER
• RLIST
• LISTUSER

ALTUSER (Alter user profile)

Purpose

Use the ALTUSER command to change the information in a user's profile, including the user's system-
wide attributes and authorities. The user profile consists of a BASE segment and, optionally, other
segments such as a TSO segment or a DFP segment. You can use this command to change information in
any segment of the user's profile.

When you change a user's level of authority in a group (using the AUTHORITY operand), RACF updates the
appropriate group profile. When you change a user's default universal access authority for a group (using
the UACC operand), RACF changes the appropriate connect profile. For all other changes, RACF changes
the user's profile.

Note: If the user is currently logged on, changes to the attributes (except for OWNER and AUTHORITY) do
not take effect until the next time the user logs on, even though the LISTUSER command shows the new
values.

Attention:

• When the ALTUSER command is issued from ISPF, the TSO command buffer (including password
and password phrase data) is written to the ISPLOG data set. As a result, you should not issue
this command from ISPF or you must control the ISPLOG data set carefully.

• If the ALTUSER command is issued as a RACF operator command, the command and all data
(including password and password phrase data) is written to the system log. Therefore, use of
ALTUSER as a RACF operator command should either be controlled or you should issue the
command as a TSO command.

Note that you cannot:

• Use the ALTUSER command to change a user ID association; you must use the RACLINK command.
• Use the ALTUSER command for profiles in the DIGTCERT class.
• Use the ALTUSER command for user IDs that have mixed-case characters, such as irrcerta,
irrsitec, and irrmulti (which are associated with digital certificates).

Issuing options

The following table identifies the eligible options for issuing the ALTUSER command:

As a RACF TSO
command?

As a RACF
operator
command?

With command
direction?

With automatic
command
direction?

From the RACF
parameter library?

Yes Yes Yes Yes Yes

ALTUSER
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You must be logged on to the console to issue this command as a RACF operator command.

Authorization required

When issuing this command as a RACF operator command, you might require sufficient authority to the
proper resource in the OPERCMDS class.

The level of authority required depends on which of the user's attributes you want to change.

• If you have the SPECIAL attribute, you can use all the operands except UAUDIT/NOUAUDIT.
• To specify the AT keyword, you must have READ authority to the DIRECT.node resource in the

RRSFDATA class and a user ID association must be established between the specified node.userid
pair(s).

• To specify the ONLYAT keyword you must have the SPECIAL attribute, the userid specified on the
ONLYAT keyword must have the SPECIAL attribute, and a user ID association must be established
between the specified node.userid pair(s) if the user IDs are not identical.

• If the owner of the user profile is within the scope of a group in which you have the group-SPECIAL
attribute, you can use all of the operands except SPECIAL/NOSPECIAL, AUDITOR/NOAUDITOR,
ROAUDIT/NOROAUDIT, OPERATIONS/NOOPERATIONS, NOEXPIRED and UAUDIT/NOUAUDIT.

• If you are the owner of the user's profile, you can use any of the following operands for user-related
attributes:

ADSP | NOADSP
DATA | NODATA
DFLTGRP
EXPIRED
GRPACC | NOGRPACC
MFA | NOMFA
MODEL | NOMODEL
NAME
OIDCARD | NOOIDCARD
OWNER
PASSWORD | NOPASSWORD
PHRASE | NOPHRASE
RESTRICTED | NORESTRICTED
RESUME | NORESUME
REVOKE | NOREVOKE
WHEN

• Users can change their own name field (using the NAME operand), default group (using the DFLTGRP
operand), or model data set profile name (using the MODEL operand).

• You can use the GROUP, AUTHORITY, and UACC operands for group-related user attributes if you have
JOIN or CONNECT authority, if the group profile is within the scope of a group in which you have the
group-SPECIAL attribute, or if you are the owner of the specified group.

• To specify the AUDITOR/NOAUDITOR, ROAUDIT/NOROAUDIT, SPECIAL/NOSPECIAL, and OPERATIONS/
NOOPERATIONS operands as system-wide user attributes, you must have the SPECIAL attribute.

• To specify the UAUDIT/NOUAUDIT operand, either you must have the AUDITOR attribute, or the user
profile must be within the scope of a group in which you have the group-AUDITOR attribute.

• You can specify the CLAUTH and NOCLAUTH operands if you are the owner of the user's profile and
have the CLAUTH attribute for the class to be added or deleted.

• To assign a security category to a profile, or to delete a category from a profile, one of the following must
be true:

ALTUSER
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– If the user profile is within the scope of a group in which you have the group-SPECIAL attribute, or if
you are the owner of the specified user, the category you are adding or deleting must be in your user
profile.

– You have the SPECIAL attribute.
• To assign a security level to a profile, or to delete a security level from a profile, one of the following

must be true:

– If the user profile is within the scope of a group in which you have the group-SPECIAL attribute, or if
you are the owner of the specified user, the security level in your user profile must be equal to or
greater than the security level you are assigning or deleting.

– You have the SPECIAL attribute.
• To change information within a segment other than the base segment, you must have one of the

following:

– The SPECIAL attribute
– At least UPDATE authority to the desired field within the segment through field-level access control.

For information on field-level access checking, see z/OS Security Server RACF Security Administrator's
Guide.

• To reset passwords and password phrases or to resume user IDs, you must have at least one of the
following authorizations:

– You have the SPECIAL attribute.
– You have group-SPECIAL authority over the user profile.
– You are the OWNER of the user profile.
– You have sufficient access to the IRR.PASSWORD.RESET resource in the FACILITY class.
– You have sufficient access to an appropriate resource in the FACILITY class

(IRR.PWRESET.OWNER.owner or IRR.PWRESET.TREE.owner), and both of the following conditions are
also true:

- The other user does not have the SPECIAL, OPERATIONS, AUDITOR, PROTECTED, or ROAUDIT
attribute.

- You are not excluded from altering the user by the IRR.PWRESET.EXCLUDE.excluded-user resource
in the FACILITY class.

For more information about the IRR.PWRESET profiles, see z/OS Security Server RACF Security
Administrator's Guide.

When your reset and resume authority is through your access to the IRR.PASSWORD.RESET resource,
the IRR.PWRESET.OWNER.owner resource, or the IRR.PWRESET.TREE.owner resource, the following
requirements apply:

– If you have READ access, you can:

- Use the PASSWORD operand to reset a password (to an expired password) for a user who does not
have the SPECIAL, OPERATIONS, AUDITOR, PROTECTED, or ROAUDIT attribute.

Note: You cannot use the PASSWORD operand to add a password for a user who does not have one.
- Use the PHRASE operand to reset a password phrase (to an expired password phrase) for a user

with an assigned password phrase who does not have the SPECIAL, OPERATIONS, AUDITOR,
PROTECTED, or ROAUDIT attribute. Note: You cannot use the PHRASE operand to add a password
phrase for a user who does not have one.

- Use the RESUME operand, without specifying a date, for a user who does not have the SPECIAL,
OPERATIONS, AUDITOR, PROTECTED, or ROAUDIT attribute.

– If you have UPDATE access, you can:

- Use the PASSWORD, PHRASE, and RESUME operands as noted for READ access.

ALTUSER
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- Use the NOEXPIRED operand (with PASSWORD or PHRASE) for a user who does not have the
SPECIAL, OPERATIONS, AUDITOR, PROTECTED, or ROAUDIT attribute.

– If you have CONTROL access, you can:

- Use the PASSWORD, PHRASE, RESUME, and NOEXPIRED operands as noted for READ and UPDATE
access.

- Reset the password or password phrase within the minimum change interval for a user who does
not have the SPECIAL, OPERATIONS, AUDITOR, PROTECTED, or ROAUDIT attribute.

• To specify the SHARED keyword, you must have the SPECIAL attribute or at least READ authority to the
SHARED.IDS resource in the UNIXPRIV class.

Syntax

[subsystem-prefix]{ALTUSER | ALU}

(userid ...)

[ ADDCATEGORY(category-name ...)
| DELCATEGORY [(category-name ... | *) ]

[ ADSP | NOADSP ]

[ AT([node].userid ...) | ONLYAT([node].userid ...) ]

[ AUDITOR | NOAUDITOR ]

[ AUTHORITY(group-authority) ]

[ CICS(
[ OPCLASS(operator-class ...)
| ADDOPCLASS(operator-class ...)
| DELOPCLASS(operator-class ...)
| NOOPCLASS ]
[ OPIDENT(operator-id) | NOOPIDENT ]
[ OPPRTY(operator-priority) | NOOPPRTY ]
[ RSLKEY(rslkey ... | 0 | 99) | NORSLKEY ]
[ TIMEOUT(timeout-value) | NOTIMEOUT ]
[ TSLKEY(tslkey ... | 0 | 1 | 99) | NOTSLKEY ]
[ XRFSOFF(FORCE | NOFORCE) | NOXRFSOFF ]
)
| NOCICS ]

[ {CLAUTH | NOCLAUTH} (class-name ...) ]

[ CSDATA(
[ custom-field-name(custom-field-value) | NOcustom-field-name ] ...
)
| NOCSDATA ]

[ DATA('installation-defined-data') | NODATA ]
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[ DCE(
[ AUTOLOGIN(YES | NO) | NOAUTOLOGIN ]
[ DCENAME(user-principal-name) | NODCENAME ]
[ HOMECELL(dce-cell-name) | NOHOMECELL ]
[ HOMEUUID(home-cell-UUID) | NOHOMEUUID ]
[ UUID(universal-unique-identifier) | NOUUID ]
)
| NODCE ]

[ DFLTGRP(group-name) ]

[ DFP(
[ DATAAPPL(application-name) | NODATAAPPL ]
[ DATACLAS(data-class-name) | NODATACLAS ]
[ MGMTCLAS(management-class-name) | NOMGMTCLAS ]
[ STORCLAS(storage-class-name) | NOSTORCLAS ]
)
| NODFP ]

[ EIM(
[ LDAPPROF(ldapbind_profile) | NOLDAPPROF ]
)
| NOEIM ]

[ EXPIRED | NOEXPIRED ]

[ GROUP(group-name) ]

[ GRPACC | NOGRPACC ]

[ KERB(
[ ENCRYPT (
[ DES | NODES ]
[ DES3 | NODES3 ]
[ DESD | NODESD ]
[ AES128 | NOAES128 ]
[ AES256 | NOAES256 ]
)
| NOENCRYPT ]
[ KERBNAME(kerberos-principal-name) | NOKERBNAME ]
[ MAXTKTLFE(max-ticket-life) | NOMAXTKTLFE ]
)
| NOKERB ]
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[ LANGUAGE(
[ PRIMARY(language) | NOPRIMARY ]
[ SECONDARY(language) | NOSECONDARY ]
)
| NOLANGUAGE ]

[ LNOTES(
[ SNAME(short-name) | NOSNAME ]
)
| NOLNOTES ]

[ MFA(
[ PWFALLBACK|NOPWFALLBACK ]
[ FACTOR(factor-name) | DELFACTOR(factor-name) ]
[ ACTIVE|NOACTIVE ]
[ TAGS(tag-name:tag-value ...)
| DELTAGS(tag-name ...)
| NOTAGS ]
[ ADDPOLICY(policy-name ...)
| DELPOLICY(policy-name ... | *) ]
)
| NOMFA ]

[ MODEL(dsname) | NOMODEL ]

[ NAME(user-name) ]

[ NDS(
[ UNAME(user-name) | NOUNAME ]
)
| NONDS ]

[ NETVIEW(
[ CONSNAME(console-name | NOCONSNAME ]
[ CTL(GENERAL | GLOBAL | SPECIFIC) | NOCTL ]
[ DOMAINS(domain-name ...)
| ADDDOMAINS(domain-name ...)
| DELDOMAINS(domain-name ...)
| NODOMAINS ]
[ IC('command | command-list') | NOIC ]
[ MSGRECVR( YES | NO) | NOMSGRECVR ]
[ NGMFADMN( YES | NO) | NONGMFADMN ]
[ NGMFVSPN(view-span) | NONGMFVSPN ]
[ OPCLASS(class ...)
| ADDOPCLASS(class ...)
| DELOPCLASS(class ...)
| NOOPCLASS ]
)
| NONETVIEW ]
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[ OIDCARD | NOOIDCARD ]

[ OMVS(
[ ASSIZEMAX(address-space-size) | NOASSIZEMAX ]
[ AUTOUID | UID(user-identifier) [ SHARED ] | NOUID ]
[ CPUTIMEMAX(cpu-time) | NOCPUTIMEMAX ]
[ FILEPROCMAX(files-per-process) | NOFILEPROCMAX ]
[ HOME(directory-pathname) | NOHOME ]
[ MEMLIMIT(nonshared-memory-size) | NOMEMLIMIT ]
[ MMAPAREAMAX(memory-map-size) | NOMMAPAREAMAX ]
[ PROCUSERMAX(processes-per-UID) | NOPROCUSERMAX ]
[ PROGRAM(program-name) | NOPROGRAM ]
[ SHMEMMAX(shared-memory-size) | NOSHMEMMAX ]
[ THREADSMAX(threads-per-process) | NOTHREADSMAX ]
)
| NOOMVS ]

[ OPERATIONS | NOOPERATIONS ]

[ OPERPARM(
[ ALTGRP(alternate-console-group) | NOALTGRP ]
[ AUTH(operator-authority) | NOAUTH ]
[ AUTO( YES | NO ) | NOAUTO ]
[ CMDSYS(system-name) | NOCMDSYS ]
[ DOM( NORMAL | ALL | NONE ) | NODOM ]
[ HC( YES | NO ) | NOHC ]
[ INTIDS( YES | NO ) | NOINTIDS ]
[ KEY(searching-key) | NOKEY ]
[ LEVEL(message-level) | NOLEVEL ]
[ LOGCMDRESP( SYSTEM | NO ) | NOLOGCMDRESP ]
[ MFORM(message-format) | NOMFORM ]
[ MIGID( YES | NO ) | NOMIGID ]
[ MONITOR(event) | NOMONITOR ]
[ MSCOPE(system-name ... | * | *ALL)
| ADDMSCOPE(system-name ...)
| DELMSCOPE(system-name ...)
| NOMSCOPE ]
[ ROUTCODE(ALL | NONE | routing-codes) | NOROUTCODE ]
[ STORAGE(amount) | NOSTORAGE ]
[ UD( YES | NO ) | NOUD ]
[ UNKNIDS( YES | NO ) | NOUNKNIDS ]
)
| NOOPERPARM ]

[ OVM(
[ FSROOT(file-system-root) | NOFSROOT ]
[ HOME(initial-directory-name) | NOHOME ]
[ PROGRAM(program-name) | NOPROGRAM ]
[ UID(user-identifier) | NOUID ]
)
| NOOVM ]
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[ OWNER(userid or group-name) ]

[ PASSWORD(password) | NOPASSWORD ]

[ PHRASE('password-phrase') | NOPHRASE ]

[ PWCLEAN | PWCONVERT ]

[ PROXY [ (
[ LDAPHOST(ldap_url) | NOLDAPHOST ]
[ BINDDN(bind_distinguished_name) | NOBINDDN ]
[ BINDPW(bind_password) | NOBINDPW) ]
| NOPROXY ]

[ RESTRICTED | NORESTRICTED ]

[ RESUME [(date)] | NORESUME ]

[ REVOKE [(date)] | NOREVOKE ]

[ ROAUDIT | NOROAUDIT ]

[ SECLABEL(seclabel-name) | NOSECLABEL ]

[ SECLEVEL(seclevel-name) | NOSECLEVEL ]

[ SPECIAL | NOSPECIAL ]

[ TSO(
[ ACCTNUM(account-number) | NOACCTNUM ]
[ COMMAND(cmd-issued-at-logon) | NOCOMMAND ]
[ DEST(destination-id) | NODEST ]
[ HOLDCLASS(hold-class) | NOHOLDCLASS ]
[ JOBCLASS(job-class) | NOJOBCLASS ]
[ MAXSIZE(maximum-region-size) | NOMAXSIZE ]
[ [ MSGCLASS(message-class) | NOMSGCLASS ]
[ PROC(logon-procedure-name) | NOPROC ]
[ SECLABEL(seclabel-name) | NOSECLABEL ]
[ SIZE(default-region-size) | NOSIZE ]
[ SYS(sysout-class) | NOSYS ]
[ UNIT(unit-name) | NOUNIT ]
[ USERDATA(user-data) | NOUSERDATA ]
)
| NOTSO ]

[ UACC(access-authority) ]

[ UAUDIT | NOUAUDIT ]
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[ WHEN(
[ DAYS(day-info) ]
[ TIME(time-info) ]
) ]

[ WORKATTR(
[ WAACCNT(account-number) | NOWAACCNT ]
[ WAADDR1(address-line-1) | NOWAADDR1 ]
[ WAADDR2(address-line-2) | NOWAADDR2 ]
[ WAADDR3(address-line-3) | NOWAADDR3 ]
[ WAADDR4(address-line-4) | NOWAADDR4 ]
[ WABLDG(building) | NOWABLDG ]
[ WADEPT(department) | NOWADEPT ]
[ WANAME(name) | NOWANAME ]
[ WAROOM(room) | NOWAROOM ]
[ WAEMAIL(e-mail) | NOWAEMAIL ]
)
| NOWORKATTR ]

Parameters
subsystem-prefix

Specifies that the RACF subsystem is the processing environment of the command. The subsystem
prefix can be either the installation-defined prefix for RACF (1 - 8 characters) or, if no prefix has been
defined, the RACF subsystem name followed by a blank. If the command prefix was registered with
CPF, you can use the MVS command D OPDATA to display it or you can contact your RACF security
administrator.

Only specify the subsystem prefix when issuing this command as a RACF operator command. The
subsystem prefix is required when issuing RACF operator commands.

userid
Specifies the RACF-defined user or users whose profile you want to change. If you specify more than
one user ID, the list must be enclosed in parentheses.

This operand is required and must be the first operand following ALTUSER.

ADDCATEGORY | DELCATEGORY
ADDCATEGORY(category-name)

Specifies one or more names of installation-defined security categories. The names you specify
must be defined as members of the CATEGORY profile in the SECDATA class. For information on
defining security categories, see z/OS Security Server RACF Security Administrator's Guide.

When the SECDATA class is active and you specify ADDCATEGORY, RACF performs security
category checking in addition to its other authorization checking. If a user requests access to a
data set, RACF compares the list of security categories in the user profile with the list of security
categories in the data set profile. If RACF finds any security category in the data set profile that is
not in the user's profile, RACF denies access to the data set. If the user's profile contains all the
required security categories, RACF continues with other authorization checking.

Note: RACF does not perform security category checking for a started task or user that has the
RACF privileged or trusted attribute. The RACF privileged or trusted attribute can be assigned to a
started task through the RACF started procedures table or STARTED class, or to other users by
installation-supplied RACF exits.
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RACF commands for IBM MFA  33



DELCATEGORY[(category-name... |*)]
Specifies one or more names of the installation-defined security categories you want to delete
from the user profile. Specifying an asterisk (*) deletes all categories; the user no longer has
access to any resources protected by security category checking.

Specifying DELCATEGORY without category-name causes RACF to delete only undefined category
names (those names that once were valid names but that the installation has since deleted from
the CATEGORY profile). 

ADSP | NOADSP
ADSP

Assigns the ADSP attribute to the user. This means that all permanent tape and DASD data sets
the user creates are automatically RACF-protected by discrete profiles. ADSP specified on the
ALTUSER command overrides NOADSP specified on the CONNECT command.

The ADSP attribute has no effect (even if assigned to a user) if SETROPTS NOADSP is in effect.

NOADSP
Specifies that the user no longer has the ADSP attribute.

AT | ONLYAT
The AT and ONLYAT keywords are only valid when the command is issued as a RACF TSO command.
AT([node].userid ...)

Specifies that the command is to be directed to the node specified by node, where it runs under
the authority of the user specified by userid in the RACF subsystem address space.

If node is not specified, the command is directed to the local node.

ONLYAT([node].userid ...)
Specifies that the command is to be directed only to the node specified by node where it runs
under the authority of the user specified by userid in the RACF subsystem address space.

If node is not specified, the command is directed only to the local node.

AUDITOR | NOAUDITOR
AUDITOR

Specifies that the user is to have full responsibility for auditing the use of system resources. An
AUDITOR user can control the logging of detected accesses to any RACF-protected resources
during RACF authorization checking and accesses to the RACF database.

You must have the SPECIAL attribute to enter the AUDITOR operand.

NOAUDITOR
Specifies that the user no longer has the AUDITOR attribute.

You must have the SPECIAL attribute to enter the NOAUDITOR operand.

AUTHORITY(group-authority)
Specifies the new level of authority the user is to have in the group specified in the GROUP operand.
The valid group authority values are USE, CREATE, CONNECT, and JOIN. If you specify AUTHORITY
without group-authority, RACF ignores the operand and the existing group authority remains
unchanged.

CICS | NOCICS
Adds, alters, or deletes CICS® operator information for a CICS terminal user.

If you are adding a CICS segment to a user profile, omitting a suboperand is equivalent to omitting the
suboperand on the ADDUSER command. If you are changing an existing CICS segment in a user
profile, omitting a suboperand leaves the existing value for that suboperand unchanged.

You can control access to the entire CICS segment or to individual fields within the CICS segment by
using field-level access checking. For more information, see z/OS Security Server RACF Security
Administrator's Guide.
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OPCLASS | ADDOPCLASS | DELOPCLASS | NOOPCLASS
Where operator-class1, operator-class2 are numbers in the range 1 - 24, defined as two digits.
These numbers represent classes assigned to this operator to which BMS (basic mapping support)
messages are routed.
OPCLASS(operator-class ...)

Specifies the list of classes assigned to this operator to which BMS messages are routed.
ADDOPCLASS(operator-class ...)

Adds to the list of classes assigned to this operator to which BMS messages are routed.
DELOPCLASS(operator-class ...)

Deletes only the specified classes from the list of classes assigned to this operator to which
BMS messages are routed.

NOOPCLASS
Deletes all operator classes from this profile and returns the user to the CICS defaults for this
field. This field no longer appears in LISTUSER output.

OPIDENT | NOOPIDENT

OPIDENT(operator-id)
Specifies a 1 - 3 character identification of the operator for use by BMS.

Operator identifiers can consist of any characters, and can be entered with or without single
quotation marks. The following rules apply:

• If parentheses, commas, blanks, or semicolons are to be entered as part of the operator
identifier, the character string must be enclosed in single quotation marks. For example, if
the operator identifier is (1), you must enter OPIDENT('(1)').

• If a single quotation mark is intended to be part of the operator identifier, use two single
quotation marks together for each single quotation mark within the string, and enclose the
entire string within single quotation marks.

NOOPIDENT
Deletes the operator identification and returns the user to the CICS default for this field. The
OPIDENT field defaults to blanks in the RACF user profile, and blanks appear for the field in
LISTUSER output.

OPPRTY | NOOPPRTY

OPPRTY(operator-priority)
Specifies a number in the range 0 - 255 that represents the priority of the operator.

NOOPPRTY
Deletes the operator priority and returns the user to the CICS default for this field.

This field defaults to zeros in the RACF user profile, and zeros appear for the field in LISTUSER
output.

RSLKEY | NORSLKEY

RSLKEY(rslkey ... | 0 | 99)
Specifies the complete list of resource security level (RSL) keys assigned to the user. The RSL
keys are used by CICS on distributed platforms. Each CICS resource has one RSL key assigned
to it; in order for a user to access a resource, the user must have the same RSL key as the RSL
key assigned to the resource.

RSLKEY does not add or delete keys. It only replaces existing keys. Use NORSLKEY to delete
keys.

• RSLKEY(rslkey ...) specifies a list of one or more numbers in the range of 1 - 24 which
represent the resource security level (RSL) keys assigned to the user.

• If RSLKEY(0) is specified, no RSL keys are assigned to the user.
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• If RSLKEY(99) is specified, all RSL keys are assigned to the user (1 - 24, inclusive).
• Keys 0 and 99 are mutually exclusive and cannot be specified with any other keys.
• If RSLKEY is specified with no key numbers, RSLKEY(0) is defaulted.

NORSLKEY
Specifies that you want to remove the RSL key list from the user's RACF user profile. CICS will
treat it as RSLKEY(0).

TIMEOUT | NOTIMEOUT

TIMEOUT(timeout-value)
Specifies the time, in hours and minutes, that the operator is allowed to be idle before being
signed off. The value for TIMEOUT can be entered in the form m, mm, hmm, or hhmm, where
the value for m or mm is 00 - 59, or 00 - 60 if h or hh is not specified or is specified as 0 or 00.
The value for h or hh must be 00 - 99.

If this suboperand is omitted, there is no change to this field.

NOTIMEOUT
Deletes the timeout value and returns the user to the CICS default for this field.

This field defaults to zeros in the RACF user profile, and zeros appear for the field in LISTUSER
output.

TSLKEY | NOTSLKEY

TSLKEY(tslkey ... | 0 | 1 | 99)
Specifies the complete list of transaction security level (TSL) keys assigned to the user. The
TSL keys are used by CICS on distributed platforms. Each CICS transaction has one TSL key
assigned to it; in order for a user to run a transaction, the user must have the same TSL key as
the TSL key assigned to the transaction.

TSLKEY does not add or delete keys. It only replaces existing keys. Use NOTSLKEY to delete
keys.

• TSLKEY(tslkey ...) specifies a list of one or more values of 1 - 64 which represent the
transaction security level (TSL) keys assigned to the user.

• If TSLKEY(0) is specified, no TSL keys are assigned to the user.
• If TSLKEY(99) is specified, all TSL keys are assigned to the user (1 - 64, inclusive).
• Keys 0 and 99 are mutually exclusive and cannot be specified with any other keys.
• If TSLKEY is specified with no key numbers, TSLKEY(1) is defaulted.

NOTSLKEY
Specifies that you want to remove the TSL key list from the user's RACF user profile. CICS will
treat it as TSLKEY(1).

XRFSOFF | NOXRFSOFF
XRFSOFF(FORCE | NOFORCE)

Specifies that the user is to be signed off by CICS when an XRF takeover occurs.
NOXRFSOFF

Returns the user to the CICS default for this field.

This field defaults to NOFORCE in the RACF user profile, and NOFORCE appears in LISTUSER
output.

NOCICS
Deletes the CICS segment from a user profile. No CICS information appears in LISTUSER output.
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CLAUTH | NOCLAUTH
CLAUTH(class-name ...)

Specifies the classes in which the user is allowed to define profiles to RACF for protection, in
addition to the classes previously allowed for the user. Classes you can specify are USER, and any
resource class defined in the class descriptor table. RACF adds the class names you specify to the
class names previously specified for this user.

To enter the CLAUTH operand, you must have the SPECIAL attribute, or the user's profile must be
within the scope of a group in which you have the group-SPECIAL attribute and have the CLAUTH
attribute, or you must be the owner of the user's profile and have the CLAUTH attribute for the
class to be added.

Note: The CLAUTH attribute has no meaning for the FILE and DIRECTORY classes.

NOCLAUTH(class-name ...)
Specifies that the user is not allowed to define profiles to RACF for the classes that you specify.
Classes you can specify are USER and any resource class name defined in the user profile. RACF
deletes the class names you specify from the class names previously allowed for this user.

To enter the NOCLAUTH operand specifying a class in the class descriptor table, you must have
the SPECIAL attribute, or the user's profile must be within the scope of a group in which you have
the group-SPECIAL attribute and have the CLAUTH attribute, or you must be the owner of the
user's profile and have the CLAUTH attribute for the class to be deleted.

To enter the NOCLAUTH operand specifying a class that is not in the class descriptor table you
must have the SPECIAL attribute.

If you do not have sufficient authority for a specified class, RACF ignores the CLAUTH or NOCLAUTH
specification for the class and continues processing with the next class name specified.

CSDATA | NOCSDATA

CSDATA
Specifies information to add, change, or remove a custom field for this user.
custom-field-name ... | NOcustom-field-name ...

custom-field-name(custom-field-value) ...
Specifies the name and value of a custom field for this user. You can specify values for
multiple custom fields with a single ALTDSD command.

Usage for each custom field is defined using the CFDEF operand of the RDEFINE command
for resource profiles in the CFIELD class. Contact your security administrator to see how
custom fields are used at your installation. For more information about custom fields, see
z/OS Security Server RACF Security Administrator's Guide.

Rules:

• You must use the same custom-field-name as defined by the CFIELD profile named
USER.CSDATA.custom-field-name. (The CFIELD profile is defined using the CFDEF
operand of the RDEFINE command.)

• You must specify a custom-field-value that is valid for the attributes of this custom field.
(The attributes, such as data type, are defined in the CFDEF segment of the CFIELD
profile.)

NOcustom-field-name ...
Removes the custom field information for this user. You can remove values for multiple
custom fields with a single ALTUSER command.

When you append the prefix NO to the name of the custom field, you delete the value for
that custom field from the user's profile. For example, if your installation has defined a
custom field named ADDRESS and you want to remove the ADDRESS field from the profile
of the user SHANNON, you might issue the following command:

ALTUSER

RACF commands for IBM MFA  37



Example:

ALTUSER SHANNON CSDATA(NOADDRESS)

NOCSDATA
Deletes the CSDATA segment from the user profile.

DATA | NODATA
DATA('installation-defined-data')

Specifies up to 255 characters of installation-defined data to be stored in the user's profile and
must be enclosed in single quotation marks. It can also contain double-byte character set (DBCS)
data. Note that only 254 characters of data are available for installation exits. If your installation
has exits that examine this data, you should specify a maximum of 254 characters.

Use the LISTUSER command to list this information.

NODATA
Specifies that the ALTUSER command is to delete the installation-defined data in the user's
profile.

DCE | NODCE

DCE
Adds or modifies the DCE segment in the user profile of the specified z/OS DCE user or Distributed
File Service (DFS) Server Message Block (SMB) user. You can enter any of the following
suboperands to specify information for that user. Each suboperand defines information that RACF
stores in a field within the DCE segment of the user's profile.

You can control access to an entire DCE segment or to individual fields within the DCE segment by
using field level access checking.

AUTOLOGIN(YES | NO) | NOAUTOLOGIN
Specifies whether z/OS UNIX DCE is to log this user into z/OS UNIX DCE automatically. If
AUTOLOGIN(NO) or NOAUTOLOGIN is specified, z/OS UNIX DCE does not attempt to login this
user to z/OS UNIX DCE automatically. If AUTOLOGIN is not specified, AUTOLOGIN(NO) is the
default.

DCENAME | NODCENAME
DCENAME(user-principal-name)

Specifies the DCE principal name defined for this RACF user in the DCE registry.

The DCENAME you define to RACF can contain 1 - 1023 characters and can consist of any
character. You can enter the name with or without single quotation marks, depending on
the following:

• If parentheses, commas, blanks, or semicolons are entered as part of the name, the
character string must be enclosed in single quotation marks.

• If a single quotation mark is intended to be part of the character string, use two single
quotation marks together for each single quotation mark within the string, and enclose
the entire string within single quotation marks.

Both uppercase and lowercase characters are accepted and maintained in the case in
which they are entered. RACF does not ensure that a valid DCENAME has been specified.

The DCENAME assigned to a user must be the same as the DCE principal name defined to
the DCE registry.

If DCENAME is not specified, the LISTUSER command does not display a DCENAME for this
user.

Note: RACF does not enforce the uniqueness of each DCENAME. The DCENAME specified
must match the user's DCE principal name that is defined to the DCE registry. If the
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DCENAME entered does not correspond to the DCE principal name entered in the DCE
registry for this user, z/OS UNIX DCE cannot correctly associate the identity of the DCE
principal with the correct RACF user ID.

NODCENAME
Specifies that you want to delete the DCE principal name from the DCE segment of the
user's profile.

If NODCENAME is specified, the LISTUSER command does not display a DCENAME for this
user.

HOMECELL | NOHOMECELL
HOMECELL(dce-cell-name)

Specifies the DCE cell name defined for this RACF user.

The HOMECELL you define to RACF can contain 1 - 1023 characters and can consist of any
character. You can enter the name with or without single quotation marks, depending on
the following:

• If parentheses, commas, blanks, or semicolons are entered as part of the cell name, the
character string must be enclosed in single quotation marks.

• If a single quotation mark is intended to be part of the cell name, use two single
quotation marks together for each single quotation mark within the string, and enclose
the entire string within single quotation marks.

Both uppercase and lowercase characters are accepted and maintained in the case in
which they are entered. The fully qualified path name should be specified. RACF does not
ensure that a valid DCE cell name has been specified.

The HOMECELL assigned to a user must be the same as the DCE cell name that this user
has been defined to.

If the HOMECELL is not specified, z/OS UNIX DCE single signon to DCE support assumes
that the HOMECELL for this user is the same cell where this MVS system is defined.

RACF checks that the prefix of the HOMECELL name entered has a prefix of either /.../
or /.:/.

The notation /.../ indicates that the HOMECELL name is a global domain name service
(DNS) cell name or X.500 global name.

The notation /.:/ indicates that the HOMECELL name is a cell relative CDS (cell directory
service) name. When determining the naming conventions used within your DCE cell, you
should contact your DCE cell administrator.

NOHOMECELL
Specifies that you want to delete the cell information from the DCE segment of the user
profile.

If NOHOMECELL is specified, the LISTUSER command does not display the HOMECELL for
this user.

HOMEUUID | NOHOMEUUID
HOMEUUID(home-cell-UUID)

Specifies the DCE universal unique identifier (UUID) for the cell that this user is defined to.
The UUID is a 36-character string that consists of numeric and hexadecimal characters.
This string must have the delimiter character (-) in positions 9, 14, 19, and 24. The general
format for the UUID string is xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx, in which x represents
a valid numeric or hexadecimal character.

Be careful when assigning UUIDs. The UUID cannot be randomly assigned. The
HOMEUUID is the DCE UUID of the cell that this RACF user is defined to. If HOMEUUID is
not specified, the LISTUSER command displays NONE for the HOMEUUID field.
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Note: The HOMEUUID specified must match the UUID of the DCE cell to which this
principal (specified by the DCENAME operand) is defined.

NOHOMEUUID
Specifies that you want to delete the home cell unique universal identifier from the DCE
segment of the user's profile.

If NOHOMEUUID is specified, LISTUSER for that user ID shows NONE for the HOMEUUID
field.

UUID | NOUUID
UUID(universal-unique-identifier)

Specifies the DCE universal unique identifier (UUID) of the DCE principal defined in
DCENAME. The UUID is a 36-character string that consists of numeric and hexadecimal
characters. This string must have the delimiter character (-) in positions 9, 14, 19, and 24.
The general format for the UUID string is xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx, in which
x represents a valid numeric or hexadecimal character.

Be careful when assigning UUIDs. The UUID cannot be randomly assigned.

The DCE UUID assigned to a user must be the same as the DCE UUID assigned when
defining this RACF user to the DCE registry as a DCE principal.

If UUID is not specified, the user cannot become a z/OS DCE user and a LISTUSER
command for that user ID shows NONE for the UUID.

Note: RACF does not enforce the uniqueness of each UUID entered. The UUID specified
must match the UUID in the DCE registry for the principal (specified by the DCENAME
operand) that is being cross-linked with this RACF user ID.

NOUUID
Specifies that you want to delete the DCE unique universal identifier from the DCE
segment of the user's profile.

If NOUUID is specified, LISTUSER for that user ID shows NONE for the UUID field.

NODCE
Specifies that RACF should delete the DCE segment from the user's profile.

DFLTGRP(group-name)
Specifies the name of a RACF-defined group to be used as the new default group for the user. The user
must already be connected to this new group with at least USE authority. The user remains connected
to the previous default group.

DFP | NODFP
DFP

Specifies that when you change the profile of a user, you can enter any of the following
suboperands to add, change, or delete default values for the DFP data application, data class,
management class, and storage class. DFP uses this information to determine data management
and DASD storage characteristics when a user creates a new data set.

You can control access to the entire DFP segment or to individual fields within the DFP segment by
using field-level access checking. For more information, see z/OS Security Server RACF Security
Administrator's Guide.
DATAAPPL | NODATAAPPL

DATAAPPL(application-name)
Specifies the name of a DFP data application. The name you specify can contain up to 8
alphanumeric characters.

NODATAAPPL
Specifies that you want to delete the DFP data application name from the DFP segment of
the user's profile.
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DATACLAS | NODATACLAS
DATACLAS(data-class-name)

Specifies the default data class. The class name you specify can contain up to 8
alphanumeric characters.

A data class can specify some or all of the physical data set attributes associated with a
new data set. During new data set allocation, data management uses the value you specify
as a default unless it is preempted by a higher priority default, or overridden in some other
way (for example, by JCL).

The value you specify must be a valid data class name defined for use on your system. For
more information, see z/OS Security Server RACF Security Administrator's Guide.

For information on defining DFP data classes, see z/OS DFSMSdfp Storage Administration.

NODATACLAS
Specifies that you want to delete the default data class name from the DFP segment of the
user's profile.

MGMTCLAS | NOMGMTCLAS
MGMTCLAS(management-class-name)

Specifies the default management class. The class name you specify can contain up to 8
alphanumeric characters.

A management class contains a collection of management policies that apply to data sets.
Data management uses the value you specify as a default unless it is preempted by a
higher priority default, or overridden in some other way (for example, by JCL).

The value you specify must be defined as a profile in the MGMTCLAS general resource
class, and the user must be granted at least READ access to the profile. Otherwise, RACF
does not allow the user access to the specified MGMTCLAS. For more information, see
z/OS Security Server RACF Security Administrator's Guide.

For information on defining DFP management classes, see z/OS DFSMSdfp Storage
Administration.

NOMGMTCLAS
Specifies that you want to delete the default management class name from the DFP
segment of the user's profile.

STORCLAS | NOSTORCLAS
STORCLAS(storage-class-name)

Specifies the default storage class. The class name you specify can contain up to 8
alphanumeric characters.

A storage class specifies the service level (performance and availability) for data sets
managed by the storage management subsystem (SMS). During new data set allocation,
data management uses the value you specify as a default unless it is preempted by a
higher priority default, or overridden in some other way (for example, by JCL).

The value you specify must be defined as a profile in the STORCLAS general resource
class, and the user must be granted at least READ access to the profile. Otherwise, RACF
does not allow the user access to the specified STORCLAS. For more information, see z/OS
Security Server RACF Security Administrator's Guide.

For information on defining DFP storage classes, see z/OS DFSMSdfp Storage
Administration.

NOSTORCLAS
Specifies that you want to delete the default storage class name from the DFP segment of
the user's profile.

NODFP
Specifies that RACF should delete the DFP segment from the user's profile.
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EIM | NOEIM
Specifies or deletes the bind information required to establish a connection with the EIM domain.
EIM

Specifies the EIM segment for the user's profile.
LDAPPROF(ldapbind_profile)

Specifies the name of a profile in the LDAPBIND class. The profile in the LDAPBIND class
contains the name of an EIM domain and the bind information required to establish a
connection with the EIM domain. The EIM services attempt to retrieve this information when it
is not explicitly supplied through invocation parameters. Applications or other services that
use the EIM services may instruct their callers to define a profile in the LDAPBIND class or the
IRR.PROXY.DEFAULTS profile in the FACILITY class.

The ldapbind_profile specifies the name of a profile in the LDAPBIND class containing the EIM
domain and the LDAP bind information. The ldapbind_profile name may be 1 - 246 characters
long. It is not a case-sensitive name.

NOLDAPPROF
Deletes the LDAPBIND profile name from the EIM segment in the user's profile.

NOEIM
Deletes the EIM segment from the user's profile

EXPIRED | NOEXPIRED
EXPIRED

Specifies that the new password or password phrase (specified with the PASSWORD or PHRASE
keyword) or the new password defaulted by the PASSWORD keyword is marked as expired.
Specifying the EXPIRED keyword requires the user to change their new password or password
phrase at the next logon or job start.

When EXPIRED is specified with the PHRASE keyword, the password phrase you specify is subject
to the basic RACF rules for password phrase syntax and to any rules set by the installation through
the new-password-phrase exit (ICHPWX11), if present.

When EXPIRED is specified with the PASSWORD keyword, the password you specify is not subject
to the password syntax rules set by the installation through the SETROPTS PASSWORD command.
However, the password is checked by the new-password exit (ICHPWX01), if present.

When EXPIRED is specified without PASSWORD and PHRASE, the existing password and password
phrase, if they exist, are to be marked as expired.

NOEXPIRED
Specifies that the password specified by the PASSWORD keyword or the password phrase
specified by the PHRASE keyword need not be changed at the next logon. The NOEXPIRED
keyword is only valid when specified with the PASSWORD or PHRASE keyword. NOEXPIRED does
not indicate that the password or password phrase never expires. If you want to set a password or
password phrase that never expires, use the NOINTERVAL keyword on the PASSWORD command.

When NOEXPIRED is specified, the password or password phrase value you supply is subject to
certain rules. Those rules include the basic RACF rules for password phrase syntax and any
password syntax rules set by the installation through the SETROPTS PASSWORD(RULEn)
command. In addition, the new-password exit (ICHPWX01), if present, is called to check
passwords. The new-password-phrase exit (ICHPWX11), if present, is called to check password
phrases and perform additional validation.

To specify NOEXPIRED, you must either have the SPECIAL attribute (at the system level), or you
must have UPDATE access to either the IRR.PASSWORD.RESET resource or the appropriate
IRR.PWRESET resource in the FACILITY class. Being the owner of the USER profile or having the
group-SPECIAL attribute is not sufficient when NOEXPIRED is specified.

GROUP(group-name)
Specifies the group to which changes to the group-related user attributes UACC and AUTHORITY are
to be made. The user must be connected to the specified group.
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If you omit GROUP, the changes apply to the user's default group. If you omit GROUP and specify
DFLTGRP, however, the changes still apply to the user's previous default group.

GRPACC | NOGRPACC
GRPACC

Specifies that any group data sets protected by DATASET profiles defined by this user are
automatically accessible to other users in the group. The group whose name is used as the high-
level qualifier of the data set name (or the qualifier supplied by a command installation exit) has
UPDATE access authority in the new profile. GRPACC specified on the ALTUSER command
overrides NOGRPACC specified on the CONNECT command.

NOGRPACC
Specifies that the user no longer has the GRPACC attribute.

KERB | NOKERB
KERB

Specifies z/OS Integrated Security Services Network Authentication Service information for a user
defined to RACF. Each subkeyword defines information that RACF stores in a field within the KERB
segment of the user's profile.

Note: The RACF user password must be changed to be non-expired in order to complete the
definition of the z/OS Network Authentication Service principal. The user cannot use any z/OS
Network Authentication Service function until the definition is complete.

Note: ICSF must be available when passwords are changed for users who have KERB segments or
keys cannot be generated.

ENCRYPT | NOENCRYPT

ENCRYPT
Specifies which keys the user (the z/OS Network Authentication Service principal) is
allowed to use.
DES | NODES

Whether DES encrypted keys can be used.
DES3 | NODES3

Whether DES3 encrypted keys can be used.
DESD | NODESD

Whether DESD encrypted keys can be used.
AES128 | NOAES128

Whether AES128 encrypted keys can be used.
AES256 | NOAES256

Whether AES256 encrypted keys can be used.

When a principal's password changes, a key of each allowed type is generated and stored
in the principal's user profile. The use of each key is based on the z/OS Network
Authentication Service configuration.

Important: When you enable the use of a new key type, be sure that the principal's
password is changed to ensure that a key of the new type is generated and stored in the
principal's user profile.

See z/OS Integrated Security Services Network Authentication Service Administration for
information about how z/OS Network Authentication Service uses keys and how to
customize environment variables related to keys.

NOENCRYPT
Specifies that there is no restriction on which generated keys the principal can use, and
resets the KERB ENCRYPT values to the default settings.
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See z/OS Integrated Security Services Network Authentication Service Administration for
information about how z/OS Network Authentication Service uses keys and how to
customize environment variables related to keys.

KERBNAME | NOKERBNAME
KERBNAME(kerberos-principal-name)

Specifies the z/OS user ID's local kerberos-principal-name.

The value specified for the local kerberos-principal-name must be unique. Consequently, a
list of users cannot be specified on an ALTUSER command with the KERBNAME keyword.

The kerberos-principal-name you define to RACF can consist of any character except the @
(X'7C') character. You can enter the name with or without single quotation marks,
depending on the following:

• If parentheses, commas, blanks, or semicolons are entered as part of the name, the
name must be enclosed in single quotation marks.

• If a single quotation mark is intended to be part of the name and the entire character
string is enclosed in single quotation marks, you must use two single quotation marks
together to represent each single quotation mark within the string.

• If the first character of the name is a single quotation mark, you must enter the string
within single quotation marks, with two single quotation marks entered for that single
quotation mark.

Guideline: Avoid using EBCDIC variant characters to prevent problems with different code
pages.

Both uppercase and lowercase characters are accepted and maintained in the case in
which they are entered. However, RACF does not ensure that a valid kerberos-principal-
name has been specified.

A local kerberos-principal-name must not be qualified with a realm name when specified
with the KERBNAME keyword. However, RACF verifies that the local principal name, when
fully qualified with the name of the local realm:

/.../local_realm_name/principal_name

does not exceed 240 characters. For example,

• If the local realm name is

X

fully qualified local principal names are prefixed with

/.../X/

and are limited to a maximum of 233 characters.
• If the local realm name is

KERB390.ENDICOTT.IBM.COM

fully qualified local principal names are prefixed with

/.../KERB390.ENDICOTT.IBM.COM/

and are limited to a maximum of 210 characters.

This length verification requires that the REALM profile for the local realm KERBDFLT be
defined and contain the name of the local realm, prior to the specification of local z/OS
Network Authentication Service user principals. Otherwise, z/OS Network Authentication
Service users will not be defined.
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Note: Because of the relationship between realm names and local kerberos-principal-
names, in which the length of a fully qualified name cannot exceed 240 characters, caution
and planning must go into renaming the local realm because the combined length is only
checked by RACF when a local kerberos-principal-name is added or altered. Renaming the
realm should be avoided as a result.

NOKERBNAME
Deletes the kerberos-principal-name. This invalidates the z/OS user ID's z/OS Network
Authentication Service account.

MAXTKTLFE | NOMAXTKTLFE
MAXTKTLFE(max-ticket-life)

Specifies the max-ticket-life in seconds. The value for MAXTKTLFE must be 1 -
 2 147 483 647. Note that 0 is not a valid value.

If MAXTKTLFE is specified on the definition of a local z/OS Network Authentication Service
principal, the z/OS Integrated Security Services Network Authentication Service takes the
most restrictive of the value defined for the local principal and the value specified on the
definition of the local realm (the KERBDFLT profile in the REALM class). Consequently, if
the realm max-ticket-life is 24 hours, a principal cannot get a ticket with a longer lifetime
even if the max-ticket-life is set to 48 hours. If this field is not specified for a local
principal, or if NOMAXTKTLFE has been specified, the maximum lifetime for tickets
created by this principal is determined from the definition of the local z/OS Network
Authentication Service realm.

NOMAXTKTLFE
Deletes the max-ticket-life value for this local z/OS Network Authentication Service
principal.

NOKERB
Deletes the user's KERB segment. This user is no longer considered a principal by the z/OS
Integrated Security Services Network Authentication Service.

LANGUAGE | NOLANGUAGE
Specifies to add, alter, or delete the user's preferred national languages.

Specify LANGUAGE if this user is to have languages other than the ones established or defaulted by
the LANGUAGE operand on the SETROPTS command, or the ones previously specified with the
ADDUSER command.
LANGUAGE(PRIMARY(language) SECONDARY(language))

Specifies the user's preferred national languages. Specify this operand if the user is to have
languages other than the system-wide defaults (established by the LANGUAGE operand on the
SETROPTS command).

• If this profile is for a TSO/E user who will establish an extended MCS console session, the
languages you specify should be one of the languages specified on the LANGUAGE LANGCODE
statements in the MMSLSTxx PARMLIB member. See your MVS system programmer for this
information.

For more information on TSO/E national language support, see z/OS TSO/E Customization.
• If this profile is for a CICS user, see your CICS administrator for the languages supported by

CICS on your system.

For more information, visit CICS Transaction Server for z/OS (www.ibm.com/support/
knowledgecenter/SSGMGV/welcome.html).

PRIMARY | NOPRIMARY
PRIMARY(language)

Specifies the user's new primary language.
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NOPRIMARY
Deletes any primary language information from the user's profile and returns the user to
the installation's default primary language.

SECONDARY | NOSECONDARY
SECONDARY(language)

Specifies the language to which the user's secondary language is to be changed.
NOSECONDARY

Deletes any secondary language information from the user's profile and returns the user to
the installation's default secondary language.

Note:

1. For the primary and secondary languages, specify either the installation-defined name of a
currently active language (a maximum of 24 characters) or one of the language codes (three
characters in length) for a language installed on your system.

2. The language name can be a quoted or unquoted string.
3. The same language can be specified for with both PRIMARY and SECONDARY parameters.
4. If the MVS message service is not active, the PRIMARY and SECONDARY values must be a 3-

character language code.

NOLANGUAGE
Deletes the user's preferred national languages from the profile and returns that user to the
installation defaults. LANGUAGE information no longer appears in LISTUSER output.

LNOTES | NOLNOTES
LNOTES

Specifies Lotus Notes for z/OS information for the user profile being changed.
SNAME | NOSNAME

SNAME(short-name)
Specifies the Lotus Notes for z/OS short-name of the user being changed. The name should
match the one stored in the Lotus® Notes® address book for this user, but this is not
verified by the command.

The short-name you define to RACF can contain 1 - 64 characters. You can specify the
following characters: uppercase and lowercase alphabetic characters (A - Z, and a -
 z), 0 - 9, & (X'50'), - (X'60'), . (X'4B'), _ (X'6D'), and blanks (X'40').

If the short-name you specify contains any blanks, it must be enclosed in single quotation
marks. The short-name is stripped of leading and trailing blanks.

The value specified for the short-name must be unique. Consequently, a list of users might
not be specified on an ALTUSER command with the SNAME keyword.

NOSNAME
Specifies that you want to delete the short-name from the LNOTES segment of the user's
profile.

NOLNOTES
Specifies that you want to delete the LNOTES segment from the user's profile.

MFA | NOMFA

MFA
Specifies multi-factor authentication information for the user profile being changed. Information is
stored in the base segment of the user's profile. MFA can not be specified for a PROTECTED user.

The MFADEF class must be active before a user can logon with IBM MFA.

See z/OS Security Server RACF Security Administrator's Guide.
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PWFALLBACK|NOPWFALLBACK
PWFALLBACK

When IBM MFA is unavailable or is unable to determine the validity of an ACTIVE factor,
this user can logon to the system using any existing RACF authenticators such as their
password, password phrase or PassTicket.

NOPWFALLBACK
When IBM MFA in unavailable or is unable to determine the validity of an ACTIVE factor,
this user will not be able to logon to the system with any existing RACF authenticators.
NOPWFALLBACK is the default.

FACTOR|DELFACTOR
FACTOR(factor-name)

Specifies an authentication factor for a user. If the user is not already registered to the
factor, the factor will be added to the user. The specified factor must be defined in an
MFADEF class profile named FACTOR.<factorName>. Other ALTUSER keywords such as
ACTIVE and TAGS are specific to this specified factor.

Factor-name is a 1 - 20 character identifier. The characters can be alphabetic, numeric, or
national.

A user is limited to 10 total factors. Only one factor may be specified in a single ALTUSER
command.

DELFACTOR(factor-name)
Deletes the specified factor from the list of authentication factors registered to this user.

Factor-name is a 1 - 20 character identifier. The characters can be alphabetic, numeric, or
national.

ACTIVE|NOACTIVE
ACTIVE

The user is required to authenticate to IBM MFA with the specified factor to logon to the
system when the MFADEF class is active.

NOACTIVE
The user is not required to authenticate to IBM MFA with the specified factor to logon to
the system. NOACTIVE is the default.

TAGS|DELTAGS|NOTAGS
TAGS(tag-name:tag-value...)

Specifies tags and values for the specified factor.

The tag-name and tag-value pairs are factor specific and are defined by IBM MFA.
ALTUSER calls IBM MFA to validate tag-names and tag-values. IBM MFA must be available
for RACF to process the TAGS keyword. IBM MFA may reject a tag-name or tag-value
during ALTUSER processing. IBM MFA may utilize these values during logon processing to
authenticate a user. Refer to IBM Multi-Factor Authentication for z/OS User's Guide for
documentation of each factor's configuration data parameters.

When the tag-name is not already present in the TAGS for the specified factor the tag-
name is added. When the tag-name is already present for the specified factor, it is
replaced with the new tag-value.

The tag-name is a 1 - 20 character case insensitive identifier and can consist of alphabetic
or numeric characters. A factor is limited to 20 total tags.

The tag-value can be 1 - 1024 characters and can consist of any character. If the tag-value
you specify contains any blanks, the tag-name:tag-value pair must be enclosed in
quotation marks.

DELTAGS(tag-name ...)
Deletes specific tags for the specified factor.
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The tag-name is a 1 - 20 character identifier and can consist of alphabetic or numeric
characters.

The tag-name is ignored when it does not already exist for a specified factor.

NOTAGS
Removes all tags for the specified factor.

ADDPOLICY | DELPOLICY
ADDPOLICY(policy-name …)

Adds to the user's list of MFA authentication policies where policy-name is the name of an
MFA policy profile defined in the MFADEF class. Policy-name is specified as only the unique
name portion of the policy profile after the initial "POLICY." qualifier.

A policy name must be between 1 and 20 characters.

Each user is limited to a maximum of 10 policy names.

DELPOLICY(policy-name … | *)
Deletes the specified policies from the user's list of MFA policies.

Specifying the * character deletes all existing policies.

NOMFA
Specifies that RACF delete all MFA fields from the user's profile. The user is no longer required to
provide additional authentication factors when logging on.

MODEL | NOMODEL
MODEL(dsname)

Specifies the name of a data set that RACF is to use as a model when new data set profiles are
created that have userid as the high-level qualifier. For this operand to be effective, the
MODEL(USER) option (specified on the SETROPTS command) must be active. If the ALTUSER
command cannot find the dsname profile, it issues a warning message but places the model name
in the user ID entry.

Note that RACF always prefixes dsname with the user ID.

For information about automatic profile modeling, refer to z/OS Security Server RACF Security
Administrator's Guide.

NOMODEL
Deletes the model profile name in the user's profile.

NAME(user-name)
Specifies the user name to be associated with the user ID. You can use a maximum of 20
alphanumeric or non-alphanumeric characters. If the name you specify contains any blanks, it must
be enclosed in single quotation marks.

Names longer than 20 characters are truncated to 20 characters when you enclose the name in
quotation marks. However, if you specify a name longer than 20 characters without enclosing the
name in quotation marks, you receive an error from the TSO parse routine.

If you omit the NAME operand, RACF uses a default of twenty # (X'7B') characters ('### ...'). Note,
however, that the corresponding entry in a LISTUSER output is the word UNKNOWN.

 
NDS | NONDS

NDS
Specifies Novell Directory Services for OS/390 information for the user profile being changed.
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UNAME | NOUNAME
UNAME(user-name)

Specifies the Novell Directory Services for OS/390 user-name of the user being changed.
The user-name value should match the name stored in the Novell Directory Services for
OS/390 directory for this user, but this is not verified by the command.

The user-name you define to RACF can contain 1 - 246 characters. However, the user-
name cannot contain the following characters: * (X'5C'), + (X'4E'), | (X'4F'), = (X'7E'), ,
(X'6B'), " (X'7F'), ` (X'79'), / (X'61'), : (X'7A'), ; (X'5E'), ¢ (X'4A'), and brackets [ and ]
(X'AD' and X'BD').

If the user-name you specify contains any parentheses or blanks, it must be enclosed in
single quotation marks. The user-name is stripped of leading and trailing blanks. If a single
quotation mark is intended to be part of the user-name, use two single quotation marks
together for each single quotation mark within the string, and enclose the entire string
within single quotation marks.

The value specified for the user-name must be unique. Consequently, a list of users cannot
be specified on an ALTUSER command with the UNAME keyword.

NOUNAME
Specifies that you want to delete the user-name from the NDS segment of the user's
profile.

NONDS
Specifies that RACF delete the NDS segment from the user's profile.

NETVIEW | NONETVIEW
NETVIEW

Specifies that this is a NetView® operator that can enter any of the following suboperands to add,
update, or delete the information in the NETVIEW segment.

You can control access to the entire NETVIEW segment or to individual fields within the NETVIEW
segment by using field-level access checking. For more information, see z/OS Security Server RACF
Security Administrator's Guide.

CONSNAME | NOCONSNAME
CONSNAME(console-name)

Specifies the default MCS console name identifier used for this operator. This default
console name is used when the operator does not specify a console name using the
NetView GETCONID command.

The console-name value is a 1 - 8 character identifier whose validity is checked by MVS
processing when the operator tries to use it. See z/OS MVS Planning: Operations for
information on valid values for a particular release.

NOCONSNAME
Deletes any default MCS console name previously specified for this operator.

CTL | NOCTL
CTL (GENERAL | GLOBAL | SPECIFIC)

Specifies whether a security check is performed for this NetView operator when they try to
use a span or try to do a cross-domain logon.
GENERAL

Specifies that a security done should be done as for SPECIFIC, and, in addition, that
the operator is allowed to access devices that are not part of any span.

GLOBAL
Specifies that no security check is done.

SPECIFIC
Specifies that a security check is performed through RACROUTE REQUEST=AUTH
whenever this operator attempts to use a span. It also specifies that any cross-domain
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logon must be to a domain listed in the operator's NETVIEW segment with the
DOMAINS keyword.

CTL(SPECIFIC) is the default.

NOCTL
NOCTL has the same effect as specifying CTL(SPECIFIC).

DOMAINS | NODOMAINS | ADDDOMAINS | DELDOMAINS
DOMAINS(domain-name ...)

Specifies the complete list of identifiers of NetView programs in another NetView domain
where this operator can start a cross-domain session. The NetView program identifiers are
coded on the NCCFID definition statement for the other domains, and represent the name
given to that NetView program on the APPL statement.

Domain-name is a 1 - 5 character identifier. The characters can be alphabetic, numeric, or
national.

ADDDOMAINS(domain-name ...)
Adds identifiers of NetView programs in another NetView domain where this operator can
start a cross-domain session. The NetView program identifiers are coded on the NCCFID
definition statement for the other domains, and represent the name given to that NetView
program on the APPL statement.

The domain-name value is a 1 - 5 character identifier. The characters can be alphabetic,
numeric, or national.

DELDOMAINS(domain-name ...)
Deletes specific identifiers of NetView programs in another NetView domain where this
operator can start a cross-domain session. The NetView program identifiers are coded on
the NCCFID definition statement for the other domains, and represent the name given to
that NetView program on the APPL statement.

The domain-name value is a 1 - 5 character identifier. The characters can be alphabetic,
numeric, or national.

NODOMAINS
Specifies that the operator cannot start any cross-domain sessions.

IC | NOIC
IC('command | command-list')

Specifies the command or command list (up to 255 characters) to be processed when the
operator logs on to NetView.

If the command or command list you specify contains any commas, blanks, or other
special characters that TSO/E requires to be quoted, it must be enclosed in single
quotation marks.

NOIC
Deletes the command or command list to be processed at logon time for this operator. No
command or command list is automatically processed when this operator logs on.

MSGRECVR | NOMSGRECVR
MSGRECVR (YES | NO)

Specifies whether this operator can receive unsolicited messages that are not routed to a
specific NetView operator.
YES

Specifies that the operator is to receive the messages.
NO

Specifies that the operator is not to receive the messages.
NOMSGRECVR

NOMSGRECVR has the same effect as specifying MSGRECVR(NO).
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NGMFADMN | NONGMFADMN
NGMFADMN (YES | NO)

Specifies whether a NetView operator has administrator authority to the NetView Graphic
Monitor Facility (NGMF).
YES

Specifies that the operator does have the authority.
NO

Specifies that the operator does not have the authority.
NONGMFADMN

NONGFMADMN has the same effect as specifying NGFMADMN(NO).
NGMFVSPN | NONGMFVSPN

NGMFVSPN (view-span)
Reserved for future use by the NetView Graphic Monitor Facility

NONGMFVSPN
Reserved for future use by the NetView Graphic Monitor Facility

OPCLASS | NOOPCLASS | ADDOPCLASS | DELOPCLASS
OPCLASS(class ...)

Specifies the complete list of NetView scope classes for which the operator has authority.

The class value is a number 1 - 2040 that specifies a NetView scope class.

ADDOPCLASS(class ...)
Adds specific NetView scope classes to the operator's current list of classes.

The class value is a number 1 - 2040 that specifies a NetView scope class.

DELOPCLASS(class ...)
Deletes specific NetView scope classes from the operator's current list of classes.

The class value is a number 1 - 2040 that specifies a NetView scope class.

NOOPCLASS
Specifies that the operator is in no scope classes.

NONETVIEW
Specifies that RACF should delete the NETVIEW segment from the user's profile.

OIDCARD | NOOIDCARD
OIDCARD

Specifies that the user must supply an operator identification card when logging onto the system.
If you specify the OIDCARD operand, the system prompts you to enter the user's new operator
identification card as part of the processing of the ALTUSER command. If you specify the
OIDCARD operand in a job executing in the background or when you cannot be prompted in the
foreground, the ALTUSER command fails.

NOOIDCARD
Specifies that the user is not required to supply an operator identification card.

If NOPASSWORD is specified or the user ID already has the NOPASSWORD attribute, and
NOPHRASE is specified or the user ID already does not have a password phrase, specifying
NOOIDCARD causes this user ID to become a protected user ID. Protected user IDs cannot be
used to enter the system by any means that requires a password to be specified, such as TSO
logon. If the user attempts to enter the system with a password, the attempt fails.

Protected user IDs can be used for the user IDs associated with the started tasks in ICHRIN03 or
the STARTED class.
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OMVS | NOOMVS
OMVS

Specifies z/OS UNIX information for the user profile being changed.

You can control access to the entire OMVS segment or to individual fields within the OMVS
segment by using field-level access checking.
ASSIZEMAX | NOASSIZEMAX

ASSIZEMAX(address-space-size)
Specifies the RLIMIT_AS hard limit (maximum) resource value that processes receive
when they are dubbed a process. The address-space-size you define to RACF is a numeric
value from 10485760 - 2 147 483 647. ASSIZEMAX indicates the address space region
size in bytes. The soft limit (current) resource value is obtained from MVS. If the soft limit
value from MVS is greater than the address space size, the soft limit is used.

The value specified for ASSIZEMAX is also used when processes are initiated by a daemon
process using an exec after setuid(). In this case, both the RLIMIT_AS hard limit and
soft limit are set to the address-space-size value.

The value specified for ASSIZEMAX overrides any value provided by the MAXASSIZE
parameter of BPXPRMxx. For more information, see z/OS UNIX System Services Planning.

NOASSIZEMAX
Specifies that you want to delete the address space size from the OMVS segment of the
user's profile. The value specified for MAXASSIZE in BPXPRMxx now applies to the user.

AUTOUID | UID | NOUID
Specifies whether RACF is to automatically assign an unused UID value to the user, if a specific
UID value is to be assigned or if the user identifier from the OMVS segment of the user's profile
is to be deleted.
AUTOUID

Specifies that RACF is to automatically assign an unused UID value to the user. The UID
value is derived from information obtained from the BPX.NEXT.USER profile in the
FACILITY class. For more information on setting up BPX.NEXT.USER, see z/OS Security
Server RACF Security Administrator's Guide.

If you are using RRSF automatic command direction for the USER class, the command sent
to other nodes will contain an explicit assignment of the UID value which was derived by
RACF on the local node.

Rules:

• AUTOUID cannot be specified if more than one user ID is entered.
• The AUTOUID keyword is mutually exclusive with the SHARED keyword.
• If both UID and AUTOUID are specified, AUTOUID is ignored.
• If both NOUID and AUTOUID are specified, AUTOUID is ignored.
• Field-level access checking for the UID field applies when using AUTOUID.
• AUTOUID cannot be used to reassign a UID value when one already exists for the user. If

AUTOUID is specified, but the user already has a UID assigned, one of two things will
happen.

– If the preexisting UID is unique to this user, this value will be identified in
informational message IRR52177I, and the value remains unchanged. If RRSF
automatic command direction is in effect for the USER class, then the outbound
ALTUSER command will be altered to contain the preexisting UID value in the OMVS
UID keyword.
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– If the preexisting UID is not unique to this user, error message IRR52178I will be
issued, and the command will fail. See IRR52178I for information on changing the
user's existing UID value.

UID(user-identifier) [SHARED]
UID(user-identifier)

Specifies the user identifier. The UID is a numeric value from 0 - 2 147 483 647.

When assigning a UID to a user, you should make sure that the user's default group has
a GID. A user who has a UID and a current connect group that has a GID can use
functions such as the TSO/E OMVS command and can access z/OS UNIX files based on
the UID and GID values assigned.

Care should be taken in assigning 0 as the user identifier. UID 0 is considered a
superuser. The superuser passes all z/OS UNIX security checks. Assigning a UID to a
user ID that appears in the RACF started procedures table (ICHRIN03) should also be
done with care. RACF defined started tasks that have the trusted or privileged attribute
are considered superusers even if their UID is a value other than 0.

If the UID is not specified, the user is unable to become a z/OS UNIX user and a
LISTUSER for that user ID shows NONE for the UID.

Note:

1. If the security administrator has defined the SHARED.IDS profile in the UNIXPRIV
class, the UID value must be unique. Use the SHARED keyword in addition to UID to
assign a value that is already in use.

2. If SHARED.IDS is not defined, RACF does not require the UID to be unique. The
same value can be assigned to multiple users but this is not recommended because
individual user control would be lost. However, if you want a set of users to have
exactly the same access to z/OS UNIX resources, you might decide to assign the
same UID to more than one user.

3. The maximum number of user IDs that can share a UID or groups that can share a
GID is 132 at 8 characters. More user IDs or groups are available using less than 8
characters. If the limit is met, you can combine user ID functions (for started tasks
or daemons) to use physically less user IDs sharing the same UID. You may also use
SUPERUSER granularity functionality to reduce the need for SUPERUSER (using UID
0) for as many user IDs as possible.

SHARED
If the security administrator has chosen to control the use of shared UIDs, this
keyword must be used in addition to the UID keyword to specify the user identifier
if it is already in use by at least one other user. The administrator controls shared
UIDs by defining the SHARED.IDS profile in the UNIXPRIV class.

Rules:

• If the SHARED.IDS profile is not defined, SHARED is ignored.
• If SHARED is specified in the absence of UID, it is ignored.
• If the SHARED.IDS profile is defined and SHARED is specified, but the value
specified with UID is not currently in use, SHARED is ignored and UNIXPRIV
authority is not required.

• Field-level access checking for the UID field applies when using SHARED.
• The SHARED keyword is mutually exclusive with the AUTOUID keyword.

NOUID
Specifies that you want to delete the user identifier from the OMVS segment of the user's
profile.

If NOUID is specified, the user is unable to become a z/OS UNIX System Services user and
a LISTUSER for that user ID shows NONE for the UID.
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CPUTIMEMAX | NOCPUTIMEMAX

CPUTIMEMAX(cpu-time)
Specifies the RLIMIT_CPU hard limit (maximum) resource value that the user's z/OS UNIX
processes receive when they are dubbed a process. The cpu-time you define to RACF is a
numeric value from 7 - 2 147 483 647. RLIMIT_CPU indicates the cpu-time that a process
is allowed to use, in seconds. The soft limit (current) is obtained from MVS. If the soft limit
(current) resource value from MVS is greater than the cpu-time value, the soft limit is used.

The value specified for CPUTIMEMAX is also used when processes are initiated by a
daemon process using an exec after setuid(). In this case, both the RLIMIT_CPU hard
and soft limits are set to the cpu-time value.

For processes running in, or forked from TSO or BATCH, the cpu-time value has no effect.
For processes created by the rlogin command or other daemons, cpu-time is the time limit
for the address space.

The value specified for CPUTIMEMAX overrides any value provided by the MAXCPUTIME
parameter of BPXPRMxx. For more information, see z/OS UNIX System Services Planning.

NOCPUTIMEMAX
Specifies that you want to delete the CPU time from the OMVS segment of the user's
profile. The value specified for MAXCPUTIME in BPXPRMxx now applies to the user.

FILEPROCMAX | NOFILEPROCMAX

FILEPROCMAX(files-per-process)
Specifies the maximum number of files the user is allowed to have concurrently active or
open. The files-per-process you define to RACF is a numeric value from 3 and 524287.
FILEPROCMAX is the same as the OPEN_MAX variable defined in the POSIX standard.

FILEPROCMAX lets you limit the amount of system resources available to a user process.
Select FILEPROCMAX by considering:

• For conformance to standards, set FILEPROCMAX to:

– At least 16 to conform to the POSIX standard
– At least 25 to conform to the FIPS standard

• The commonly recommended value is 256.
• A process can change its own value for the number of files it has active or open using the
setrlimt() function. Only processes with appropriate privileges can increase their
limits.

• The minimum value of 3 supports the standard files for a process: standard input,
standard output, and standard error.

• The value needs to be larger than 3 to support z/OS UNIX shell users. If the value is too
small, the z/OS UNIX shells might issue the message File descriptor not
available.

The value specified for FILEPROCMAX overrides any value provided by the MAXFILEPROC
parameter of BPXPRMxx. For more information, see z/OS UNIX System Services Planning.

NOFILEPROCMAX
Specifies that you want to delete the files per process from the OMVS segment of the
user's profile. The value specified for MAXFILEPROC in BPXPRMxx now applies to the user.

HOME | NOHOME

HOME(directory-pathname)
Specifies the z/OS UNIX directory path name. This is the current working directory for the
user's process when the user enters the TSO/E command OMVS.
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When you define a directory path name to RACF, it can contain 1 - 1023 characters. The
directory path name can consist of any characters and can be entered with or without
single quotation marks. The following rules apply:

• If parentheses, commas, blanks, or semicolons are to be entered as part of the path
name, the character string must be enclosed in single quotation marks.

• If a single quotation mark is intended to be part of the path name, use two single
quotation marks together for each single quotation mark within the string, and enclose
the entire string within single quotation marks.

Both uppercase and lowercase characters are accepted and maintained in the case in
which they are entered. The fully qualified path name should be specified. RACF does not
ensure that a valid path name has been specified. If you issue the ALTUSER command as a
RACF operator command and you specify the path name in lowercase, you must include
the path name within single quotations.

NOHOME
Specifies that you want to delete the initial directory path name from the OMVS segment of
the user's profile.

If no value is specified for HOME in the OMVS segment, MVS sets the working directory for the
user to / (the root directory).

MEMLIMIT | NOMEMLIMIT

MEMLIMIT(nonshared-memory-size)
Specifies the maximum number of bytes of nonshared memory that can be allocated by
the user. The nonshared-memory-size value must be numeric 0 - 16777215, followed by
the letter M, G, T, or P. The M, G, T or P letter indicates the multiplier to be used. The
maximum value is 16383P.

Byte multiplier
label

Decimal Binary Hexadecimal

M—megabyte 1048576  220 00000000 00100000

G—gigabyte 1073741824  230 00000000 40000000

T—terabyte 1099511627776  240 00000100 00000000

P—petabyte 1125899906842624  250 00040000 00000000

The following are different MEMLIMIT(nonshared-memory-size) examples:

• MEMLIMIT(1M) indicates a nonshared-memory-size of 1048576 bytes.
• MEMLIMIT(1500M) indicates a nonshared-memory-size of 1572864000 bytes.
• MEMLIMIT(10G) indicates a nonshared-memory-size of 10737418240 bytes.

For more extensive information, see z/OS UNIX System Services Planning.

NOMEMLIMIT
Specifies that you want to delete the nonshared memory size from the OMVS segment of
the user's profile.

MMAPAREAMAX | NOMMAPAREAMAX

MMAPAREAMAX(memory-map-size)
Specifies the maximum amount of data space storage, in pages, that can be allocated by
this user for memory mappings of z/OS UNIX files. Storage is not allocated until memory
mappings are active. The value of memory-map-size must be 1 - 16777216.
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Use of memory map services consumes a significant amount of system memory. For each
page (4KB) that is memory mapped, 96 bytes of ESQA are consumed when a file is not
shared with any other users. When a file is shared by multiple users, each user after the
first causes 32 bytes of ESQA to be consumed for each shared page. The ESQA storage is
consumed when the mmap() function is invoked by the application program.

The value specified for MMAPAREAMAX overrides any value provided by the
MAXMMAPAREA parameter of BPXPRMxx. For more information, see z/OS UNIX System
Services Planning.

NOMMAPAREAMAX
Specifies that you want to delete the memory map size from the OMVS segment of the
user's profile. The value specified for MAXMMAPAREA in BPXPRMxx now applies to the
user.

PROCUSERMAX | NOPROCUSERMAX

PROCUSERMAX(processes-per-UID)
Specifies the maximum number of processes this user is allowed to have active at the
same time, regardless of how the process became a z/OS UNIX process. The processes-
per-UID you define to RACF is a numeric value from 3 and 32767. PROCUSERMAX is the
same as the CHILD_MAX variable defined in the POSIX standard.

PROCUSERMAX allows you to limit user activity to optimize performance. Select
PROCUSERMAX by considering:

• For conformance to standards, set PROCUSERMAX to:

– At least 16 to conform to the POSIX standard
– At least 25 to conform to the FIPS standard

• A user with a UID of 0 is not limited by the PROCUSERMAX value because a superuser
might need to be capable of logging on and using z/OS UNIX services to solve a problem.

• A low PROCUSERMAX value limits the number of concurrent processes that the user can
run. A low value also limits the user's consumption of processing time, virtual storage,
and other system resources.

• Some daemons run without UID 0, and can create many address spaces. In these cases,
it is necessary to set the limit high enough for the daemon associated with this user ID to
run all of its processes.

Though not recommended, the same OMVS UID can be given to more than one user ID. If
users share a UID, you need to define a greater number for PROCUSERMAX.

The value specified for PROCUSERMAX overrides any value provided by the
MAXPROCUSER parameter of BPXPRMxx. For more information, see z/OS UNIX System
Services Planning.

NOPROCUSERMAX
Specifies that you want to delete the processes per UID from the OMVS segment of the
user's profile. The value specified for MAXPROCUSER in BPXPRMxx now applies to the
user.

SHMEMMAX | NOSHMEMMAX

SHMEMMAX(shared-memory-size)
Specifies the maximum number of bytes of shared memory that can be allocated by the
user. The shared-memory-size value must be numeric 1 - 16777215, followed by the letter
M, G, T, or P. The M, G, T, or P letter indicates the multiplier to be used. The maximum value
is 16383P.
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Byte multiplier
label

Decimal Binary Hexadecimal

M—megabyte 1048576  220 00000000 00100000

G—gigabyte 1073741824  230 00000000 40000000

T—terabyte 1099511627776  240 00000100 00000000

P—petabyte 1125899906842624  250 00040000 00000000

The following are different SHMEMMAX(shared-memory-size) examples:

• SHMEMMAX(1M) indicates a shared-memory-size of 1048576 bytes.
• SHMEMMAX(1500M) indicates a shared-memory-size of 1572864000 bytes.
• SHMEMMAX(10G) indicates a shared-memory-size of 10737418240 bytes.

The value specified for SHMEMMAX overrides any value provided by the IPCSHMMPAGES
parameter of BPXPRMxx. For more information, see z/OS UNIX System Services Planning.

NOSHMEMMAX
Specifies that you want to delete the shared memory size from the OMVS segment of the
user's profile. The value specified for IPCSHMMPAGES in BPXPRMxx now applies to the
user.

THREADSMAX | NOTHREADSMAX

THREADSMAX(threads-per-process)
Specifies the maximum number of threads, including those running, queued, and exited
but not detached, that this user can have concurrently active. The threads-per-process you
define to RACF is a numeric value from 0 - 100000. Specifying a value of 0 prevents
applications run by this user from using the pthread_create service.

The value specified for THREADSMAX overrides any value provided by the MAXTHREADS
parameter of BPXPRMxx. For more information, see z/OS UNIX System Services Planning.

NOTHREADSMAX
Specifies that you want to delete the threads per process from the OMVS segment of the
user's profile. The value specified for MAXTHREADS in BPXPRMxx now applies to the user.

PROGRAM | NOPROGRAM

PROGRAM(program-name)
Specifies the PROGRAM path name (z/OS UNIX shell program). This is the first program
started when the TSO/E command OMVS is entered or when a batch job is started using
the BPXBATCH program.

When you define a PROGRAM path name to RACF, it can contain 1 - 1023 characters. The
PROGRAM path name can consist of any characters and can be entered with or without
single quotation marks. The following rules apply:

• If parentheses, commas, blanks, or semicolons are to be entered as part of the path
name, the character string must be enclosed in single quotation marks.

• If a single quotation mark is intended to be part of the path name, use two single
quotation marks together for each single quotation mark within the string, and enclose
the entire string within single quotation marks.

Both uppercase and lowercase characters are accepted and maintained in the case in
which they are entered. The fully qualified path name should be specified. RACF does not
ensure that a valid path name has been specified. If you issue the ALTUSER command as a
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RACF operator command and you specify the path name in lowercase, you must include
the path name within single quotations.

NOPROGRAM
Specifies that you want to delete the z/OS UNIX System Services program path name from
the OMVS segment of the user's profile.

If no value is specified for PROGRAM in the OMVS segment, MVS gives control to the default
z/OS UNIX shell program when the user issues the TSO/E command OMVS or starts a batch
job using the BPXBATCH program.

For more information about the default z/OS UNIX shell program supplied with z/OS UNIX
System Services, see z/OS UNIX System Services Planning and z/OS UNIX System Services
User's Guide.

NOOMVS
Specifies that RACF delete the OMVS segment from the user's profile.

OPERATIONS | NOOPERATIONS
OPERATIONS

Specifies that the user is to have authorization to do maintenance operations on all RACF-
protected DASD data sets, tape volumes, and DASD volumes except those where the access list
specifically limits the OPERATIONS user to an access authority that is less than the operation
requires.

You establish the lower access authority for the OPERATIONS user with the PERMIT command.
OPERATIONS on the ALTUSER command overrides NOOPERATIONS on the CONNECT command.

You must have the SPECIAL attribute to use the OPERATIONS operand.

NOOPERATIONS
Specifies that the user is not to have the OPERATIONS attribute.

You must have the SPECIAL attribute to use the NOOPERATIONS operand.

OPERPARM | NOOPERPARM

OPERPARM
Specifies default information used when this user establishes an extended MCS console session.

You can control access to the entire OPERPARM segment or to individual fields within the
OPERPARM segment by using field-level access checking. For more information, see z/OS Security
Server RACF Security Administrator's Guide.

For information on planning how to use OPERPARM segments, see z/OS MVS Planning: Operations.

Note:

1. You need not specify every suboperand in an OPERPARM segment. In general, if you omit a
suboperand, the default is the same as the default in the CONSOLxx PARMLIB member, which
can also be used to define consoles.

2. If you specify MSCOPE or ROUTCODE but do not specify a value for them, RACF uses
MSCOPE(*ALL) and ROUTCODE(NONE) to update the corresponding fields in the user profile.
These values appear in listings of the OPERPARM segment of the user profile.

3. If you omit the other suboperands, RACF does not update the corresponding fields in the user's
profile, and no value appears in listings of the OPERPARM segment of the profile.

ALTGRP | NOALTGRP

ALTGRP(alternate-console-group)
Specifies the console group used in recovery. The variable alternate-console-group can
contain 1 - 8 characters. Valid characters are 0 - 9, A - Z, # (X'7B'), $ (X'5B'), or @
(X'7C').
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Restriction: Starting with z/OS Version 1 Release 8, console services ignores
ALTGRP(alternate-console-group) when a session is established and it need not be
specified.

NOALTGRP
Deletes alternate console group information from this profile.

AUTH | NOAUTH

AUTH
Specifies this console's authority to issue operator commands.

If you omit this operand, RACF does not alter this field in the user's profile. If this field has
not been added to the user's profile, an extended MCS console uses AUTH(INFO) when a
session is established.

The console can have the following authorities:
MASTER

Allows this console to act as a master console, which can issue all MVS operator
commands. This authority can only be specified by itself.

ALL
Allows this console to issue system control commands, input/output commands,
console control commands, and informational commands. This authority can only be
specified by itself.

INFO
Allows this console to issue informational commands. This authority can only be
specified by itself.

CONS
Allows this console to issue console control and informational commands.

IO
Allows this console to issue input/output and informational commands.

SYS
Allows this console to issue system control commands and informational commands.

NOAUTH
Deletes the user's operator authorities from the profile. Console operator authority no
longer appears in profile listings. However, AUTH(INFO) is used when an extended MCS
console session is established.

AUTO | NOAUTO
AUTO(YES | NO)

Specifies whether the extended console can receive messages that have been automated
by the Message Processing Facility (MPF) in the sysplex.

NOAUTO
Deletes this field from the user's profile. No AUTO information appears in profile listings.
However, AUTO(NO) is used when an extended MCS console session is established.

CMDSYS | NOCMDSYS
CMDSYS(system-name | *)

Specifies the system to which commands from this console are to be sent.

If you omit this operand, RACF does not alter this field in the user's profile. If this field has
not been added to the user's profile, an extended MCS console uses CMDSYS(*) when a
session is established. The system-name value must be 1 - 8 characters. Valid characters
are A - Z, 0 - 9, @ (X'7C'), # (X'7B'), and $ (X'5B'). If (*) is specified, commands are
processed on the local system where the console is attached.
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NOCMDSYS
Deletes any system-names from this profile. No CMDSYS information appears in profile
listings. However, CMDSYS(*) is used when an extended MCS console session is
established.

DOM | NODOM
DOM(NORMAL | ALL | NONE)

Specifies which delete operator message (DOM) requests this console can receive.

If you omit this operand, RACF does not alter this field in the user's profile. If this field has
not been added to the user's profile, an extended MCS console uses DOM(NORMAL) when
a session is established.
NORMAL

The system queues all appropriate DOM requests to this console.
ALL

All systems in the sysplex queue DOM requests to this console.
NONE

No DOM requests are queued to this console.

NODOM
Deletes this field from the user's profile. DOM information no longer appears in profile
listings. However, DOM(NORMAL) is used when an extended MCS console session is
established.

HC | NOHC

HC(YES | NO)
Specifies whether this console is to receive all messages that are directed to hardcopy.
Any route codes specified for a console do not apply to hardcopy messages, so this
console receives all hardcopy messages regardless of their specific route code.

NOHC
Deletes this field from the user's profile. z/OS console services uses HC(NO) when a
session is established.

INTIDS | NOINTIDS

INTIDS(YES | NO)
Specifies whether this console is to receive messages directed to console ID zero (the
internal console). Such messages are usually responses to internally issued commands.

NOINTIDS
Deletes this field from the user's profile. z/OS console services uses INTIDS(NO) when a
session is established.

KEY | NOKEY
KEY(searching-key)

Specifies a 1 - 8 character name that can be used to display information for all consoles
with the specified key by using the MVS command DISPLAY CONSOLES,KEY. If specified,
KEY can include A - Z, 0 - 9, # (X'7B'), $ (X'5B'), or @ (X'7C').

If you omit this operand, RACF does not alter this field in the user's profile. If this field has
not been added to the user's profile, an extended MCS console uses a KEY value of NONE
when a session is established.

NOKEY
Deletes search key information from the user's profile. Search key information no longer
appears in profile listings. However, a KEY value of NONE is used when an extended MCS
console session is established.
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LEVEL | NOLEVEL
LEVEL(message-level)

Specifies the messages that this console is to receive.

If you omit this operand, RACF does not alter this field in the user's profile. If this field has
not been added to the user's profile, an extended MCS console uses LEVEL(ALL) when a
session is established.

The message-level variable can be a list of R, I, CE, E, IN, NB or ALL. If you specify ALL, you
cannot specify R, I, CE, E, or IN.
NB

The console receives no broadcast messages.
ALL

The console receives these messages: R, I, CE, E, IN.
R

The console receives messages requiring an operator reply.
I

The console receives immediate action messages.
CE

The console receives critical eventual action messages.
E

The console receives eventual action messages.
IN

The console receives informational messages.

NOLEVEL
Deletes any defined message levels for this console from the profile. Message information
no longer appears in profile listings. However, LEVEL(ALL) is used when an extended MCS
console session is established.

LOGCMDRESP | NOLOGCMDRESP
LOGCMDRESP(SYSTEM | NO)

Specifies if command responses are to be logged.

If you omit this operand, RACF does not alter this field in the user's profile. If this field has
not been added to the user's profile, an extended MCS console uses
LOGCMDRESP(SYSTEM) when a session is established.
SYSTEM

Specifies that command responses are logged in the hardcopy log.
NO

Specifies that command responses are not logged.

NOLOGCMDRESP
Deletes the value for LOGCMDRESP from the profile. Command response logging
information no longer appears in profile listings. However, LOGCMDRESP(SYSTEM) is used
when an extended MCS console session is established.

MFORM | NOMFORM
MFORM(message-format)

Specifies the format in which messages are displayed at the console.

If you omit this operand, RACF does not alter this field in the user's profile. If this field has
not been added to the user's profile, an extended MCS console uses MFORM(M) when a
session is established.

The message-format variable can be a combination of T, S, J, M, and X:
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J
Messages are displayed with a job ID or name.

M
The message text is displayed.

S
Messages are displayed with the name of the originating system.

T
Messages are displayed with a time stamp.

X
Messages that are flagged as exempt from job name and system name formatting are
ignored.

NOMFORM
Deletes the values for MFORM from the profile and causes message text to be displayed
(MFORM(M)) when an extended MCS console session is established.

MIGID | NOMIGID
MIGID(YES | NO)

Specifies whether a 1-byte migration ID is to be assigned to this console or not. The
migration ID allows command processors that use a 1-byte console ID to direct command
responses to this console.

Restriction: Starting with z/OS Version 1 Release 7, console services ignores MIGID(YES |
NO) when a session is established and it need not be specified.

NOMIGID
Deletes this segment from the profile. Migration identification information no longer
appears in profile listings. However, MIGID(NO) is assigned when an extended MCS
console session is established.

MONITOR | NOMONITOR
MONITOR(events)

Specifies which information should be displayed when monitoring jobs, TSO sessions, or
data set status.

If you omit this operand, RACF does not alter this field in the user's profile. If this field has
not been added to the user's profile, an extended MCS console uses MONITOR(JOBNAMES
SESS) when a session is established. The variable events can be a list of the following:
JOBNAMES | JOBNAMEST

Displays information about the start and end of each job. JOBNAMES omits the times
of job start and job end. JOBNAMEST displays the times of job start and job end.

SESS | SESST
Displays information about the start and end of each TSO session. SESS omits the
times of session start and session end. SESST displays the times of session start and
session end.

STATUS
Specifies that the information displayed when a data set is freed or unallocated should
include the data set status.

NOMONITOR
Deletes job monitor information from the user's profile. Information from this field no
longer appears in profile listings. However, MONITOR(JOBNAMES SESS) is used when an
extended MCS console session is established.

MSCOPE | ADDMSCOPE | DELMSCOPE | NOMSCOPE
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MSCOPE(system-name ... | * | *ALL)
Specifies the systems from which this console can receive messages that are not directed
to a specific console.

If you omit this operand, RACF does not alter this field in the user's profile. If this field has
not been added to the user's profile, an extended MCS console uses MSCOPE(*ALL) when
a session is established. If you specify MSCOPE but omit a value, RACF uses
MSCOPE(*ALL) as the default to update this field in the user's profile. *ALL appears in
listings of the OPERPARM segment of the user's profile.
system-name ...

Is a list of one or more system names, where a system name can be any combination
of A - Z, 0 - 9, # (X'7B'), $ (X'5B'), or @ (X'7C').

*
Is the system on which the console is currently active.

*ALL
Means all systems.

ADDMSCOPE(system-name ...)
Adds the specified system names to the existing list of systems from which this console
can receive messages that are not directed to a specific console.

DELMSCOPE(system-name ...)
Deletes the specified system names from the existing list of systems from which this
console can receive messages that are not directed to a specific console.

NOMSCOPE
Deletes any system name information from the user's profile. Message reception
information no longer appears in profile listings. However, MSCOPE(*ALL) is used when an
extended MCS console session is established.

ROUTCODE | NOROUTCODE

ROUTCODE(ALL | NONE | routing-codes)
Specifies the routing codes of messages this operator is to receive.

If you omit this operand, RACF does not alter this field in the user's profile. If this field has
not been added to the user's profile, an extended MCS console uses ROUTCODE(NONE)
when a session is established. If you specify ROUTCODE but omit a value, RACF uses
ROUTCODE(NONE) to update this field in the user's profile. NONE appears in listings of the
OPERPARM segment of the user's profile.

The routing code information can be one of the following:
ALL

Means all routing codes.
NONE

Means no routing codes.
routing-codes

Specifies one or more routing codes or sequences of routing codes. The routing codes
can be a list of n and n1:n2, where n, n1, and n2 are integers 1 - 128, and n1:n2
represents a range of routing codes from n1 (low) to n2 (high).

NOROUTCODE
Deletes routing code information from the user's profile. Routing code information no
longer appears in profile listings. However, ROUTCODE(NONE) is used when an extended
MCS console session is established.

STORAGE | NOSTORAGE
STORAGE(amount)

Specifies the amount of storage in the TSO/E user's address space that can be used for
message queuing to this console.
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If you omit this operand, RACF does not alter this field in the user's profile. If this field has
not been added to the user's profile, an extended MCS console uses STORAGE(1) when a
session is established. A value of 0 appears in listings of the user's profile to indicate that
no value was specified. The variable amount must be a value from 1 - 2000.

NOSTORAGE
Deletes this field from the profile. A value of 0 appears in listings of the user's profile to
indicate that no value was specified. However, STORAGE(1) is used when an extended
MCS console session is established.

UD | NOUD
UD(YES | NO)

Specifies whether this console is to receive undelivered messages. If you do not specify
this operand, RACF does not alter the user's profile.

Restriction: Starting with z/OS Version 1 Release 8, console services ignores UD(YES | NO)
when a session is established and it need not be specified.

NOUD
Deletes the field from the profile. Undelivered message information no longer appears in
profile listings. However, UD(NO) is used when an extended MCS console session is
established.

UNKNIDS | NOUNKNIDS

UNKNIDS(YES | NO)
Specifies whether this console is to receive messages directed to unknown console IDs.
Unknown consoles are typically one-byte console IDs that the system cannot
unambiguously resolve.

NOUNKNIDS
Deletes this field from the user's profile. z/OS console services uses UNKNIDS(NO) when a
session is established.

NOOPERPARM
Specifies that the OPERPARM segment is to be deleted. Operator information no longer appears in
LISTUSER output.

OVM | NOOVM
Specifies OpenExtensions VM information for the user profile being changed. Information is stored in
the OVM segment of the user's profile.

You can control access to an entire OVM segment or to individual fields within the OVM segment by
using field level access checking.

FSROOT | NOFSROOT
FSROOT(file-system-root)

Specifies the path name for the file system root.

When you define the FSROOT path name to RACF, it can contain 1 - 1023 characters, consist
of any character, and be entered with or without single quotation marks. The following rules
apply:

• If the path name contains parentheses, commas, blanks, or semicolons, enclose the
character string in single quotation marks. For example, if the path name is (123), you must
enter FSROOT('(123)').

• If a single quotation mark is intended to be part of the path name, use two single quotation
marks together for each single quotation mark within the string, and enclose the entire string
within single quotation marks.

When entering the ALTUSER command, both uppercase and lowercase characters are
accepted and maintained in the case in which they are entered. You should specify the fully
qualified path name because RACF does not ensure that a valid path name has been specified.
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NOFSROOT
Specifies that you want to delete the FSROOT path name from the OVM segment of the user's
profile.

If you do not specify a value for FSROOT in the OVM segment, VM uses the value specified in the
CP directory. If no value is specified in the CP directory, issue the OPENVM MOUNT command to
mount the appropriate file system.

HOME | NOHOME
HOME(initial-directory-name)

Specifies the initial directory path name. The initial directory is part of the file system and is
the current working directory for the user's process when the user enters the OPENVM SHELL
command.

When you define a HOME directory name to RACF, the name can contain 1 - 1023 characters,
consist of any character, and be entered with or without single quotation marks. The following
rules apply:

• If the path name contains parentheses, commas, blanks, or semicolons, enclose the
character string in single quotation marks. For example, if the path name is (123), you must
enter HOME('(123)').

• If a single quotation mark is intended to be part of the path name, use two single quotation
marks together for each single quotation mark within the string, and enclose the entire string
within single quotation marks.

When entering the ALTUSER command, both uppercase and lowercase characters are
accepted and maintained in the case in which they are entered. You should specify the fully
qualified path name because RACF does not ensure that a valid path name has been specified.

NOHOME
Specifies that you want to delete the initial directory path name from the OVM segment of the
user's profile.

If no value is specified for HOME in the OVM segment, VM uses the value specified in the CP
directory. If no value is specified in the CP directory, VM sets the working directory for the user
to / (the root directory).

PROGRAM | NOPROGRAM
PROGRAM(program-name)

Specifies the PROGRAM path name (z/OS UNIX shell program). This is the first program
started when the OPENVM SHELL command is entered.

When you define a PROGRAM path name to RACF, it can contain 1 - 1023 characters, consist
of any character, and be entered with or without single quotation marks. The following rules
apply:

• If the path name contains parentheses, commas, blanks, or semicolons, enclose the
character string in single quotation marks. For example, if the path name is (123), you must
enter PROGRAM('(123)').

• If a single quotation mark is intended to be part of the path name, use two single quotation
marks together for each single quotation mark within the string, and enclose the entire string
within single quotation marks.

When entering the ALTUSER command, both uppercase and lowercase characters are
accepted and maintained in the case in which they are entered. Specify the fully qualified path
name. RACF does not ensure that a valid path name is specified.

NOPROGRAM
Specifies that you want to delete the PROGRAM path name from the OVM segment of the
user's profile.
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If no value is specified for PROGRAM in the OVM segment, VM uses the value specified in the CP
directory. If no value is specified in the CP directory, VM gives control to the default z/OS UNIX
shell program (/bin/sh) when a user issues the OPENVM SHELL command.

UID | NOUID
UID(user-identifier)

Specifies the user identifier. The UID is a numeric value from 0 - 2 147 483 647.

Care should be taken in assigning 0 as the user identifier. UID 0 is considered a superuser, and
a superuser passes all OpenExtensions VM security checks.

Note:

1. RACF does not require the UID to be unique. You can assign the same value to multiple
users, but this is not recommended because individual user control is lost. However, if you
want a set of users to have exactly the same access to the OpenExtensions VM resources,
you can assign the same UID to more than one user.

2. Exercise caution when changing the UID for a user.

• The file-system might contain files that were created by the user, and thus contain the
old UID as the file owner UID. Depending on the permission bits associated with the file,
the user probably loses access to those files.

• If files already exist with an owner UID equal to the user's new UID value, the user
probably gains access to these files.

• If another user is subsequently added with the old value as its UID, then the user might
have access to the old files.

• If you have an EXEC.uid profile in the VMPOSIX class for the old UID value, make sure
you delete this profile and create another to reflect the new value.

Care should also be taken when changing the value of a user's UID (as opposed to assigning
an initial value). Any references in the UNIX file system (for example, file ownership or access
control list entries) to the old value remain unchanged. Any subsequential change of the user's
UID value can:

• change and potentially remove the user's ownership to those files,
• change and potentially remove the user's authority to those files.

NOUID
Specifies that you want to delete the user identifier from the OVM segment of the user's
profile.

If NOUID is specified, the user is assigned the default UID of 4294967295 (X'FFFFFFFF') and
a LISTUSER for that user ID shows NONE for the UID.

NOOVM
Specifies that RACF delete the OVM segment from the user's profile.

OWNER(userid or group-name)
Specifies a RACF-defined user or group to be assigned as the new owner of the user's profile.

PASSWORD | NOPASSWORD
PASSWORD[(password)]

Specifies the user's logon password. Use this command to specify a password for a user who has
forgotten his/her password. Unless the NOEXPIRED operand is also specified, this password is set
expired, thus requiring the user to change the password at next logon or job start. Note that the
password syntax rules your installation defines using SETROPTS PASSWORD do not apply to this
password unless the NOEXPIRED operand is also included.

If you specify a password value, the password is checked by the new-password exit (ICHPWX01),
if present.

If you specify PASSWORD without a value, no password is assigned.
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Note:

1. If the installation is maintaining user password history, the password that was in effect prior to
issuing this command is stored as part of this history. Note that the password specified is not
subject to history checking.

2. When the installation specifies a minimum change interval, RACF checks the number of days
between password changes to ensure the minimum required days have elapsed each time
users change their own passwords. RACF also checks the days when users change passwords
using their IRR.PASSWORD.RESET or IRR.PWRESET authority unless the command issuer has
CONTROL authority or higher.

If you enter PASSWORD without a password value, you are prompted for a value unless your TSO
session is in NOPROMPT mode. If you are in NOPROMPT mode, or issuing the command from an
environment without prompting, the command fails and the user profile(s) is not defined.

If you enter PASSWORD without a password value, you are prompted for a value unless your TSO
session is in NOPROMPT mode. If you are in NOPROMPT mode, or issuing the command from an
environment without prompting, the command fails, and no updates to the profile(s) occur.

NOPASSWORD
Specifies that the user cannot supply a password when entering the system. If NOOIDCARD is
specified, or the user ID has the NOOIDCARD attribute, and NOPHRASE is specified or the user ID
does not have a password phrase, and you specify NOPASSWORD, you change the status of the
user ID to protected. Protected user IDs cannot be used to enter the system by any means that
requires a password to be specified, such as a TSO logon, CICS signon, batch job that specifies a
password on the JOB statement. Therefore, user IDs that you assign to z/OS UNIX, UNIX
daemons, started procedures, applications, servers or subsystems can be protected from being
revoked when an incorrect password is entered. If the user attempts to enter the system with a
password, the attempt fails. Note that the protected user ID is not revoked due to the failed
password attempts even if the SETROPTS PASSWORD(REVOKE) option is in effect.

Determine which user IDs you want to protect, ensuring that these user IDs is not used in any
circumstance where a password must be supplied. A protected user has the PROTECTED attribute
displayed in the output of the LISTUSER command. Protected users can be associated with
started procedures defined in the STARTED class (preferred method) or in the started procedures
table (ICHRIN03).

Note: z/OS Integrated Security Services Network Authentication Service information such as a
local kerberos-principal-name must not be defined for protected user IDs, and these user IDs
must not be used for z/OS Network Authentication Service authentication, because these
authentication failures can result in user revocation.

PHRASE | NOPHRASE
PHRASE('password-phrase')

Specifies the user's password phrase. The password phrase you define is a text string of up to 100
characters and must be enclosed in single quotation marks. The password phrase is set expired
unless NOEXPIRED is also specified.

The following syntax rules apply to all password phrases. You cannot alter these syntax rules but
you can specify additional syntax rules if your installation tailors the new-password-phrase exit
(ICHPWX11).

Syntax rules for password phrases:

• Maximum length: 100 characters
• Minimum length:

– 9 characters, when the encryption algorithm is KDFAES or ICHPWX11 is present and allows
the new value

– 14 characters, when ICHPWX11 is not present and the encryption algorithm is not KDFAES
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• Must not contain the user ID (as sequential uppercase or sequential lowercase characters)
• Must contain at least 2 alphabetic characters (A - Z, a - z)
• Must contain at least 2 non-alphabetic characters (numerics, punctuation, or special characters)
• Must not contain more than 2 consecutive characters that are identical
• If a single quotation mark is intended to be part of the password phrase, you must use two

single quotation marks together for each single quotation mark.

If the new-password-phrase exit (ICHPWX11) is present, it can reject the specified password
phrase. RACF allows password phrases greater than 8 characters when the encryption algorithm
is KDFAES, however, ICHPWX11 can enforce any minimum length greater than 8.

If the specified password phrase is accepted, it is made the user's current password phrase and,
when SETROPTS PASSWORD(HISTORY) is in effect, it is added to the user's password phrase
history.

If you enter PHRASE without a password-phrase value, you are prompted for a value unless your
TSO session is in NOPROMPT mode.

When the installation specifies a minimum change interval, RACF checks the number of days
between password phrase changes to ensure the minimum required days have elapsed each time
users change their own password phrases. RACF also checks the days when users change
password phrases using the IRR.PASSWORD.RESET or IRR.PWRESET authority unless the
command issuer has CONTROL authority or higher.

NOPHRASE
Specifies that the user cannot use a password phrase for authentication. If a password phrase was
previously set, the password phrase is cleared. The date of the last password phrase change is
also cleared from the user's profile. If NOOIDCARD is specified, or the user ID has the
NOOIDCARD attribute, and NOPASSWORD is specified or the user ID has the NOPASSWORD
attribute, and you specify NOPHRASE, you change the status of the user ID to protected. See
NOPASSWORD for more information.

PWCLEAN | PWCONVERT
PWCLEAN

Performs the following functions:

• Removes residual password and password phrase history entries resulting from lowering the
SETROPTS PASSWORD(HISTORY(n)) value.

• Reorganizes the history so that an increase in the SETROPTS PASSWORD(HISTORY(n)) value
takes immediate effect.

• Removes any password history from a user without a password.
• Removes any password phrase history from a user without a password phrase.

When the SETROPTS PASSWORD(HISTORY(n)) value is lowered, the residual history entries
continue to be used by RACF. PWCLEAN removes these entries.

If the SETROPTS PASSWORD(HISTORY(n)) value is raised, the higher number does not
immediately take effect, depending on how many times a user has changed their password or
password phrase in the past. PWCLEAN reorganizes the history so that the history change takes
effect immediately after using PWCLEAN.

PWCLEAN should be used against all user IDs whenever the SETROPTS PASSWORD(HISTORY(n))
value is changed. The SEARCH command with the CLIST option provides a way of creating a 'utility'
to do this.

PWCONVERT
Performs the following functions:

• Performs the PWCLEAN function.
• If KDFAES is active:
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– If the current password is in legacy format, converts it to KDFAES format.
– Converts any legacy-format password history entries to KDFAES.

• If KDFAES is not active:

– Deletes any password and password phrase history entries that are in KDFAES format.

PWCONVERT does nothing with the current password phrase. After KDFAES is enabled, the phrase
must be changed before it is encrypted with the new algorithm. Likewise, PWCONVERT does
nothing with phrase history entries. They remain in their legacy form until they are replaced in the
history.

The IRRDBU00 utility reports on the algorithm that is used to encrypt a user's current password
and password phrase, including the number of legacy password history entries. This information
can be used to determine the exact user IDs needing an update. This allows for a more efficient
conversion than SEARCH with CLIST.

Attention:

1. The existing current password and password history entries are assumed to be
encrypted with DES when PWCONVERT encrypts them using KDFAES. If you use
masking, or an installation-defined encryption method by use of an ICHDEX01 exit, do
not use PWCONVERT. This results in the user being unable to log on until the password
is changed. In addition, it results in unusable history entries. That is, a user is able to
reuse a password value that is contained in the password history.

2. When password history entries are converted, they can never be converted back to the
legacy format. Thus, they are always more expensive to evaluate, and they are not
recognized by any systems not containing KDFAES support.

PROXY | NOPROXY

PROXY
Specifies information which the z/OS LDAP server uses when acting as a proxy on behalf of a
requester. The R_proxyserv (IRRSPY00) SAF callable service attempts to retrieve this
information when it is not explicitly supplied with the invocation parameters. Applications or other
services which use the R_proxyserv callable service, such as IBM Policy Director Authorization
Services for z/OS and OS/390, may instruct their invokers to define PROXY segment information.
LDAPHOST | NOLDAPHOST

LDAPHOST(ldap_url)
Specifies the URL of the LDAP server which the z/OS LDAP server contacts when acting as
a proxy on behalf of a requester. An LDAP URL has a format such as ldap://
123.45.6:389 or ldaps://123.45.6:636, where ldaps indicates that an SSL
connection is desired for a higher level of security. LDAP also allows you to specify the host
name portion of the URL using either the text form (BIGHOST.POK.IBM.COM) or the dotted
decimal address (123.45.6). The port number is appended to the host name, separated
by a colon : (X'7A').

For more information about LDAP URLs and how to enable LDAP servers for SSL
connections, see z/OS IBM Tivoli Directory Server Administration and Use for z/OS.

The LDAP URL that you define to RACF can consist of 10 - 1023 characters. A valid URL
must start with either ldap:// or ldaps://. RACF allows any characters to be entered
for the remaining portion of the URL, but you should ensure that the URL conforms to
TCP/IP conventions. For example, parentheses, commas, blanks, semicolons, and single
quotation marks are not typically allowed in a host name. The LDAP URL can be entered
with or without single quotation marks, however, in both cases, it is translated to
uppercase.

RACF does not ensure that a valid LDAP URL has been specified.
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NOLDAPHOST
Deletes the URL of the LDAP server which the z/OS LDAP server contacts when acting as a
proxy on behalf of a requester.

BINDDN | NOBINDDN
BINDDN(bind_distinguished_name)

Specifies the distinguished name (DN) which the z/OS LDAP server uses when acting as a
proxy on behalf of a requester. This DN is used in conjunction with the BIND password, if
the z/OS LDAP server needs to supply an administrator or user identity to BIND with
another LDAP server. A DN is made up of attribute value pairs, separated by commas. For
example:

cn=Ben Gray,ou=editing,o=New York Times,c=US 
cn=Lucille White,ou=editing,o=New York Times,c=US 
cn=Tom Brown,ou=reporting,o=New York Times,c=US 

When you define a BIND DN to RACF, it can contain 1 - 1023 characters. The BIND DN can
consist of any characters and can be entered with or without single quotation marks. The
following rules apply:

• If parentheses, commas, blanks, or semicolons are to be entered as part of the BIND DN,
the character string must be enclosed in single quotation marks.

• If a single quotation mark is intended to be part of the BIND DN, use two single
quotation marks together for each single quotation mark within the string, and enclose
the entire string within single quotation marks.

Both uppercase and lowercase characters are accepted and maintained in the case in
which they are entered. For more information about LDAP distinguished names, see z/OS
IBM Tivoli Directory Server Administration and Use for z/OS.

If you issue the ALTUSER command as a RACF operator command and you specify the
BIND DN in lowercase, you must include the BIND DN within single quotations.

RACF does not ensure that a valid BIND DN has been specified.

NOBINDDN
Deletes the distinguished name (DN) used by the z/OS LDAP server when acting as a proxy
on behalf of a requester.

BINDPW | NOBINDPW
BINDPW

Specifies the password which the z/OS LDAP server is used when acting as a proxy on
behalf of a requester.

When you define a BIND password to RACF, it can contain 1 - 128 characters. The BIND
password can consist of any characters (see the following exception) and can be entered
with or without single quotation marks. The following rules apply:

• The BIND password cannot start with a left brace { character (X'8B').
• If parentheses, commas, blanks, or semicolons are to be entered as part of the BIND

password, the character string must be enclosed in single quotation marks.
• If a single quotation mark is intended to be part of the BIND password, use two single

quotation marks together for each single quotation mark within the string, and enclose
the entire string within single quotation marks.

Both uppercase and lowercase characters are accepted and maintained in the case in
which they are entered. For more information about LDAP passwords, see z/OS IBM Tivoli
Directory Server Administration and Use for z/OS.

If you issue the ALTUSER command as a RACF operator command and you specify the
BIND password in lowercase, you must include the BIND password within single
quotations.
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RACF does not ensure that a valid BIND password has been specified.

Important:

• When the command is issued from ISPF, the TSO command buffer (including possible
BINDPW password data) is written to the ISPLOG data set. As a result, you should not
issue this command from ISPF or you must control the ISPLOG data set carefully.

• When the command is issued as a RACF operator command, the command and the
possible BINDPW password data is written to the system log. Therefore, use of ALTUSER
as a RACF operator command should either be controlled or you should issue the
command as a TSO command.

NOBINDPW
Deletes the password used by the z/OS LDAP server when acting as a proxy on behalf of a
requester.

NOPROXY
Deletes LDAP proxy information.

RESTRICTED | NORESTRICTED
RESTRICTED

Specifies that global access checking is bypassed when resource access checking is performed for
the user, and neither ID(*) on the access list nor the UACC will allow access. The
RESTRICTED.FILESYS.ACCESS profile in the UNIXPRIV class can also be used to bypass the z/OS
UNIX other permission bits during file access checking for RESTRICTED users.

Note: If your installation has profiles defined in the PROGRAM class, and the user ID with the
RESTRICTED attribute needs to load programs covered by one or more of these profiles, the user
ID must be put on the access list with EXECUTE or READ authority.

NORESTRICTED
Specifies that the user does not have the RESTRICTED attribute and access checking is performed
the standard way including global access checking, ID(*), the UACC, and the z/OS UNIX 'other'
permission bits as appropriate.

RESUME | NORESUME
RESUME[(date)]

Specifies that the user is to be allowed to access the system again. You normally use RESUME to
restore access to the system that has been prevented by a prior REVOKE.

If you specify a date, RACF prevents the user from accessing the system until the date you specify.
The date must be a future date; if it is not, you are prompted to provide a future date.

Between the time you specify the RESUME and the time the RESUME takes effect, the RESUME is
called a pending resumption (or a pending RESUME).

You specify a date in the form mm/dd/yy, and you need not specify leading zeros; specifying
9/1/06 is the same as specifying 09/01/06. RACF interprets dates as 20yy when yy is less than
71, and 19yy when yy is 71 or higher. So, 09/01/94 would be in the year 1994, and 09/01/14
would be in the year 2014.

If you specify RESUME without a date, the RESUME takes effect immediately.

When no REVOKE or pending REVOKE is in effect for the user, RACF ignores the RESUME operand.

Note:

1. If you use the ALTUSER command to issue a REVOKE for a user, you must use the ALTUSER
command to issue the corresponding RESUME. Issuing RESUME on the CONNECT command
does not restore access revoked on the ALTUSER command.

2. If you specify both REVOKE(date) and RESUME(date), RACF acts on them in date order. For
example, if you specify RESUME(8/19/06) and REVOKE(8/5/06), RACF prevents the user from
accessing the system from August 5, 2006, to August 18, 2006. On August 19, the user can
again access the system.
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If a user is already revoked and you specify RESUME(8/5/06) and REVOKE(8/19/06), RACF
allows the user to access the system from August 5, 2006, to August 18, 2006. On August 19,
RACF prevents the user from accessing the system.

3. If RACF detects a conflict between REVOKE and RESUME (for example, you specify both
without a date), RACF uses REVOKE.

4. To clear the RESUME date field, specify NORESUME.
5. To successfully resume a user whose revoke date has passed, you must specify NOREVOKE to

clear the revoke date as well as specifying the RESUME keyword.
6. Downlevel systems sharing the RACF database should not be affected by the changes to

REVOKE and RESUME processing. A user who is considered revoked on a z/OS V1R7 system
should also be considered revoked on a downlevel system.

NORESUME
Specifies that RACF is to clear the user's RESUME date field. You can use the NORESUME option to
cancel the pending resumption (of a user's ID) that resulted from a previous ALTUSER command
specified with RESUME(date).

REVOKE | NOREVOKE

REVOKE[(date)]
Specifies that RACF is to prevent the user from accessing the system. The user's profile is not
deleted from the RACF database, and the user's data sets are not deleted from the RACF data set.

If you specify the date, RACF prevents the user from accessing the system, starting on the date
you specify. The date must be a future date; if it is not, you are prompted to provide a future date.

Between the time you specify the REVOKE and the time the REVOKE takes effect, the REVOKE is
called a pending revocation (or a pending REVOKE).

You specify a date in the form mm/dd/yy, and you need not specify leading zeros; specifying
9/1/06 is the same as specifying 09/01/06. RACF interprets dates as 20yy when yy is less than
71, and 19yy when yy is 71 or higher. So, 09/01/94 would be in the year 1994, and 09/01/14
would be in the year 2014.

When you specify REVOKE without a date, the following conditions apply:

• The REVOKE takes effect the next time the user tries to log on to the system.
• Any pending RESUME date remains in effect unless you also specify NORESUME.

Important: To permanently revoke system access, specify both REVOKE and NORESUME.

When a REVOKE is already in effect for the user, RACF ignores the REVOKE operand and issues a
message.

Note:

1. Specifying REVOKE on the ALTUSER command overrides RESUME on the CONNECT command.
2. If you specify both REVOKE(date) and RESUME(date), RACF acts on them in date order. For

example, if you specify RESUME(8/19/06) and REVOKE(8/5/06), RACF prevents the user from
accessing the system from August 5, 2006, to August 18, 2006. On August 19, the user can
again access the system.

If a user is already revoked and you specify RESUME(8/5/06) and REVOKE(8/19/06), RACF
allows the user to access the system from August 5, 2006, to August 18, 2006. On August 19,
RACF prevents the user from accessing the system.

3. If RACF detects a conflict between REVOKE and RESUME (for example, you specify both
without a date), RACF uses REVOKE.

4. To clear the REVOKE date field, specify NOREVOKE.
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5. Downlevel systems sharing the RACF database should not be affected by the changes to
REVOKE and RESUME processing. A user who is considered revoked on a z/OS V1R7 system
should also be considered revoked on a downlevel system.

NOREVOKE
Specifies that RACF is to clear the user's REVOKE date field. You can use the NOREVOKE option to
cancel the pending revocation (of a user's ID) that resulted from a previous ALTUSER command
specified with REVOKE(date).

To successfully resume a user whose revoke date has passed, you must specify NOREVOKE to
clear the revoke date.

The NOREVOKE option does not resume the user ID after it was revoked by the ALTUSER REVOKE
command or the user's excessive attempts to use incorrect passwords or password phrases. To
successfully resume a user under these circumstances, you must specify the RESUME keyword as
well.

ROAUDIT | NOROAUDIT
ROAUDIT

Specifies that the user is to have full responsibility for auditing the use of system resources.

You must have the SPECIAL attribute to enter the ROAUDIT operand.

NOROAUDIT
Specifies that the user no longer has the ROAUDIT attribute.

You must have the SPECIAL attribute to enter the NOROAUDIT operand.

SECLABEL | NOSECLABEL
SECLABEL(seclabel-name)

Specifies the user's default security label where seclabel-name is an installation-defined security
label that represents an association between a particular security level and a set of zero or more
security categories.

A security label corresponds to a particular security level (such as CONFIDENTIAL) with a set of
zero or more security categories (such as PAYROLL or PERSONNEL).

When no profile in the SECLABEL class exists for seclabel-name, an error message is issued and
the user's security label is not changed.

NOSECLABEL
Specifies that the ALTUSER command is to delete any security label contained in the user profile.

SECLEVEL | NOSECLEVEL
SECLEVEL(seclevel-name)

Specifies the user's security level, where seclevel-name is an installation-defined name that must
be a member of the SECLEVEL profile in the SECDATA class. The security level name that you
specify corresponds to the number of the minimum security level that a user must have to access
the resource.

When you specify SECLEVEL and the SECDATA class is active, RACF adds security level access
checking to its other authorization checking. If global access checking does not grant access,
RACF compares the security level allowed in the user profile with the security level required in the
resource profile. If the security level in the user profile is less than the security level in the
resource profile, RACF denies the access. If the security level in the user profile is equal to or
greater than the security level in the resource profile, RACF continues with other authorization
checking.

Note: RACF does not perform security level checking for a started task or user that has the RACF
privileged or trusted attribute. The RACF privileged or trusted attribute can be assigned to a
started task through the RACF started procedures table or STARTED class, or to other users by
installation-supplied RACF exits.
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When the SECDATA class is not active, RACF ignores this operand. When the SECLEVEL profile
does not include a member for seclevel-name, you are prompted to provide a valid security level
name.

NOSECLEVEL
Specifies that the ALTUSER command is to delete any security level contained in the user profile.
The user no longer has access to any resource that requires a requester to have a certain security
level.

SPECIAL | NOSPECIAL
SPECIAL

Specifies that the user is to be allowed to issue all RACF commands with all operands except the
operands that require the AUDITOR attribute. SPECIAL specified on the ALTUSER command
overrides NOSPECIAL specified on the CONNECT command.

You must have the SPECIAL attribute to use the SPECIAL operand.

NOSPECIAL
Specifies that the user no longer has the SPECIAL attribute.

You must have the SPECIAL attribute to use the NOSPECIAL operand.

TSO | NOTSO
TSO

Specifies that when you change the profile of a TSO user, you can enter any of the following
suboperands to add or change default TSO logon information for that user. Each suboperand
defines information that RACF stores in a field within the TSO segment of the user's profile.

You can control access to an entire TSO segment or to individual fields within the TSO segment by
using field-level access checking. For more information, see z/OS Security Server RACF Security
Administrator's Guide.

ACCTNUM | NOACCTNUM
ACCTNUM(account-number)

Specifies the user's default TSO account number when logging on from the TSO/E logon
panel. The account number you specify must be defined as a profile in the ACCTNUM
general resource class, and the user must be granted READ access to the profile.
Otherwise, the user cannot log on to TSO using the specified account number.

Account numbers can consist of any characters, and can be entered with or without single
quotation marks. The following rules apply:

• If parentheses, commas, blanks, and semicolons are to be entered as part of the account
number, the character string must be enclosed in single quotation marks. For example, if
the account number is (123), you must enter ACCTNUM('(123)').

• If a single quotation mark is intended to be part of the account number, use two single
quotation marks together for each single quotation mark within the string, and enclose
the entire string within single quotation marks.

A user can change an account number, or specify an account number if one has not been
specified, using the TSO/E logon panel. RACF checks the user's authorization to the
specified account number. If the user is authorized to use the account number, RACF
stores the account number in the TSO segment of the user's profile, and TSO/E uses it as a
default value the next time the user logs on to TSO/E. Otherwise, RACF denies the use of
the account number.

Note: When you define an account number on TSO, you can specify 1 - 40 characters.
When you define a TSO account number to RACF, you can specify only 1 - 39 characters.

NOACCTNUM
Specifies that you want to delete the user's default account number. If you delete the
default account number from a user's profile, RACF uses a default value consistent with
current TSO defaults when the user logs on to TSO.
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COMMAND | NOCOMMAND

COMMAND(command-issued-at-logon)
Specifies the command to be run during TSO/E logon. TSO/E uses this field to prime the
COMMAND field of the logon panel. The command value can contain 1 - 80 characters and
consist of any characters. You can enter the value with or without single quotation marks
depending on the following rules:

• If the command value contains parentheses, commas, blanks, or semicolons, enclose
the character string in single quotation marks. For example, if the command value is
(123), you must enter COMMAND('(123)').

• If a single quotation mark is intended to be part of the command value, use two single
quotation marks together for each single quotation mark within the string, and enclose
the entire string within single quotation marks.

Both uppercase and lowercase characters are accepted and maintained in the case in
which they are entered. A user can change the command value, or specify a command if
one has not been specified, using the TSO/E logon panel.

Note: It is recommended that you use this command for a user who is logged off. If you
change the command value for a currently logged-on user ID, the change is overwritten by
the TSO/E logoff command processor when the user ID is logged off.

NOCOMMAND
Deletes any COMMAND data that was previously saved in the RACF database for this user
ID.

Note: When you delete this field for a currently logged-on user ID, the field is overwritten
by the TSO/E logoff command processor when the user ID is logged off.

DEST | NODEST
DEST(destination-id)

Specifies the default destination to which the user can route dynamically allocated
SYSOUT data sets. The specified value must be 1 - 7 alphanumeric characters, beginning
with an alphabetic or national character.

NODEST
Specifies that you want to remove any default destination information for this user.
Without explicit action by the user to route SYSOUT, the SYSOUT for this user is printed at
your system default print location.

HOLDCLASS | NOHOLDCLASS
HOLDCLASS(hold-class)

Specifies the user's default hold class. The specified value must be 1 alphanumeric
character, excluding national characters.

If you specify the TSO operand on the ALTUSER command but do not specify a value for
HOLDCLASS, RACF uses a default value consistent with current TSO defaults.

NOHOLDCLASS
Specifies that you want to delete the default hold class from the TSO segment of the user's
profile. If you delete the default hold class from a user's profile, RACF uses a default value
consistent with current TSO defaults when the user logs onto TSO.

JOBCLASS | NOJOBCLASS
JOBCLASS(job-class)

Specifies the user's default job class. The specified value must be 1 alphanumeric
character, excluding national characters.

If you specify the TSO operand on the ALTUSER command but do not specify a value for
JOBCLASS, RACF uses a default value consistent with current TSO defaults.
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NOJOBCLASS
Specifies that you want to delete the default job class from the TSO segment of the user's
profile. If you delete the default job class from a user's profile, RACF uses a default value
consistent with current TSO defaults when the user logs on to TSO.

MAXSIZE | NOMAXSIZE
MAXSIZE(maximum-region-size)

Specifies the maximum region size that the user can request at logon. The maximum
region size is the number of 1024-byte units of virtual storage that TSO can create for the
user's private address space. The specified value must be an integer 0 - 2096128.

Note: Entering the integer '0' for this parameter results in a "non value" entry for the
parameter, not a 'zero' value.

If you specify the TSO operand on the ALTUSER command but do not specify a value for
MAXSIZE, or specify MAXSIZE(0), RACF uses a default value consistent with current TSO
defaults.

If values are specified for both MAXSIZE and SIZE and SIZE is greater than MAXSIZE,
RACF sets SIZE equal to MAXSIZE. If a value is specified for only SIZE or MAXSIZE and
SIZE is greater than MAXSIZE, the operand is ignored.

NOMAXSIZE
Specifies that you want to delete the maximum region size from the TSO segment of the
user's profile. If you delete the maximum region size from a user's profile, RACF uses a
default value consistent with current TSO defaults when the user logs on to TSO.

MSGCLASS | NOMSGCLASS
MSGCLASS(message-class)

Specifies the user's default message class. The specified value must be one alphanumeric
character, excluding national characters.

If you specify the TSO operand on the ALTUSER command but do not specify a value for
MSGCLASS, RACF uses a default value consistent with current TSO defaults.

NOMSGCLASS
Specifies that you want to delete the default message class from the TSO segment of the
user's profile. If you delete the default message class from a user's profile, RACF uses a
default value consistent with current TSO defaults when the user logs on to TSO.

PROC | NOPROC
PROC(logon-procedure-name)

Specifies the name of the user's default logon procedure when logging on through the
TSO/E logon panel. The name you specify must be 1 - 8 alphanumeric characters and
begin with an alphabetic character. The name must also be defined as a profile in the
TSOPROC general resource class, and the user must be granted READ access to the
profile. Otherwise, the user cannot log on to TSO using the specified logon procedure.

A user can change a logon procedure, or specify a logon procedure if one has not been
specified, using the TSO/E logon panel. RACF checks the user's authorization to the
specified logon procedure. If the user is authorized to use the logon procedure, RACF
stores the name of the procedure in the TSO segment of the user's profile, and TSO/E uses
it as a default value the next time the user logs on to TSO/E. Otherwise, RACF denies the
use of the logon procedure.

NOPROC
Specifies that you want to delete the default logon procedure from the TSO segment of the
user's profile. If you delete the default logon procedure from a user's profile, RACF uses a
default value consistent with current TSO defaults when the user logs on to TSO.
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SECLABEL | NOSECLABEL
SECLABEL(security-label)

Specifies the user's security label if the user specifies one on the TSO logon panel.
NOSECLABEL

Specifies that you want to delete the security label from the TSO segment of the user's
profile. If you delete the security label from a user's TSO segment, RACF uses the security
label in the user's profile the next time the user logs on to TSO.

SIZE | NOSIZE
SIZE(default-region-size)

Specifies the minimum region size if the user does not request a region size at logon. The
default region size is the number of 1024-byte units of virtual storage available in the
user's private address space at logon. The specified value must be an integer 0 - 2096128.

Note: Entering the integer '0' for this parameter results in a "non value" entry for the
parameter, not a 'zero' value.

A user can change a minimum region size, or specify a minimum region size if one has not
been specified, using the TSO/E logon panel. RACF stores this value in the TSO segment of
the user's profile, and TSO/E uses it as a default value the next time the user logs on to
TSO/E.

If values are specified for both MAXSIZE and SIZE and SIZE is greater than MAXSIZE,
RACF sets SIZE equal to MAXSIZE. If a value is specified for only SIZE or MAXSIZE and
SIZE is greater than MAXSIZE, the operand is ignored.

NOSIZE
Specifies that you want to delete the default minimum region size from the TSO segment
of the user's profile. If you delete the default minimum region size from a user's profile,
RACF uses a default value consistent with current TSO defaults when the user logs on to
TSO.

SYS | NOSYS
SYS(sysout-class)

Specifies the user's default SYSOUT class. The specified value must be one alphanumeric
character, excluding national characters.

If you specify the TSO operand on the ALTUSER command but do not specify a value for
SYS, RACF uses a default value consistent with current TSO defaults.

NOSYS
Specifies that you want to delete the default SYSOUT class from the TSO segment of the
user's profile. If you delete the default SYSOUT class from a user's profile, RACF uses a
default value consistent with current TSO defaults when the user logs on to TSO.

UNIT | NOUNIT
UNIT(unit-name)

Specifies the default name of a device or group of devices that a procedure uses for
allocations. The specified value must be 1 - 8 alphanumeric characters.

NOUNIT
Specifies that you want to delete the default name of a device or group of devices that a
procedure uses for allocations from the TSO segment of the user's profile. If you delete
this name from a user's profile, RACF uses a default value consistent with current TSO
defaults when the user logs on to TSO.

USERDATA | NOUSERDATA
USERDATA(user-data)

Specifies optional installation data defined for the user. The specified value must be 4
EBCDIC characters; valid characters are 0 - 9 and A - F.
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Note: When you change this value for a currently logged-on user ID, the change is
overwritten by the TSO logoff command processor when the user ID is logged off.

NOUSERDATA
Specifies that you want to delete the installation data previously defined for a user.

NOTSO
Specifies that you are revoking a user's authority to use TSO. RACF deletes TSO logon information
from the RACF database for the specified user. However, if the user ID is currently logged on,
when the user issues the LOGOFF command the TSO logoff processor restores the TSO segment
with default values (except for the USERDATA field which is set to the user's current value). To
prevent the TSO segment from being restored, the user ID should be logged off before issuing the
ALTUSER NOTSO command.

When you specify NOTSO, the result is the same as if you issue the TSO ACCOUNT command with
the DELETE subcommand.

UACC(access-authority)
Specifies the new default universal access authority for all new resource profiles the user defines
while the user's default group or the group specified in the GROUP operand is the user's current
connect group. The universal access authorities are ALTER, CONTROL, UPDATE, READ, and NONE.
(RACF does not accept EXECUTE access authority with the ALTUSER command.) If you specify UACC
without a value, RACF ignores the operand.

This operand is group-related. If a user is subsequently connected to other groups (with the
CONNECT command), the user can have a different default universal access authority in each group.
Therefore, if the user specifies a different group at logon time or at batch job execution, the user's
default UACC is the UACC of the specified group, not the UACC of the user's default group.

UAUDIT | NOUAUDIT
UAUDIT

Specifies that RACF is to log the following events:

• All RACF commands (except LISTDSD, LISTGRP, LISTUSER, RLIST and SEARCH) issued by this
user

• All additions, changes, or deletions that the user makes to RACF profiles using RACROUTE
REQUEST=DEFINE requests

• All attempts that the user makes to access RACF-protected resources, except those authorized
by global access checking and those not logged because the resource manager (issuer of the
RACROUTE REQUEST=AUTH or RACROUTE REQUEST=FASTAUTH request) specified no logging

• All security decisions made during RACF callable services involving this user and any resource in
certain z/OS UNIX classes. For a list of these classes, see Auditing for z/OS UNIX System
Services in z/OS Security Server RACF Auditor's Guide.

You must have the AUDITOR attribute, or the user profile must be within the scope of a group in
which you have the group-AUDITOR attribute, in order to enter the UAUDIT operand.

If an unauthorized user specifies UAUDIT on the ALTUSER command, none of the operands on the
command is processed. RACF issues ICH21005I NOT AUTHORIZED TO SPECIFY UAUDIT,
OPERAND IGNORED. The System Action states RACF ignores the operand and
continues processing with the next operand. RACF verifies other operands, but does
not process any of them. For more information, see z/OS Security Server RACF Messages and
Codes.

NOUAUDIT
Specifies that no UAUDIT logging is to be performed. This operand does not override any other
auditing options (for example, CMDVIOL specified on SETROPTS) that might be in effect.

You must have the AUDITOR attribute, or the user profile must be within the scope of a group in
which you have the group-AUDITOR attribute, to enter the NOUAUDIT operand.
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WHEN
Specifies the days of the week and the hours in the day when the user is allowed to access the system
from a terminal. The day-of-week and time restrictions apply only when a user logs on to the system;
that is, RACF does not force the user off the system if the end-time occurs while the user is logged on.
Also, the day-of-week and time restrictions do not apply to batch jobs; the user can submit a batch job
on any day and at any time.

If you specify the WHEN operand, you can restrict the user's access to the system to certain days of
the week and to a certain time period within each day. For example, you can restrict a user's access to
any one of the following:

• From 9:00 a.m. to 5:00 p.m. (0900:1700). (This would be a daily restriction because days were not
also specified.)

• Monday through Friday. (This restriction applies for all 24 hours of Monday, Tuesday, Wednesday,
Thursday, and Friday.)

• Monday through Friday from 9:00 a.m. to 5:00 p.m. (0900:1700)

DAYS(day-info)
Specifies days of the week when a user can access the system. The day-info value can be any one
of the following: 
ANYDAY

Specifies that the user can access the system on any day.
WEEKDAYS

Specifies that the user can access the system only on weekdays (Monday through Friday).
day ...

Specifies that the user can access the system only on the days specified, where day can be
MONDAY, TUESDAY, WEDNESDAY, THURSDAY, FRIDAY, SATURDAY, or SUNDAY, and you can
specify the days in any order.

Restriction: You cannot specify more than one combination of days and times, even through
multiple ALTUSER commands.

• Example:

ALTUSER USER127 WHEN(DAYS(MONDAY TUESDAY) TIME(0100:0500))
ALTUSER USER127 WHEN(DAYS(THURSDAY) TIME(0200:0500))

• Result:

USER127 is allowed to access the system only on Thursday 2:00 - 5:00. The preceding
DAYS(MONDAY TUESDAY) and TIME(0100:0500) operands are overwritten.

TIME(time-info)
Specifies the time period each day when a user can access the system. The time-info value can be
any one of the following:
ANYTIME

Specifies that the user can access the system at any time.
start-time:end-time

Specifies that the user can access the system only during the specified time period. The
format of both start-time and end-time is hhmm, where hh is the hour in 24-hour notation (00 -
 23) and mm is the minutes (00 - 59). Note that 0000 is not a valid time value.

If start-time is greater than end-time, the interval spans midnight and extends into the
following day.

If you omit DAYS and specify TIME, the time restriction applies to any day-of-week restriction already
indicated in the profile. If you omit TIME and specify DAYS, the day restriction applies to the time
restriction already indicated in the profile. If you specify both DAYS and TIME, the user can access the
system only during the specified time period and only on the specified days.

If you omit both DAYS and TIME, the time and day restriction remains as it was in the profile.
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WORKATTR | NOWORKATTR

WORKATTR
Specifies the user-specific attributes of a unit of work.

z/OS elements or features such as APPC, WLM, and z/OS UNIX might use the WORKATTR
segment.

These operands are used by APPC/MVS for SYSOUT created by APPC transactions.
WAACCNT(account-number) | NOWAACCNT

Specifies an account number for APPC/MVS processing.

You can specify a maximum of 255 EBCDIC characters. Use the following rules when entering
a value for this field:

• If the data contains parentheses, commas, blanks, or semicolons, enclose the character
string in single quotation marks. For example, if the data is (123), you must enter
WAACCNT'(123)').

• If a single quotation mark is intended to be part of the data, use two single quotation marks
together for each single quotation mark within the string, and enclose the entire string within
single quotation marks.

The NOWAACCNT suboperand deletes the account number from the user profile.

WAADDRn(address-line-n) | NOWAADDRn
Where n can be 1 - 4, address-line-n specifies other address lines for SYSOUT delivery. For
each line of the address you can specify a maximum of 60 EBCDIC characters. Both uppercase
and lowercase characters are accepted and maintained in the case in which they are entered.

Use the following rules when entering a value for this field:

• If the data contains parentheses, commas, blanks, or semicolons, enclose the character
string in single quotation marks. For example, if the data is (123), you must enter
WAADDR('(123)').

• If a single quotation mark is intended to be part of the data, use two single quotation marks
together for each single quotation mark within the string, and enclose the entire string within
single quotation marks.

The NOWAADDR suboperand deletes address line n from the user profile.

WABLDG(building) | NOWABLDG
Specifies the building that SYSOUT information is to be delivered to.

You can specify a maximum of 60 EBCDIC characters. Both uppercase and lowercase
characters are accepted and maintained in the case in which they are entered.

Use the following rules when entering a value for this field:

• If the data contains parentheses, commas, blanks, or semicolons, enclose the character
string in single quotation marks. For example, if the data is (123), you must enter
WABLDG('(123)').

• If a single quotation mark is intended to be part of the data, use two single quotation marks
together for each single quotation mark within the string, and enclose the entire string within
single quotation marks.

The NOWABLDG suboperand deletes the building from the profile.

WADEPT(department) | NOWADEPT
Specifies the department that SYSOUT information is to be delivered to.

You can specify a maximum of 60 EBCDIC characters. Both uppercase and lowercase
characters are accepted and maintained in the case in which they are entered.

Use the following rules when entering a value for this field:
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• If the data contains parentheses, commas, blanks, or semicolons, enclose the character
string in single quotation marks. For example, if the data is (123), you must enter
WADEPT('(123)').

• If a single quotation mark is intended to be part of the data, use two single quotation marks
together for each single quotation mark within the string, and enclose the entire string within
single quotation marks.

The NOWADEPT suboperand deletes the department from the profile.

WANAME(name) | NOWANAME
Specifies the name of the user SYSOUT information is to be delivered to.

You can specify a maximum of 60 EBCDIC characters. Both uppercase and lowercase
characters are accepted and maintained in the case in which they are entered.

Use the following rules when entering a value for this field:

• If the data contains parentheses, commas, blanks, or semicolons, enclose the character
string in single quotation marks. For example, if the data is (123), you must enter
WANAME('(123)').

• If a single quotation mark is intended to be part of the data, use two single quotation marks
together for each single quotation mark within the string, and enclose the entire string within
single quotation marks.

The NOWANAME suboperand deletes the name from the profile.

WAROOM(room) | NOWAROOM
Specifies the room SYSOUT information is to be delivered to.

You can specify a maximum of 60 EBCDIC characters. Both uppercase and lowercase
characters are accepted and maintained in the case in which they are entered.

Use the following rules when entering a value for this field:

• If the data contains parentheses, commas, blanks, or semicolons, enclose the character
string in single quotation marks. For example, if the data is (123), you must enter
WAROOM('(123)').

• If a single quotation mark is intended to be part of the data, use two single quotation marks
together for each single quotation mark within the string, and enclose the entire string within
single quotation marks.

The NOWAROOM suboperand deletes the room from the profile.

WAEMAIL(e-mail) | NOWAEMAIL
Specifies the user's fully qualified e-mail address in the format user@domain, such as
jasper@moes.bar.com. Both uppercase and lowercase characters are accepted and
maintained in the case in which they are entered.

Use the following rules when entering a value for this field:

• The minimum length of the e-mail address is 3 characters and the maximum length is 246
characters.

• If the data contains parentheses, commas, blanks, or semicolons, enclose the character
string in single quotation marks. For example, if the data is joe@a.(b).com, you must enter
WAEMAIL('joe@a.(b).com').

• If a single quotation mark is intended to be part of the data, use two single quotation marks
together for each single quotation mark within the string, and enclose the entire string within
single quotation marks.

• To specify WAEMAIL, the RACF database must be at stage 3 of application identity mapping
(AIM). For details about using the IRRIRA00 utility to advance the RACF database to AIM
stage 3, see z/OS Security Server RACF System Programmer's Guide.
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• The value that is specified must be unique. Consequently, a list of users cannot be specified
on an ADDUSER command with WAEMAIL keyword.

The NOWAEMAIL suboperand deletes the e-mail address from the profile.

NOWORKATTR
Specifies that you want to delete the work attributes previously defined for a user.

Examples

Example Activity label Description

1 Operation User IA0 wants to alter the level of group authority from USE to CREATE for
user DAF0 in the user's (DAF0's) default group so user DAF0 can define
generic profiles for data sets in group RESEARCH.

Known User IA0 is the owner of user DAF0 and has JOIN authority in the group
RESEARCH.

The default group for user DAF0 is RESEARCH.

User IA0 wants to issue the command as a RACF TSO command.

Command ALTUSER DAF0 AUTHORITY(CREATE)

Defaults GROUP(RESEARCH)

2 Operation User CD0 wants to correct his name and change his default group to
PAYROLL.

Known The default group for user CD0 is RESEARCH.

User CD0 has USE authority in the group PAYROLL.

User CD0 wants to issue the command as a RACF TSO command.

Command ALTUSER CD0 NAME(CDAVIS) DFLTGRP(PAYROLL)

Defaults None.

3 Operation User IA0 wants to add the FINANCIAL category and the CONFIDENTIAL
security level to user ESH25's profile and restrict the user's access to the
system to weekdays from 8:00 a.m. - 8:00 p.m.

Known User IA0 is connected to group PAYROLL with the group-SPECIAL attribute.
Group PAYROLL is user ESH25's default group.

User IA0's profile includes the FINANCIAL category and the
CONFIDENTIAL security level. The FINANCIAL category and the
CONFIDENTIAL security level have been defined to RACF.

User IA0 wants to issue the command as a RACF TSO command.

Command ALTUSER ESH25 ADDCATEGORY(FINANCIAL)
SECLEVEL(CONFIDENTIAL)
WHEN(DAYS(WEEKDAYS)TIME(0800:2000))

Defaults None.
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Example Activity label Description

4 Operation User RADM02 wants to revoke the user ID of an employee, user D5819,
who will be on vacation for three weeks, starting on August 5, 1994. User
RADM02 wants to direct the command to run at the local node under the
authority of user HICKS and prohibit the command from being
automatically directed to other nodes.

Known Users RADM02 and HICKS have the SPECIAL attribute. Today's date is
August 3, 1994. User RADM02 wants to issue the command as a RACF TSO
command. Users RADM02 and HICKS have an already established user ID
association.

Command ALTUSER D5819 REVOKE(8/5/94) RESUME(8/26/94)
ONLYAT(.HICKS)

Results The command is only processed on the local node and not automatically
directed to any other nodes in the RRSF configuration.

5 Operation User RGB01 wants to remove all class authorities and the AUDITOR
attribute from USER1, and wants to audit all activity by user USER1.

Known User RGB01 has the SPECIAL and AUDITOR attributes.

User USER1 is an existing user.

User RGB01 wants to issue the command as a RACF TSO command.

Command ALTUSER USER1 NOCLAUTH(USER TERMINAL) NOAUDITOR UAUDIT

Defaults None.

6 Operation User RADMIN wants to change the installation-defined information
contained in the SJR1 user ID entry, and delete the model name
information.

Known User RADMIN is the owner of user ID SJR1. User RADMIN wants to issue
the command as a RACF TSO command.

Command ALTUSER SJR1 DATA('RESOURCE USAGE ADMINISTRATOR NAME TOM
P.') NOMODEL

Defaults None.
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Example Activity label Description

7 Operation User VROGERS wants to change default TSO logon information for user
BNORTH. User BNORTH requires the following changes:

• A new TSO account number, 12345
• A new TSO logon procedure, LPROC12
• A new SYSOUT data set destination, BL2030
• A new SYSOUT class, Z
• A new maximum region size, 18000.

Known • User VROGERS has the SPECIAL attribute.
• User BNORTH has been defined to RACF with authority to use TSO.
• 12345 has been defined to RACF as a profile in the ACCTNUM general

resource class, and user BNORTH has been given READ access to this
profile.

• LPROC12 has been defined to RACF as a profile in the TSOPROC general
resource class, and user BNORTH has been given READ access to this
profile.

• User VROGERS wants to issue the command as a RACF TSO command.

Command ALTUSER BNORTH TSO(ACCTNUM(12345) PROC(LPROC12)
DEST(BL2030) SYS(Z) MAXSIZE(18000))

Defaults None.

8 Operation User MIKEM wants to make the following changes to the profile for user
MARTIN:

• Change the default DFP management class to MGMT617
• Change the default DFP storage class to STOR533
• Delete the default DFP data application.

Known • User MIKEM has the SPECIAL attribute.
• User MARTIN has been defined to RACF, and MARTIN's user profile

contains a DFP segment.
• MGMT617 has been defined to RACF as a profile in the MGMTCLAS

general resource class, and user MARTIN has been given READ access to
this profile.

• STOR533 has been defined to RACF as a profile in the STORCLAS general
resource class, and user MARTIN has been given READ access to this
profile.

• User MIKEM wants to issue the command as a RACF TSO command.

Command ALTUSER MARTIN DFP(MGMTCLAS(MGMT617) STORCLAS(STOR533)
NODATAAPPL))

Defaults None.
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Example Activity label Description

9 Operation A user with SPECIAL authority wants to make existing z/OS UNIX System
Services user CSMITH a superuser and delete PROGRAM from CSMITH's
profile so that the default z/OS UNIX shell program is used when CSMITH
enters the TSO/E command OMVS.

Known User CSMITH is already defined to OMVS. The user with SPECIAL authority
wants to issue the command as a RACF TSO command.

Command ALTUSER CSMITH OMVS(UID(0) NOPROGRAM)

Defaults None.

10 Operation A user with SPECIAL authority wants to make existing z/OS UNIX System
Services DCE user, CSMITH, a z/OS UNIX System Services superuser and
change the HOMECELL name to /.../hootie.scarol.ibm.com.

Known The DCE UUID for the /.../hootie.scarol.ibm.com cell is 003456ab-
ecb7-7de3-ebda-95531ed63dae.

Command ALTUSER CSMITH OMVS(UID(0))
DCE(HOMECELL('/.../hootie.scarol.ibm.com')
HOMEUUID(003456ab-ecb7-7de3-ebda-95531ed63dae))

Defaults None.

11 Operation A help desk consultant wants to reset a user's password.

Known • The consultant is authorized to reset passwords
• The consultant's RACF user ID (or RACF group associated with the help

desk consultant's user ID) has been permitted by the security
administrator with READ access to the RACF FACILITY class profile
IRR.PASSWORD.RESET.

• The help desk consultant is resetting user JIMBOB's password.

Command ALTUSER JIMBOB PASSWORD(TEMP012X)

Defaults EXPIRED

12 Operation A help desk consultant wants to reset an application's password.

Known A help desk consultant has been authorized to reset passwords. The
consultant's RACF user ID (or the RACF group associated with the
consultant's user ID) has been permitted by the security administrator with
UPDATE access to the RACF FACILITY class profile IRR.PASSWORD.RESET.

In this example, at the request of operations personnel, the consultant is
resetting the user ID associated with an application called CUSTAPP.

The consultant uses the NOEXPIRED operand so the application user ID
(CUSTAPP in this example) does not need to change the password when it
is logged on.

To reset the application's password, the consultant enters:

Command ALTUSER CUSTAPP PASSWORD(STBR01R) NOEXPIRED

Note: The password value STBR01R must satisfy the installation's
password quality rules enforced by both SETROPTS and ICHPWX01.

Defaults None.
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Example Activity label Description

13 Operation User RACFADM with SPECIAL or UPDATE authority requests the alteration
of a RACF user to add Lotus Notes information and to delete the NDS
segment from the user's profile.

Known User RACFADM has SPECIAL authority or UPDATE authority to the desired
field within the segment.

Command ALTUSER PCUSER2 LNOTES(SNAME(B.B.SMITH)) NONDS

Defaults None.

14 Operation User RACFADM with SPECIAL authority adds the user IDs PUBLIC,
RACFU00, and USER04. The user ID PUBLIC is then altered and is assigned
RESTRICTED access.

Known User RACFADM has SPECIAL authority.

Command
ADDUSER (PUBLIC RACFU00 USER004)
ALTUSER PUBLIC RESTRICTED
ADDSD 'RACFU00.*' UACC(READ) 

Defaults RACFU00, USER004, and PUBLIC have NORESTRICTED access by default.

15 Operation An existing user, whose RACF user profile is RONTOMS, is defining a z/OS
Integrated Security Services Network Authentication Service account within
the local realm. MAXTKTLFE is not specified, so the value specified on the
definition of the local realm KERBDFLT in the REALM class is used.

Known User RONTOMS wants to alter his user profile in order to add z/OS
Integrated Security Services Network Authentication Service information.

Command ALTUSER RONTOMS KERB(KERBNAME('KerberizedUser'))
PASSWORD(BUNG21R) NOEXPIRED

Defaults None.

16 Operation User RACFADMN issues a command to delete the profile that references the
EIM domain in the LDAPBIND class for user MRSERVER.

Known The profile in the LDAPBIND class that defines the EIM LDAP values is no
longer required for EIM processing

Command ALTUSER MRSERVER EIM(NOLDAPPROF)

Defaults None.

17 Operation User RACFADM with SPECIAL authority alters a user's values for allowable
shared and nonshared memory allocation.

Known User RACFADM has SPECIAL authority.

Command ALTUSER OMVSUSER OMVS(SHMEMMAX(5M) MEMLIMIT(1G))

Defaults None.

Output See Figure 2 on page 87
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LU OMVSUSER OMVS NORACF

USER=OMVSUSER 

OMVS INFORMATION 
---------------- 
 UID= 0000000005  
 CPUTIMEMAX= NONE 
 ASSIZEMAX= NONE  
 FILEPROCMAX= NONE
 PROCUSERMAX= NONE
 THREADSMAX= NONE 
 MMAPAREAMAX= NONE
 MEMLIMIT= 1G   
 SHMEMMAX= 5M

Figure 2: Output for ALTUSER command for OMVS Segment

LISTUSER (List user profile)

Purpose

Use the LISTUSER command to list the details of specific RACF user profiles. A user profile consists of a
BASE segment and, optionally, other segments such as TSO and DFP. The LISTUSER command provides
you with the option of listing the information contained in the entire user profile (all segments), or listing
the information contained only in specific segments of the user profile.

You cannot use the LISTUSER command to list information about user ID associations; you must use the
RACLINK command.

The details RACF lists from the BASE segment for each user profile are:

• The user ID
• The user's name or UNKNOWN, if the user's name was not specified on the ADDUSER command
• The owner of the user's profile
• The date the user was defined to RACF
• The default group
• The date the user's password was last updated
• The date the user's password phrase was last updated
• The change interval (in number of days)
• Information about the user's password envelope and password phrase envelope, if any. (See "Details

about listing envelope information".)
• The user's attributes
• The date and time the user last entered the system
• The classes in which the user is authorized to define profiles
• The installation-defined data

– If your z/OS installation is configured as a multilevel-secure environment, this information is not
listed in your output. The output line * SUPPRESSED * appears under the installation data field.
Only those with SPECIAL will be allowed to list the field.

• The name of default data set model profile
• Any REVOKE or RESUME processing either in effect or pending, with the corresponding dates even if

they have passed
• The security label, the security level, and category
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– When you specify the user ID on the LISTUSER command, the default security label from the user
profile in the RACF database is displayed in the output.

– When you do not specify the user ID on the LISTUSER command, the security label you are currently
logged on with (from the in-storage ACEE control blocks) is displayed in the output.

In addition, RACF lists the following information from the BASE segment of the user profile for each group
to which the user is connected: 

• The group name
• The user's authority in the group
• The user ID of the person who connected the user to this group
• The date the user was connected to this group
• The number of times the user has entered the system with this group as the current connect group
• The default universal access authority
• The date and time the user last entered the system using this group as the current connect group
• The connect attributes (group-related user attributes).

Details about listing a user's envelope information:

• Listing information about password envelopes:

– Information about a user's password envelope is displayed only if the user does not have the
PROTECTED attribute.

– If the user's password is enveloped (regardless of whether password enveloping is enabled), the
PASSWORD ENVELOPED=YES line is displayed.

– If the user's password is not enveloped and password enveloping is enabled, the PASSWORD
ENVELOPED=NO line is displayed.

– If the user's password is not enveloped and password enveloping is not enabled, no output line about
password enveloping is displayed.

• Listing information about password phrase envelopes:

– Information about a user's password phrase envelope is displayed only if the user does not have the
PROTECTED attribute.

– If the user's password phrase is enveloped (regardless of whether password phrase enveloping is
enabled), the PHRASE ENVELOPED=YES line is displayed.

– If the user's password phrase is not enveloped and password phrase enveloping is enabled, the
PHRASE ENVELOPED=NO line is displayed.

– If the user's password phrase is not enveloped and password phrase enveloping is not enabled, or if
the user has no password phrase, no output line about password phrase enveloping is displayed.

RACF date handling: RACF interprets dates with 2-digit years as follows. (The yy value represents the 2-
digit year.)

• If 70 <  yy <= 99, the date is interpreted as 19yy.
• If 00 <= yy <= 70, the date is interpreted as 20yy.

Issuing options

The following table identifies the eligible options for issuing the LISTUSER command:

As a RACF TSO
command?

As a RACF
operator
command?

With command
direction?

With automatic
command
direction?

From the RACF
parameter library?

Yes Yes Yes No Yes
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You must be logged on to the console to issue this command as a RACF operator command.

Authorization required

When issuing this command as a RACF operator command, you might require sufficient authority to the
proper resource in the OPERCMDS class. For details about OPERCMDS resources, see Controlling the use
of operator commands in z/OS Security Server RACF Security Administrator's Guide.

To specify the AT keyword, you must have READ authority to the DIRECT.node resource in the RRSFDATA
class and a user ID association must be established between the specified node.userid pair(s).

To specify the ONLYAT keyword you must have the SPECIAL attribute, the userid specified on the ONLYAT
keyword must have the SPECIAL attribute, and a user ID association must be established between the
specified node.userid pair(s) if the user IDs are not identical.

Listing the BASE segment of a user profile: You can always list the details of the BASE segment of your
own user profile. To list details of the BASE segment of another user's profile, one of the following
conditions must be true:

• You are the owner of the user's profile.
• You have the SPECIAL attribute.
• The user's profile is within the scope of a group in which you have the group-SPECIAL attribute.
• You have the AUDITOR or the ROAUDIT attribute.
• The user's profile is within the scope of a group in which you have the group-AUDITOR attribute.
• You have READ access to the IRR.LISTUSER resource in the FACILITY class and the user does not have

the SPECIAL, AUDITOR, ROAUDIT, or OPERATIONS attribute.
• You have READ access to an appropriate resource (IRR.LU.OWNER.owner or IRR.LU.TREE.owner) in the

FACILITY class, and both of the following conditions are also true:

– The user does not have the SPECIAL, AUDITOR, ROAUDIT, or OPERATIONS attribute. (You can list a
PROTECTED user.)

– You are not excluded from listing the user by the IRR.LU.EXCLUDE.excluded-user resource in the
FACILITY class.

For more information about the IRR.LU profiles, see z/OS Security Server RACF Security Administrator's
Guide.

To list details of the BASE segment of all RACF-defined user profiles (by specifying the asterisk (*)
operand), one of the following conditions must be true for each listed profile:

• You are the owner of the user's profile. RACF lists the BASE segment for all the user profiles that you
own.

• You have the SPECIAL attribute. RACF lists the BASE segment for all user profiles.
• The user's profile is within the scope of a group in which you have the group-SPECIAL attribute. RACF

lists the BASE segment for all the user profiles within the scope of your group.
• You have the AUDITOR or ROAUDIT attribute. RACF lists the BASE segment for all user profiles.
• The user's profile is within the scope of a group in which you have the group-AUDITOR attribute. RACF

lists the BASE segment for all the user profiles within the scope of your group.
• You have READ access to the IRR.LISTUSER resource in the FACILITY class and the user does not have

any of the SPECIAL, AUDITOR, ROAUDIT, or OPERATIONS attributes.

If you have the group-SPECIAL or group-AUDITOR attribute and your installation has assigned security
levels and security categories to user profiles, you must have the following to be able to display the BASE
segment of a user's profile:

• A security level equal to, or greater than, that in the user profile you are trying to display

LISTUSER

RACF commands for IBM MFA  89



• All security categories contained in the user profile you are trying to display contained in your own user
profile.

If you have the AUDITOR or ROAUDIT attribute, or the profile is within the scope of a group in which you
the group-AUDITOR attribute, RACF also lists the value of the UAUDIT/NOUAUDIT operand.

Listing the other segments of a user profile: To list information from segments other than the BASE
segment for a user profile, including your own, one of the following conditions must be true:

• You have the SPECIAL, AUDITOR or ROAUDIT attribute
• You have at least READ authority to the desired field within the segment through field-level access

checking.

Syntax

[subsystem-prefix] {LISTUSER | LU}

[ (userid ...) | * ]

[ AT([node].userid ...) | ONLYAT([node].userid ...) ]

[ CICS ]

[ CSDATA ]

[ DCE ]

[ DFP ]

[ EIM ]

[ KERB ]

[ LANGUAGE ]

[ LNOTES ]

[ MFA ]

[ NDS ]

[ NETVIEW ]

[ NORACF ]

[ OMVS ]

[ OPERPARM ]

[ OVM ]

[ PROXY ]
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[ TSO ]

[ WORKATTR ]

Parameters
subsystem-prefix

Specifies that the RACF subsystem is the processing environment of the command. The subsystem
prefix can be either the installation-defined prefix for RACF (1 - 8 characters) or, if no prefix has been
defined, the RACF subsystem name followed by a blank. If the command prefix was registered with
CPF, you can use the MVS command D OPDATA to display it or you can contact your RACF security
administrator.

Only specify the subsystem prefix when issuing this command as a RACF operator command. The
subsystem prefix is required when issuing RACF operator commands.

userid | *
userid

Specifies the user ID of one or more RACF-defined users. If you specify more than one user ID,
you must enclose the list of user IDs in parentheses.

*
Specifies that you want to list information contained in all RACF-defined user profiles to which you
have the required authority.

Important: On a system with many users defined, the use of * might result in a large amount of
output and might not be useful to a user issuing the command. It might be more appropriate for
the user to browse the output of IRRDBU00 (database unload) or to write a program to process
the IRRDBU00 output and produce a report showing only the subset of information that is of
interest to the user. The processing of output of LISTUSER by programs is not supported nor
recommended by IBM. If you want a listing of all the groups for use by a program you should
instead have the program process the output from IRRDBU00, RACROUTE REQUEST=EXTRACT, or
ICHEINTY.

The userid value or an asterisk (*) must be specified if you specify any other operand in the LISTUSER
command, and must be the first operand following LISTUSER.

If you enter LISTUSER and specify one or more user IDs, or an asterisk (*), without specifying an
additional operand, RACF lists only the BASE segment information from the specified profiles. 

If you enter only LISTUSER, RACF lists only the BASE segment information from your own user profile.

Note: You cannot use the LISTUSER command for user IDs that have mixed-case characters, such as
irrcerta, irrsitec, and irrmulti (which are associated with digital certificates).

AT | ONLYAT
The AT and ONLYAT keywords are only valid when the command is issued as a RACF TSO command.
AT([node].userid ...)

Specifies that the command is to be directed to the node specified by node, where it runs under
the authority of the user specified by userid in the RACF subsystem address space.

If node is not specified, the command is directed to the local node.

ONLYAT([node].userid ...)
LISTUSER is not eligible for automatic command direction. If you specify the ONLYAT keyword, the
effect is the same as if you specified the AT keyword.

CICS
Specifies that you want to list the information contained in the CICS segment of the user's profile.

The details RACF lists from the CICS segment of the user's profile are:

• The classes assigned to this operator to which BMS messages are sent.
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Note: The values of the classes are listed in a three digit format, even though a maximum of two
digits are used to define the value.

• Whether the operator are forced off when an XRFSOFF takeover occurs.
• The operator identification.
• The priority of the operator.
• The time in hours and minutes that the operator is allowed to be idle before being signed off.
• Resource security level (RSL) keys, if any are assigned to the user. If 99 is displayed, this indicates

that all RSL keys are assigned to the user (1 - 24, inclusive). If 0 is displayed, no RSL keys are
assigned to the user.

• Transaction security level (TSL) keys, if any are assigned to the user. If 99 is displayed, this indicates
that all TSL keys are assigned to the user (1 - 64, inclusive). If 0 is displayed, no TSL keys are
assigned to the user.

CSDATA
Specifies that you want to list custom field information for this user. The custom field information in
the CSDATA segment for this user was added using the ADDUSER and ALTUSER commands.

Usage for each custom field is defined using the CFDEF operand of the RDEFINE command for
resource profiles in the CFIELD class. Contact your security administrator to see how custom fields
are used at your installation. For more information about custom fields, see z/OS Security Server RACF
Security Administrator's Guide.

DCE
Specifies that you want to list the information contained in the DCE segment of the user's profile.

The details that RACF lists from the DCE segment are:

• The DCE universal unique identifier
• The DCE principal name
• The DCE home cell name
• The DCE home cell universal unique identifier
• The DCE AUTOLOGIN indicator.

If there is no DCENAME or HOMECELL for this segment, the field name is not displayed. However, if
UUID or HOMEUUID was not specified when the DCE segment was added to the user profile, the word
NONE appears in the listing.

DFP
Specifies that you want to list the information contained in the DFP segment of the user's profile.

The details RACF lists from the DFP segment of the user's profile are:

• The user's default data class
• The user's default management class
• The user's default storage class
• The data management data application for the user.

EIM
Specifies that the Enterprise Identity Mapping (EIM) segment information should be listed.

KERB
Specifies that you want to list the information contained in the KERB segment of the user's profile.

The details that RACF lists from the KERB segment of the user's profile are:

• The encryption value settings (ENCRYPT values or NOENCRYPT)
• The local kerberos-principal-name (KERBNAME)
• The max-ticket-life associated with this local principal (MAXTKTLFE)
• The current z/OS Network Authentication Service key version (KEY VERSION)
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• The authenticator used to generate the current user's z/OS Network Authentication Service keys
(KEY FROM)

– When PASSWORD is displayed, the current keys were derived from the user's password.
– When PHRASE is displayed, the current keys were derived from the user's password phrase.

LANGUAGE
Specifies that you want to list the information contained in the LANGUAGE segment of the user's
profile.

The 3-character language code and, if defined, the 24-character language name, is displayed. NOT
SPECIFIED indicates that no language has been specified.

If the code is displayed without a name, one of the following is true:

• The MVS message service was not active
• The language was not active.

If the language code equals the language name, one of the following is true:

• There was no language name defined on your system
• The language name was defined to be the same as the language code.

The details RACF lists from the LANGUAGE segment of the user's profile are:

• The user's primary language, if one has been specified
• The user's secondary language, if one has been specified.

LNOTES
Specifies that you want to list the information for the Lotus Notes for z/OS short-name, which is
contained in the LNOTES segment of the user's profile.

MFA
Specifies that multi-factor authentication information should be listed for the user. The MFA keyword
is ignored when NORACF is specified.

NDS
Specifies that you want to list the information for the Novell Directory Services for OS/390 user-name,
which is contained in the NDS segment of the user's profile.

NETVIEW
Specifies that you want to list the information contained in the NETVIEW segment of the user's profile.

The details RACF lists from the NETVIEW segment of the user's profile are:

• The command or command line to be processed by NetView for this operator
• The default MCS console identifier
• Whether security checking should be done for this NetView operator
• Whether this operator can receive unsolicited messages
• The count of operator class values
• The list of NetView scope classes for which this operator has authority
• The number of domains this NetView operator controls
• The list of identifiers of NetView programs in another NetView domain for which this operator has

authority
• Whether this operator has administrator authority to the NetView Graphic Monitor Facility (NGMF).

If there is no information in the fields of the NETVIEW segment, the field name is not displayed (with
the exception of SIZE, MAXSIZE, and USERDATA).

NORACF
Specifies that you want to suppress the listing of BASE segment information from the user's profile.

If you specify NORACF, you must also specify at least one segment name.
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The information displayed as a result of using the NORACF operand is dependent on other operands
used in the command. For example, if you use NORACF with TSO or DFP also specified, only that
information (TSO or DFP) is displayed. User profiles that do not have at least one of the specified
segments appear in the command output. 

The information displayed as a result of using the NORACF operand is dependent on other operands
used in the command. For example, if you use NORACF with TSO or DFP also specified, only that
information (TSO or DFP) is displayed.

When you specify an asterisk (*) in place of the user ID, only user profiles with at least one of the
specified segments appear in the command output. (See “userid” on page 91 for an important note
about specifying an asterisk with the LISTUSER command.)

If you do not specify NORACF, RACF displays the information in the BASE segment of a user profile.

OMVS
Specifies that you want to list the information contained in the OMVS segment of the user's profile.

The details RACF lists from the OMVS segment are:

• The user identifier
• The initial directory path name
• The program path name
• The CPU time, in seconds, the user's processes can use
• The address space region size, in bytes, the user's processes can use
• The maximum number of active or open files the user can have
• The maximum number of active processes the user can have
• The maximum number of threads the user can have
• The maximum amount of space, in pages, the user can map in storage.

Note: If CPUTIMEMAX, ASSIZEMAX, FILEPROCMAX, PROCUSERMAX, THREADSMAX, or
MMAPAREAMAX is not specified, or is removed with the ALTUSER command, the word NONE appears
in the listing. In such situations, z/OS UNIX uses its system level values for limit values.

If there is no HOME or PROGRAM information, the field name is not displayed. However, the word
NONE appears in the listing if the UID was not specified, or if the UID was removed using the NOUID
operand on the ALTUSER command.

OPERPARM
Specifies that you want to list the information contained in the OPERPARM segment of the user's
profile.

The details RACF lists from the OPERPARM segment of the user's profile are:

• The alternate console group (ALTGRP)
• The operator authority (AUTH)
• Whether the console receives messages that can be automated in a sysplex environment.
• The system name for commands from this console (CMDSYS)
• Whether, and what kind of, delete operator messages are received (DOM)
• The searching key (KEY)
• The message level information (LEVEL)
• Whether system command responses are logged (LOGCMDRESP)
• The message format (MFORM)
• Whether this console is assigned a migration ID (MIGID)
• Event information (MONITOR)
• The systems this console can receive undirected messages from (MSCOPE)
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• Routing code information (ROUTCODE)
• Storage information (STORAGE)
• Whether this console receives undeliverable messages (UD).

If there is no information in a field in the user's profile for this segment, the field name is not
displayed. However, if no value was specified for STORAGE when the OPERPARM segment was added
to the user profile, STORAGE=0 appears in the listing.

OVM
Specifies that you want to list the information contained in the OVM segment of the user's profile.

The details that RACF lists from the OVM segment are the z/OS UNIX System Services user's:

• User identifier
• Initial directory path name
• Program path name
• File system root name.

If there is no HOME, PROGRAM, or FSROOT information, the field name is not displayed. However, the
word NONE appears in the listing if the UID was not specified, or if the UID was removed using the
NOUID operand on the ALTUSER command.

PROXY
Specifies that PROXY segment information should be listed.

The BINDPW password value will not be listed. If a BINDPW password value is defined for a user,
LISTUSER will display YES for the PROXY segment BINDPW attribute. If no BINDPW password value
has been defined, LISTUSER will display NO for the PROXY segment BINDPW attribute.

TSO
Specifies that you want to list the information contained in the TSO segment of the user's profile.

The details RACF lists from the TSO segment of the user's profile are:

• The user's default account number when logging on from the TSO/E logon panel
• The destination ID for SYSOUT data sets
• The user's default HOLDCLASS
• The user's default JOBCLASS
• The user's default MSGCLASS
• The user's default SYS
• The maximum region size
• The default region size
• The logon procedure name
• The unit name
• The optional user data
• The user's security label
• The default command to be run during the TSO/E logon.

If there is no information in the fields of the TSO segment, the field name is not displayed (with the
exception of SIZE, MAXSIZE, and USERDATA).

WORKATTR
Specifies that you want to list the information contained in the WORKATTR segment of the user's
profile.

The details RACF lists for the distribution information from the user's WORKATTR segment are:

• The name of the user (WANAME)
• The building (WABLDG)
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• The department (WADEPT)
• The room (WAROOM)
• Up to four additional lines of output distribution information (WAADDRn)
• An account number for APPC/MVS processing (WAACCNT).
• An e-mail address for the user (WAEMAIL).

Examples

Example Activity label Description

1 Operation User DAF0 wants to list the user attributes from the BASE segment of her
user profile.

Known User DAF0 is RACF-defined. User DAF0 wants to issue the command as a
RACF TSO command.

Command LISTUSER

Defaults DAF0 (userid)

Output See Figure 3 on page 100.

2 Operation User CALTMANN wants to list the user attributes from the BASE segment of
profiles for users IBMUSER, CALTMANN, and DAF0.

Known User CALTMANN has the SPECIAL and AUDITOR attributes. User
CALTMANN wants to issue the command as a RACF TSO command.

Command LISTUSER (IBMUSER CALTMANN DAF0)

Defaults None.

Output See Figure 4 on page 101.

3 Operation User ADM1 wants to list the user attributes from the BASE segment and
TSO segment of the profile for user DAF0.

Known User ADM1 has the SPECIAL and AUDITOR attributes.

User DAF0 is defined to RACF with authority to use TSO.

User ADM1 wants to issue the command as a RACF TSO command.

Command LISTUSER DAF0 TSO

Defaults None.

Output See Figure 5 on page 102.

4 Operation User ADM1 wants to list the user attributes from only the TSO segment of
the profile for user DAF0.

Known User ADM1 has the SPECIAL and AUDITOR attributes.

User DAF0 is defined to RACF with authority to use TSO.

User ADM1 wants to issue the command as a RACF TSO command.

Command LISTUSER DAF0 NORACF TSO

Defaults None.

Output See Figure 6 on page 102.
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Example Activity label Description

5 Operation User ADM1 wants to list the user attributes from the BASE segment and
DFP segment of the profile for user DAF0.

Known User ADM1 has the SPECIAL and AUDITOR attributes.

User DAF0 is defined to RACF and DAF0's profile contains a DFP segment.

User ADM1 wants to issue the command as a RACF TSO command.

Command LISTUSER DAF0 DFP

Defaults None.

Output See Figure 7 on page 103.

6 Operation User ADM1 wants to list the user attributes from only the DFP segment of
the profile for user DAF0.

Known User ADM1 has the SPECIAL and AUDITOR attributes.

User DAF0 is defined to RACF and DAF0's profile contains a DFP segment.

User ADM1 wants to issue the command as a RACF TSO command.

Command LISTUSER DAF0 NORACF DFP

Defaults None.

Output See Figure 8 on page 103.

7 Operation User ADM1 wants to list the user attributes from only the CICS segment of
the profile for user DAF0.

Known User DAF0 is defined to RACF and DAF0's profile contains a CICS segment.

User running CICS in a distributed environment.

User ADM1 wants to issue the command as a RACF TSO command.

Command LISTUSER DAF0 NORACF CICS

Defaults None.

Output See Figure 9 on page 103.

8 Operation User ADM1 wants to list the user attributes from only the LANGUAGE
segment of the profile for user DAF0.

Known User ADM1 has the SPECIAL and AUDITOR attributes.

User DAF0 is defined to RACF and DAF0's profile has American English
(language code ENU) defined as her primary language and German
(language code DEU) defined as her secondary language.

User ADM1 wants to issue the command as a RACF TSO command.

Command LISTUSER DAF0 NORACF LANGUAGE

Defaults None.

Output See Figure 10 on page 104.
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Example Activity label Description

9 Operation User ADM1 wants to list the user attributes from only the OPERPARM
segment of the profile for user DAF0.

Known User ADM1 has the SPECIAL and AUDITOR attributes.

User DAF0 is defined to RACF and DAF0's profile contains an OPERPARM
segment.

User ADM1 wants to issue the command as a RACF TSO command.

Command LISTUSER DAF0 NORACF OPERPARM

Defaults None.

Output See Figure 11 on page 104.

10 Operation User ADM1 wants to list the user attributes from the OMVS segment of the
profile for user CSMITH.

Known User ADM1 has the SPECIAL attribute.

User CSMITH is defined to RACF and CSMITH's profile contains an OMVS
segment.

User ADM1 wants to issue the command as a RACF TSO command.

Command LISTUSER CSMITH OMVS NORACF

Defaults None.

Output See Figure 12 on page 104.

11 Operation User ADM1 wants to list the user attributes from the OMVS segment of the
profile for user CSMITH.

Known User ADM1 has the SPECIAL attribute.

User CSMITH is defined to RACF and CSMITH's profile contains an OMVS
segment, but there was no value specified for HOME or PROGRAM in the
OMVS segment for this profile. Defaults were used.

User ADM1 wants to issue the command as a RACF TSO command.

Note: If the user also has no user limits because the defaults were taken,
CPUTIMEMAX, ASSIZEMAX, FILEPROCMAX, PROCUSERMAX,
THREADSMAX, and MMAPAREAMAX will display NONE as their value.

Command LISTUSER CSMITH OMVS NORACF

Defaults None.

Output See Figure 13 on page 105.

12 Operation User ADM1 wants to list the DCE segment for user CSMITH.

Known User ADM1 has the SPECIAL attribute.

Command LISTUSER CSMITH NORACF DCE

Defaults None.

Output See Figure 14 on page 105.
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Example Activity label Description

13 Operation A security administrator lists the KERB segment of the altered RACF user
profile for RONTOMS.

Known The administrator wants to list the information contained in the KERB
segment of the altered RACF user profile.

Command LISTUSER RONTOMS NORACF KERB

Defaults None.

Output See Figure 15 on page 105.

14 Operation A security administrator lists the PROXY segment of the altered RACF user
profile for MRSERVER.

Known The administrator wants to list the information contained in the PROXY
segment of the altered RACF user profile.

Command LISTUSER MRSERVER PROXY NORACF

Defaults None.

Output See Figure 16 on page 105.

15 Operation A security administrator lists the EIM segment of the RACF user profile for
KCROVE.

Known User ADM1 has the SPECIAL attribute.

Command LISTUSER KCROVE EIM NORACF

Defaults None.

Output See Figure 17 on page 105.

16 Operation User ADM1 wants to list the status of the RACF user profile for UPWENV
who has an enveloped password and an enveloped password phrase.

Known User ADM1 has the SPECIAL attribute. User UPWENV does not have the
PROTECTED attribute.

Command LISTUSER UPWENV

Defaults None.

Output See Figure 18 on page 106.

17 Operation User SECADM wants to list the custom field information for user ANDREW.

Known User SECADM has the SPECIAL attribute.

Command LISTUSER ANDREW CSDATA NORACF

Output See Figure 19 on page 106.

18 Operation User ADM1 wants to list the factor tags for user USER01.

Known User ADM1 has the SPECIAL attribute.

Command LISTUSER USER01 MFA

Output See Figure 20 on page 106.
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 LISTUSER
USER=DAF0     NAME=D.M.BROWN  OWNER=IBMUSER  CREATED=05.228
 DEFAULT-GROUP=RESEARCH  PASSDATE=05.228  PASS-INTERVAL= 30 PHRASEDATE=05.231
 PASSWORD ENVELOPED=NO
 ATTRIBUTES=ADSP
 ATTRIBUTES=PASSPHRASE
 REVOKE DATE=NONE   RESUME DATE=NONE
 LAST-ACCESS=05.228/13:31:11
 CLASS AUTHORIZATIONS=NONE
 NO-INSTALLATION-DATA
 NO-MODEL-NAME
 LOGON ALLOWED   (DAYS)          (TIME)
 --------------------------------------------
 ANYDAY                          ANYTIME
   GROUP=RESEARCH AUTH=JOIN    CONNECT-OWNER=IBMUSER   CONNECT-DATE=05.228
     CONNECTS=    01  UACC=READ    LAST-CONNECT=05.228/13:31:11
     CONNECT ATTRIBUTES=NONE
     REVOKE DATE=NONE   RESUME DATE=NONE
   GROUP=PAYROLLB AUTH=CREATE  CONNECT-OWNER=IBMUSER  CONNECT-DATE=05.228
     CONNECTS=   00  UACC=READ    LAST-CONNECT=UNKNOWN
     CONNECT ATTRIBUTES=NONE
     REVOKE DATE=NONE   RESUME DATE=NONE
 SECURITY-LEVEL=NONE SPECIFIED
 CATEGORY-AUTHORIZATION
  NONE SPECIFIED

Figure 3: Example 1: Output for LISTUSER
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 LISTUSER (IBMUSER CALTMANN DAF0)
USER=IBMUSER  NAME=G. SMITH OWNER=IBMUSER  CREATED=05.163
 DEFAULT-GROUP=SYS1  PASSDATE=05.220  PASS-INTERVAL=N/A  PHRASEDATE=05.231
 PASSWORD ENVELOPED=NO
 ATTRIBUTES=SPECIAL OPERATIONS
 ATTRIBUTES=PASSPHRASE AUDITOR
 REVOKE DATE=NONE   RESUME DATE=NONE
 LAST-ACCESS=05.146/15:45:23
 CLASS AUTHORIZATIONS=NONE
 NO-INSTALLATION-DATA
 NO-MODEL-NAME
 LOGON ALLOWED   (DAYS)          (TIME)
 --------------------------------------------
 ANYDAY                          ANYTIME
  GROUP=SYS1      AUTH=JOIN    CONNECT-OWNER=IBMUSER  CONNECT-DATE=04.263
    CONNECTS=   456  UACC=READ    LAST-CONNECT=05.146/15:45:23
    CONNECT ATTRIBUTES=NONE
    REVOKE DATE=NONE   RESUME DATE=NONE
 SECURITY-LEVEL=NONE SPECIFIED
 CATEGORY-AUTHORIZATION
  NONE SPECIFIED
 SECURITY-LABEL=NONE SPECIFIED

USER=CALTMANN  NAME=C. ALTMANN  OWNER=IBMUSER   CREATED=05.144
 DEFAULT-GROUP=RESEARCH  PASSDATE=00.000 PASS-INTERVAL=254 PHRASEDATE=05.231
 PASSWORD ENVELOPED=NO
 ATTRIBUTES=SPECIAL
 ATTRIBUTES=PASSPHRASE AUDITOR
 REVOKE DATE=NONE   RESUME DATE=NONE
 LAST-ACCESS=05.146/16:16:14
 CLASS AUTHORIZATIONS=USER
 NO-INSTALLATION-DATA
 MODEL-NAME=ALLENA
 LOGON ALLOWED   (DAYS)          (TIME)
 --------------------------------------------
 ANYDAY                          ANYTIME
  GROUP=RESEARCH  AUTH=JOIN    CONNECT-OWNER=IBMUSER  CONNECT-DATE=05.144
    CONNECTS=    01  UACC=READ    LAST-CONNECT=05.146/16:16:14
    CONNECT ATTRIBUTES=OPERATIONS
    REVOKE DATE=NONE   RESUME DATE=NONE
 SECURITY-LEVEL=NONE SPECIFIED
 CATEGORY-AUTHORIZATION
  NONE SPECIFIED
 SECURITY-LABEL=NONE SPECIFIED
USER=DAF0     NAME=D.M.BROWN  OWNER=IBMUSER  CREATED=05.144
 DEFAULT-GROUP=RESEARCH  PASSDATE=00.000 PASS-INTERVAL=254 PHRASEDATE=05.231
 PASSWORD ENVELOPED=NO
 ATTRIBUTES=ADSP
 ATTRIBUTES=PASSPHRASE
 REVOKE DATE=NONE   RESUME DATE=NONE
 LAST-ACCESS=05.146/15:11:31
 CLASS AUTHORIZATIONS=NONE
 NO-INSTALLATION-DATA
 NO-MODEL-NAME
 LOGON ALLOWED   (DAYS)          (TIME)
 --------------------------------------------
 ANYDAY                          ANYTIME
  GROUP=RESEARCH  AUTH=JOIN    CONNECT-OWNER=IBMUSER  CONNECT-DATE=05.144
    CONNECTS=    02  UACC=READ    LAST-CONNECT=05.146/15:11:31
    CONNECT ATTRIBUTES=NONE
    REVOKE DATE=NONE   RESUME DATE=NONE
 SECURITY-LEVEL=NONE SPECIFIED
 CATEGORY-AUTHORIZATION
  NONE SPECIFIED
 SECURITY-LABEL=NONE SPECIFIED

Figure 4: Example 2: Output for LISTUSER (IBMUSER CALTMAN DAF0)
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 LISTUSER DAF0 TSO
USER=DAF0     NAME=D.M.BROWN  OWNER=IBMUSER  CREATED=05.228
 DEFAULT-GROUP=RESEARCH  PASSDATE=05.231 PASS-INTERVAL=30  PHRASEDATE=05.231
 PASSWORD ENVELOPED=NO
 ATTRIBUTES=ADSP
 ATTRIBUTES=PASSPHRASE
 REVOKE DATE=NONE   RESUME DATE=NONE
 LAST-ACCESS=05.228/13:31:11
 CLASS AUTHORIZATIONS=NONE
 NO-INSTALLATION-DATA
 NO-MODEL-NAME
 LOGON ALLOWED   (DAYS)          (TIME)
 --------------------------------------------
 ANYDAY                          ANYTIME
   GROUP=RESEARCH AUTH=JOIN    CONNECT-OWNER=IBMUSER   CONNECT-DATE=05.228
     CONNECTS=    01  UACC=READ    LAST-CONNECT=05.228/13:31:11
     CONNECT ATTRIBUTES=NONE
     REVOKE DATE=NONE   RESUME DATE=NONE
   GROUP=PAYROLLB AUTH=CREATE  CONNECT-OWNER=IBMUSER  CONNECT-DATE=05.228
     CONNECTS=   00  UACC=READ    LAST-CONNECT=UNKNOWN
     CONNECT ATTRIBUTES=NONE
     REVOKE DATE=NONE   RESUME DATE=NONE
 SECURITY-LEVEL=NONE SPECIFIED
 CATEGORY-AUTHORIZATION
  NONE SPECIFIED
 SECURITY-LABEL=NONE SPECIFIED
 TSO INFORMATION
 ---------------
  ACCTNUM= P00F1V
  HOLDCLASS= H
  JOBCLASS= I
  MSGCLASS= A
  PROC= V0LOGON
  SIZE= 00001024
  MAXSIZE= 00002048
  SYSOUTCLASS = A
  UNIT= SYSDA
  USERDATA= 0000

Figure 5: Example 3: Output for LISTUSER DAF0 TSO

 LISTUSER DAF0 NORACF TSO
USER=DAF0
 TSO INFORMATION
  ACCTNUM= P00F1V
  HOLDCLASS= H
  JOBCLASS= I
  MSGCLASS= A
  PROC= V0LOGON
  SIZE= 00001024
  MAXSIZE= 00002048
  SYSOUTCLASS = A
  UNIT= SYSDA
  USERDATA= 0000

Figure 6: Example 4: Output for LISTUSER NORACF TSO
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 LISTUSER DAF0 DFP
USER=DAF0     NAME=D.M.BROWN  OWNER=IBMUSER  CREATED=05.228 
 DEFAULT-GROUP=RESEARCH  PASSDATE=05.228  PASS-INTERVAL=30 PHRASEDATE=05.231
 PASSWORD ENVELOPED=NO
 ATTRIBUTES=ADSP
 ATTRIBUTES=PASSPHRASE
 REVOKE DATE=NONE   RESUME DATE=NONE
 LAST-ACCESS=05.228/13:31:11
 CLASS AUTHORIZATIONS=NONE
 NO-INSTALLATION-DATA
 NO-MODEL-NAME
 LOGON ALLOWED   (DAYS)          (TIME)
 --------------------------------------------
 ANYDAY                          ANYTIME
   GROUP=RESEARCH AUTH=JOIN    CONNECT-OWNER=IBMUSER   CONNECT-DATE=05.228
     CONNECTS=    01  UACC=READ    LAST-CONNECT=05.228/13:31:11
     CONNECT ATTRIBUTES=NONE
     REVOKE DATE=NONE   RESUME DATE=NONE
   GROUP=PAYROLLB AUTH=CREATE  CONNECT-OWNER=IBMUSER  CONNECT-DATE=05.228
     CONNECTS=   00  UACC=READ    LAST-CONNECT=UNKNOWN
     CONNECT ATTRIBUTES=NONE
     REVOKE DATE=NONE   RESUME DATE=NONE
 SECURITY-LEVEL=NONE SPECIFIED
 CATEGORY-AUTHORIZATION
  NONE SPECIFIED
 SECURITY-LABEL=NONE SPECIFIED
 DFP INFORMATION
 ---------------
  MGMTCLAS= DFP5MGMT
  STORCLAS= DFP5STOR
  DATACLAS= DFP5DATA
  DATAAPPL= DFP5APPL

Figure 7: Example 5: Output for LISTUSER DAF0 DFP

 LISTUSER DAF0 NORACF DFP
USER=DAF0
DFP INFORMATION
---------------
 MGMTCLAS= DFP5MGMT
 STORCLAS= DFP5STOR
 DATACLAS= DFP5DATA
 DATAAPPL= DFP5APPL

Figure 8: Example 6: Output for LISTUSER DAF0 NORACF DFP

 LISTUSER DAF0 NORACF CICS
USER=TEST
CICS INFORMATION
----------------
 OPCLASS=001 
 OPIDENT= ID2
 OPPRTY= 00010
 TIMEOUT= 02:30 (HH:MM)
 XRFSOFF= NOFORCE
 RSLKEYS= 00001 00003 00005 00007 00009 00011 00002
 00018 00016 00014 00012 00023 00021 00019
 00017 00015 00013
 TSLKEYS= 00001 00003 00005 00007 00009 00011 00002
 00004 00006 00008 00010 00024 00022 00020
 00018 00016 00014 00012 00023 00021 00019
 00038 00035 00036 00032 00064 00041 00063
 00043 00048 00051 00042 00055 00062 00044
 00061 00060 00059 00058

Figure 9: Example 7: Output for LISTUSER DAF0 NORACF CICS
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 LISTUSER DAF0 NORACF LANGUAGE
USER=DAF0
LANGUAGE INFORMATION
--------------------
 PRIMARY LANGUAGE: ENU
 SECONDARY LANGUAGE: DEU
READY

Figure 10: Example 8: Output for LISTUSER DAF0 NORACF LANGUAGE

  LU DAF0 NORACF OPERPARM
 USER=DAF0
 OPERPARM INFORMATION
 --------------------
  STORAGE= 00002
  AUTH= IO
  ROUTCODE= ALL
  LEVEL= ALL
  MFORM= T J M
  MONITOR= JOBNAMEST SESST
  MIGID= YES
  DOM= NORMAL
  KEY= MCS2
  CMDSYS= SYS1
  MSCOPE= *ALL
  UD= YES
  HC= YES
  INTIDS= YES
  UNKNIDS= YES
READY

Note: With the exception of the STORAGE operand, if a field has no value in the OPERPARM segment, no
value appears for the field in the listing. If there is an OPERPARM segment and the storage is not
specified, 00000 appears in the listing. When an extended MCS console session is established, the values
for STORAGE is 1.

Figure 11: Example 9: Output for LISTUSER DAF0 NORACF OPERPARM

LISTUSER CSMITH OMVS NORACF
USER = CSMITH
OMVS INFORMATION
----------------
 UID= 0000000024
 HOME= /u/CSMITH
 PROGRAM= /u/CSMITH/bin/myshell
 CPUTIMEMAX= 0010000000
 ASSIZEMAX= NONE
 FILEPROCMAX= 0000050000
 PROCUSERMAX= NONE
 THREADSMAX= NONE
 MMAPAREAMAX= 0016777216

Figure 12: Example 10: Output for listing OMVS user information
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 LISTUSER CSMITH OMVS NORACF
 USER=CSMITH
 OMVS INFORMATION
 ----------------
  UID= 0000000024
  CPUTIMEMAX= NONE
  ASSIZEMAX= NONE
  FILEPROCMAX= NONE
  PROCUSERMAX=NONE
  THREADSMAX= NONE
  MMAPAREAMAX= NONE

Figure 13: Example 11: Output for LISTUSER CSMITH OMVS NORACF (Using Defaults)

 LISTUSER CSMITH NORACF DCE
 USER=CSMITH
 DCE INFORMATION
 ---------------
  UUID= 004386ea-ebb6-lec3-bcae-10005ac90feb
  DCENAME= charlie
  HOME CELL UUID= 003456aab-ecb7-7de3-ebda-95531ed63dae
  HOME CELL= /.../hootie.scarol.ibm.com
  DCE AUTOLOGIN= NO

Figure 14: Example 12: Output for LISTUSER CSMITH NORACF DCE

LISTUSER RONTOMS NORACF KERB
USER=RONTOMS
KERB INFORMATION
----------------
 KERBNAME= KerberizedUser
 KEY FROM= PASSWORD
 KEY VERSION= 001
 KEY ENCRYPTION TYPE= DES DES3 DESD AES128 AES256

Figure 15: Example 13: Output for LISTUSER RONTOMS NORACF KERB

LISTUSER MRSERVER PROXY NORACF
USER=MRSERVER
PROXY INFORMATION
-----------------
 LDAPHOST= LDAP://SOME.LDAP.HOST:389 
 BINDDN= cn=Joe User,ou=Poughkeepsie,o=IBM,c=US 
 BINDPW= YES

Figure 16: Example 14: Output for LISTUSER MRSERVER PROXY NORACF

LISTUSER KCROVE EIM NORACF
USER=MRSERVER 
EIM INFORMATION
---------------
 LDAPPROF= EIMDOMAINALOOKUP

Figure 17: Example 15: Output for LISTUSER KCROVE EIM NORACF

LISTUSER
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 LISTUSER UPWENV
USER=UPWENV  NAME=GREGOR  OWNER=IBMUSER   CREATED=05.161
 DEFAULT-GROUP=SYS1      PASSDATE=00.000  PASS-INTERVAL=254 PHRASEDATE=05.231
 PASSWORD ENVELOPED=YES
 PHRASE ENVELOPED=YES
 ATTRIBUTES=PASSPHRASE
⋮

Figure 18: Example 16: Output for LISTUSER indicating that the user's password and password phrase are
each enveloped

 LISTUSER ANDREW CSDATA NORACF
USER=ANDREW 
CSDATA INFORMATION 
-------------------------------------- 
 ACTIVE= NO
 HOME ADDRESS= 14 Main Street, Anywhere, IL 01234 
 EMPLOYEE CODE= FC01B2D8
 EMPLOYEE SERIAL= 0000256400
 HOME PHONE= 555-555-5555

Figure 19: Example 17: Output for listing CSDATA user information

LISTUSER USER01 MFA
USER=USER01
---------------------------------------
MULTIFACTOR AUTHENTICATION INFORMATION:
---------------------------------------
PASSWORD FALLBACK IS NOT ALLOWED
PASSWORD FALLBACK IS NOT ALLOWED
AUTHENTICATION POLICIES =
  RSAANDPASS
  TTANDPASS
FACTOR = AZFSIDP1
  STATUS = ACTIVE
  FACTOR TAGS =
    SIDUSERID:joeyuser
FACTOR = AZFTOTP1
  STATUS = ACTIVE
  FACTOR TAGS =
    REGSTATE:PROVISIONED

Figure 20: Example 18: Output for LISTUSER MFA when MFA information exists

RALTER (Alter general resource profile)

Purpose

Use the RALTER command to:

• Alter the profile for one or more resources belonging to classes defined in the class descriptor table.
Using RALTER to modify an automatic TAPEVOL profile (a profile RACF creates automatically as part of
protecting a tape data set) makes that TAPEVOL profile nonautomatic. For more information about
TAPEVOL profiles, see z/OS Security Server RACF Security Administrator's Guide.

• Change the global access checking table
• Change the attributes of classes in the dynamic class descriptor table
• Change the list of security categories
• Change the list of security levels

To have changes take effect after altering a generic profile if the class is not RACLISTed using the
RACROUTE REQUEST=LIST, GLOBAL=YES, or SETROPTS RACLIST, one of the following steps is required:

RALTER
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• The security administrator issues the SETROPTS command:

SETROPTS GENERIC(class-name) REFRESH

See the SETROPTS command for authorization requirements.
• The user of the resource logs off and logs on again.

To have changes take effect after altering a generic profile if the class has been RACLISTed, the security
administrator issues the following command:

SETROPTS RACLIST(class-name) REFRESH

Attention:

• When the RALTER command is issued from ISPF, the TSO command buffer (including SESSKEY,
SSIGNON and possible BINDPW password data) is written to the ISPLOG data set. As a result,
you should not issue this command from ISPF or you must control the ISPLOG data set carefully.

• When the command is issued as a RACF operator command, the command (including SESSKEY,
SSIGNON and possible BINDPW password data) is written to the system log. Therefore, if any of
the sensitive operands are used the command should be issued through TSO, not as an operator
command.

Issuing options

The following table identifies the eligible options for issuing the RALTER command:

As a RACF TSO
command?

As a RACF
operator
command?

With command
direction?

With automatic
command
direction?

From the RACF
parameter library?

Yes Yes Yes Yes Yes

You must be logged on to the console to issue this command as a RACF operator command.

Authorization required

When issuing this command as a RACF operator command, you might require sufficient authority to the
proper resource in the OPERCMDS class. For details about OPERCMDS resources, see Controlling the use
of operator commands in z/OS Security Server RACF Security Administrator's Guide.

To alter the profile for a resource belonging to a class defined in the class descriptor table, you must have
sufficient authority over the resource. RACF makes the following checks until one of the conditions is met:

• You have the SPECIAL attribute.
• The resource profile is within the scope of a group in which you have the group-SPECIAL attribute.
• You are the owner of the profile.
• If the profile is in the FILE or DIRECTRY class, the second qualifier of the profile name is your user ID.
• To assign a security label, you must have the SPECIAL attribute or have READ access to the security

label profile. However, the security administrator can limit the ability to assign security labels to only
users with the SPECIAL attribute.

• To assign a security category to a profile, you must have the SPECIAL attribute, or the category must be
in your user profile.

• To assign a security level to a profile, you must have the SPECIAL attribute, or, in your own profile, a
security level that is equal to or greater than the security level you are assigning.

• Only a SPECIAL user can define a delegated resource (by specifying the RACF-DELEGATED string in the
APPLDATA of the profile protecting the resource) when the resource has a SECLABEL and SETROPTS
SECLABELCONTROL is in effect.
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• To modify information in segments other than the base segment, such as DLFDATA, you must have the
SPECIAL attribute or your installation must permit you to do so through field-level access checking.

• For a discrete profile, you are on the access list for the resource and you have ALTER authority. If you
have any other level of authority, you cannot use the command for this resource.

• For a discrete profile, your current connect group (or, if list-of-groups checking is active, any group to
which you are connected) is in the access list and has ALTER authority.

• For a discrete profile, the universal access authority for the resource is ALTER.

To use the GLOBALAUDIT operand, you must have the AUDITOR attribute or the profile is within the scope
of a group in which you have group-AUDITOR attribute.

If you have the AUDITOR attribute or the resource profile is within the scope of a group in which you have
the group-AUDITOR attribute, but you do not satisfy one of the preceding checks, you can specify only the
GLOBALAUDIT operand.

Restrictions: The following operands have restrictions noted with the description of each operand:

• ADDMEM
• DELMEM
• ADDVOL
• GLOBALAUDIT

To specify the AT keyword, you must have READ authority to the DIRECT.node resource in the RRSFDATA
class and a user ID association must be established between the specified node.userid pair(s).

To specify the ONLYAT keyword you must have the SPECIAL attribute, the userid specified on the ONLYAT
keyword must have the SPECIAL attribute, and a user ID association must be established between the
specified node.userid pair(s) if the user IDs are not identical.

Syntax

[subsystem-prefix]{RALTER | RALT}

class-name

(profile-name ...)

[ ADDCATEGORY(category-name ...)
| DELCATEGORY [ ({category-name ... | * }) ] ]

[ {ADDMEM | DELMEM} (member ...) ]

[ {ADDVOL | DELVOL} (volume-serial ...) ]

[ APPLDATA ('application-data') | NOAPPLDATA ]

[ AT([node].userid ...) | ONLYAT([node].userid ...) ]

[ AUDIT( access-attempt [(audit-access-level)] ...) ]
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[ CDTINFO(
[ CASE ( UPPER | ASIS ) | NOCASE ]
[ DEFAULTRC ( 0 | 4 | 8 ) | NODEFAULTRC ]
[ DEFAULTUACC (ACEE | ALTER | CONTROL
| UPDATE | READ | NONE)
| NODEFAULTUACC ]
[ FIRST ( characters-allowed ... ) | NOFIRST ]
[ GENERIC ( ALLOWED | DISALLOWED ) | NOGENERIC ]
[ GENLIST ( ALLOWED | DISALLOWED ) | NOGENLIST ]
[ GROUP ( grouping-class-name ) | NOGROUP ]
[ KEYQUALIFIERS ( nnn ) | NOKEYQUALIFIERS ]
[ MACPROCESSING ( NORMAL | REVERSE | EQUAL )
| NOMACPROCESSING ]
[ MAXLENGTH ( nnn ) | NOMAXLENGTH ]
[ MAXLENX ( nnn ) | NOMAXLENX ]
[ MEMBER ( member-class-name ) | NOMEMBER ]
[ OPERATIONS ( YES | NO ) | NOOPERATIONS ]
[ OTHER ( characters-allowed ...) | NOOTHER ]
[ POSIT ( nnn ) | NOPOSIT ]
[ PROFILESALLOWED ( YES | NO )
| NOPROFILESALLOWED ]
[ RACLIST ( ALLOWED | DISALLOWED | REQUIRED )
| NORACLIST ]
[ SECLABELSREQUIRED ( YES | NO )
| NOSECLABELSREQUIRED ]
[ SIGNAL ( YES | NO ) | NOSIGNAL ]
)
| NOCDTINFO ]

[ CFDEF(
[ FIRST( ALPHA | ALPHANUM | ANY
| NONATABC | NONATNUM | NUMERIC ) ]
[ HELP( help-text ) ]
[ LISTHEAD( list-heading-text ) ]
[ MAXLENGTH( maximum-field-length ) ]
[ MAXVALUE( maximum-numeric-value ) | NOMAXVALUE ]
[ MINVALUE( minimum-numeric-value ) | NOMINVALUE ]
[ MIXED( YES | NO ) ]
[ OTHER( ALPHA | ALPHANUM | ANY
| NONATABC | NONATNUM | NUMERIC ) ]
)
| NOCFDEF ]

[ DATA ('installation-defined-data') | NODATA ]
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[ DLFDATA(
[ RETAIN ( YES | NO ) | NORETAIN ]
[ JOBNAMES(jobname1 ...)
| NOJOBNAMES
| ADDJOBNAMES(jobname1 ...)
| DELJOBNAMES(jobname1 ...) ]
)
| NODLFDATA ]

[ EIM(
[ DOMAINDN (eim_domain_dn) | NODOMAINDN ]
[ OPTIONS (ENABLE | DISABLE) | NOOPTIONS ]
[ LOCALREGISTRY (registry_name) | NOLOCALREGISTRY ]
[ KERBREGISTRY (registry_name) | NOKERBREGISTRY ]
[ X509REGISTRY (registry_name) | NOX509REGISTRY ]
)
| NOEIM ]

[ GLOBALAUDIT (access-attempt[(audit-access-level)] ...) ]

[ ICSF(
[ ASYMUSAGE(
[ HANDSHAKE | NOHANDSHAKE ]
[ SECUREEXPORT | NOSECUREEXPORT ]
)
| NOASYMUSAGE ]
[ SYMEXPORTABLE(BYANY | BYLIST | BYNONE)
| NOSYMEXPORTABLE ]
[ SYMEXPORTCERTS([qualifier]/label-name ... | *)
| ADDSYMEXPORTCERTS([qualifier]/label-name ... | *)
| DELSYMEXPORTCERTS([qualifier]/label-name ... | *)
| NOSYMEXPORTCERTS ]
[ SYMEXPORTKEYS(ICSF-key-label ... | *)
| ADDSYMEXPORTKEYS(ICSF-key-label ... | *)
| DELSYMEXPORTKEYS(ICSF-key-label ... | *)
| NOSYMEXPORTKEYS ]
[ SYMCPACFWRAP ( YES | NO ) ]
[ SYMCPACFRET ( YES | NO ) ]
)
| NOICSF ]

[ ICTX(
[ USEMAP( YES | NO ) | NOUSEMAP ]
[ DOMAP( YES | NO ) | NODOMAP ]
[ MAPREQUIRED( YES | NO ) | NOMAPREQUIRED ]
[ MAPPINGTIMEOUT(nnnn) | NOMAPPINGTIMEOUT ]
)
| NOICTX ]
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[ KERB(
[ CHECKADDRS( YES | NO ) | NOCHECKADDRS ]
[ DEFTKTLFE(def-ticket-life) | NODEFTKTLFE ]
[ ENCRYPT(
[ DES | NODES ]
[ DES3 | NODES3 ]
[ DESD | NODESD ]
[ AES128 | NOAES128 ]
[ AES256 | NOAES256 ]
)
| NOENCRYPT ]
[ KERBNAME(kerberos-realm-name) | NOKERBNAME ]
[ MAXTKTLFE(max-ticket-life) | NOMAXTKTLFE ]
[ MINTKTLFE(min-ticket-life) | NOMINTKTLFE ]
[ PASSWORD(kerberos-password) | NOPASSWORD ]
)
| NOKERB ]

[ LEVEL (nn) ]

[ MFA | NOMFA ]

[ MFPOLICY(
[ FACTORS(factor-name ...)
| ADDFACTORS(factor-name ...)
| DELFACTORS(factor-name ...)
| NOFACTORS]
[ TOKENTIMEOUT(timeout-seconds)]
[ REUSE(YES|NO)]
)
| NOMFPOLICY ]

[ NOTIFY [(userid)] | NONOTIFY ]

[ OWNER (userid or group-name) ]

[ PROXY(
[ LDAPHOST (ldap_url) | NOLDAPHOST ]
[ BINDDN (bind_distinguished_name) | NOBINDDN ]
[ BINDPW (bind_password) | NOBINDPW ]
)
| NOPROXY ]

[ SECLABEL (seclabel-name) | NOSECLABEL ]

[ SECLEVEL (seclevel-name) | NOSECLEVEL ]
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[ SESSION(
[ CONVSEC( NONE | CONV | ALREADYV | PERSISTV | AVPV )
| NOCONVSEC ]
[ INTERVAL(n) | NOINTERVAL ]
[ LOCK | NOLOCK ]
[ SESSKEY(session-key) | NOSESSKEY ]
)
| NOSESSION ]

[ SIGVER(
[ SIGREQUIRED( YES | NO ) | NOSIGREQUIRED ]
[ FAILLOAD( ANYBAD | BADSIGONLY | NEVER ) | NOFAILLOAD ]
[ SIGAUDIT( ALL | SUCCESS | ANYBAD | BADSIGONLY | NONE )
| NOSIGAUDIT ]
)
| NOSIGVER ]

[ SINGLEDSN | NOSINGLEDSN ]

[ SSIGNON(
[ KEYMASKED(key-value)
| KEYENCRYPTED(key-value) ]
)
| NOSSIGNON ]

[ STDATA(
[ USER(userid | =MEMBER) | NOUSER ]
[ GROUP(group-name | =MEMBER) | NOGROUP ]
[ PRIVILEGED( YES | NO ) | NOPRIVILEGED ]
[ TRACE( YES | NO ) | NOTRACE ]
[ TRUSTED( YES | NO ) | NOTRUSTED ]
)
| NOSTDATA ]

[ SVFMR(
[ SCRIPTNAME(script-name) | NOSCRIPTNAME ]
[ PARMNAME(parm-name) | NOPARMNAME ]
)
| NOSVFMR ]

[ TIMEZONE( {E | W} hh [.mm]) | NOTIMEZONE ]
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[ TME(
[ CHILDREN(profile-name ...)
| ADDCHILDREN(profile-name ...)
| DELCHILDREN(profile-name ...)
| NOCHILDREN ]
[ GROUPS(group-name ...)
| ADDGROUPS(group-name ...)
| DELGROUPS(group-name ...)
| NOGROUPS ]
[ PARENT(profile-name) | NOPARENT ]
[ RESOURCE(resource-access-specification ...)
| ADDRESOURCE(resource-access-specification ...)
| DELRESOURCE(resource-access-specification ...)
| NORESOURCE ]
[ ROLES(role-access-specification ...)
| ADDROLES(role-access-specification ...)
| DELROLES(role-access-specification ...)
| NOROLES ]
)
| NOTME ]

[ TVTOC | NOTVTOC ]

[ UACC(access authority) ]

[ WARNING | NOWARNING ]

[ WHEN( [ DAYS(day-info)] [ TIME(time-info) ]) ]

Parameters
subsystem-prefix

Specifies that the RACF subsystem is the processing environment of the command. The subsystem
prefix can be either the installation-defined prefix for RACF (1 - 8 characters) or, if no prefix has been
defined, the RACF subsystem name followed by a blank. If the command prefix was registered with
CPF, you can use the MVS command D OPDATA to display it or you can contact your RACF security
administrator.

Only specify the subsystem prefix when issuing this command as a RACF operator command. The
subsystem prefix is required when issuing RACF operator commands.

class-name
Specifies the name of the class to which the resource belongs. Valid class names are those defined in
the class descriptor table.

This operand is required and must be the first operand following RALTER.

This command is not intended to be used for profiles in the following classes:

• DCEUUIDS
• DIGTCERT
• DIGTNMAP
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• DIGTRING
• IDIDMAP
• NDSLINK
• NOTELINK
• ROLE
• UNIXMAP

(profile-name ...)
Specifies the name of the profile you want to change. The name you specify must be the name of an
existing discrete or generic profile in the specified class. RACF uses the class descriptor table to
determine the syntax of resource names within the class and whether the resource is a group.

Mixed-case profile names are accepted and preserved when class-name refers to a class defined in
the static class descriptor table with CASE=ASIS or in the dynamic class descriptor table with
CASE(ASIS).

This operand is required and must be the second operand following RALTER.

Note:

1. For class TAPEVOL, if the volume serial specified for profile-name is a member of a tape volume
set, then the profile definition for all tapes in the set is changed, because there is only one profile
for the tape volume set.

A tape volume set is used to refer to a set of two or more tapes created by the overflow of one tape
to the next. RACF protects these tapes with one profile. Hence, if the value specified for profile-
name on this command is a member of a tape volume set, the changes in its resource profile affect
the other members of the set.

2. You can specify only a single volume serial number if you also specify the ADDVOL or DELVOL
operand.

3. To define a controlled program, you must specify class-name as PROGRAM and also specify
ADDMEM or DELMEM. Also, you can specify only one profile-name.

4. If you specify class-name as PROGRAM, profile-name must identify one or more load modules or
program objects. If you specify the full name of the program, the profile applies only to load
modules or program objects with that specific name. If you specify the last character of the name
as an *, the profile applies to all load modules or program objects that match the preceding part of
the name, but only if they reside in one of the libraries listed in the profile's member list. For
example, IKF* identifies all load module names that begin with IKF. If you specify profile-name as
* or **, then the profile applies to all load modules and program objects that reside in one of the
libraries you identify in the profile's member list, unless a profile with a more specific name and
matching library applies.

5. For z/OS Integrated Security Services Network Authentication Service, the profile name for the
definition of the local realm must be KERBDFLT.

6. RACF processes each profile name you specify independently, and all operands you specify apply
to each named profile name. If an error occurs while processing a profile name, RACF issues a
message and continues processing with the next profile name.

ADDCATEGORY | DELCATEGORY
ADDCATEGORY(category-name ...)

Specifies one or more names of installation-defined security categories. The category-name you
specify must be defined as members of the CATEGORY profile in the SECDATA class. (For
information on defining security categories, see z/OS Security Server RACF Security Administrator's
Guide.)

Specifying ADDCATEGORY causes RACF to add any category-name values you specify to any list of
required categories that already exists in the resource profile. All users previously allowed to
access the resource can continue to do so only if their profiles also include the additional values
for category-name.
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When the SECDATA class is active and you specify ADDCATEGORY, RACF performs security
category checking in addition to its other authorization checking. If a user requests access to a
resource, RACF compares the list of security categories in the user profile with the list of security
categories in the resource profile. If RACF finds any security category in the resource profile that is
not in the user's profile, RACF denies access to the resource. If the user's profile contains all the
required security categories, RACF continues with other authorization checking.

Note:

1. RACF does not perform security category checking for a started task with the RACF privileged
or trusted attribute. The RACF privileged or trusted attribute can be assigned to a started task
through the RACF started procedures table or STARTED class. Also, RACF does not enforce
security category information specified on profiles in the PROGRAM class.

2. If you specify both ADDCATEGORY and DELCATEGORY, RACF uses the last operand that you
specify.

DELCATEGORY[(category-name ... | *)]
Specifies one or more names of installation-defined security categories you want to delete from
the resource profile. Specifying an asterisk (*) deletes all categories; RACF no longer performs
security category checking for the resource.

Specifying DELCATEGORY by itself causes RACF todelete from the profile only undefined category
names (those category names that were once known to RACF but that the installation has since
deleted from the CATEGORY profile).

Note: If you specify both ADDCATEGORY and DELCATEGORY, RACF uses the last operand that you
specify.

ADDMEM | DELMEM
Specifies the resource names that RACF is to add to, or delete from, the member list of the resource
group profile indicated by profile-name.
ADDMEM(member ...)

You can use the ADDMEM operand to perform tasks such as altering security categories and
security levels, entries in the global access checking table, and entries for program control, or to
implement security labels on a system basis, as described in the following sections.

If you specify ADDMEM to add one or more members to an existing profile, the new members are
stored in the profile in the reverse of the order in which you specified them with the ADDMEM
operand of the RALTER command. Additionally, if the existing profile already contains members,
the new members are stored ahead of the existing members. For example, if you specify
ADDMEM(C D) with the RALTER command to add members to an existing profile that already
contains the members A B, the resulting member list stored in the profile is D C A B.

Mixed-case member names are accepted and preserved when class-name refers to a class
defined in the static class descriptor table with CASE=ASIS or in the dynamic class descriptor
table with CASE(ASIS). When class-name is GLOBAL and profile-name is the name of a class
defined in the static class descriptor table with CASE=ASIS or in the dynamic class descriptor
table with CASE(ASIS), the name part of a member entry in the GLOBAL access table is preserved
as entered.

For ADDMEM with the GLOBAL DATASET class, no characters including generic characters, such as
the asterisk (*) and the percent sign (%), can be combined with the value &RACUID to form a single
qualifier level of the member name. This restriction does not exist for ADDMEM with classes other
than GLOBAL DATASET.

For ADDMEM with the RACFVARS class, the following rules apply:

• Do not specify generic characters, such as the ampersand (&), the asterisk (*) and the percent
sign (%) in a member name.
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• Issue the SETROPTS RACLIST(RACFVARS) REFRESH command to activate your member change.
• If your member change affects profiles in a class with in-storage profiles processed by RACLIST

or GENLIST, you must also refresh that class to activate your change.

For important guidelines, see How RACF uses the RACFVARS member list in z/OS Security Server
RACF Security Administrator's Guide.

To add members using the RALTER command, you need one of the following authorities, in
addition to the authority needed to issue the RALTER command:

1. For classes other than SECLABEL, PROGRAM, SECDATA, GLOBAL, RACFVARS, and NODES, if
the member resources are already RACF-protected by a member class profile or as a member
of a profile in the same grouping class, one of the following must be true:

• You have ALTER access authority to the member.
• You are the owner of the member resource.
• The member resource is within the scope of a group in which you have the group-SPECIAL

attribute.
• You have the SPECIAL attribute.

2. For classes other than SECLABEL, PROGRAM, SECDATA, GLOBAL, RACFVARS, and NODES, if
the member resources are not RACF-protected (that is, there is no profile defined for that
member), one of the following must be true:

• You have CLAUTH authority to define resources in the member resource class.
• You have the SPECIAL attribute.

3. To add a member to a profile in the RACFVARS or NODES class, one of the following must be
true:

• You have CLAUTH authority to define resources in the specified class (for example,
RACFVARS or NODES).

• You have the SPECIAL attribute.
• You are the owner of the profile indicated by profile-name.
• You have ALTER access authority to the profile indicated by profile-name.

4. To add a member to a profile in the PROGRAM or SECDATA class, one of the following must be
true:

• You have CLAUTH authority to define resources in the specified class (for example,
PROGRAM or SECDATA).

• You have the SPECIAL attribute.
5. To add a member to a profile in the GLOBAL class (other than the GLOBAL DATASET, GLOBAL

DIRECTRY, or GLOBAL FILE profile) using the following syntax:

RALT GLOBAL class-name
   ADDMEM(resource-name/access-level)

• If the profile resource-name is already RACF-protected by a profile in class class-name:

– You have ALTER access authority to the profile resource-name in class class-name.
– You are the OWNER of the profile resource-name.
– The profile resource-name in class class-name is within the scope of a group in which you

have the group-special attribute.
– You have the SPECIAL attribute.

• If the profile resource-name is not already RACF-protected (that is, there is no profile defined
for that member in class class-name):

– You have CLAUTH authority to define resources in the class class-name.
– You have the SPECIAL attribute.
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6. To add a member to the GLOBAL DATASET profile, one of the following must be true:

• You are the owner of the DATASET profile in the GLOBAL class.
• The member is within the scope of a group in which you have the group-SPECIAL attribute.
• You have the SPECIAL attribute.

7. To add a member to the GLOBAL DIRECTRY or GLOBAL FILE profile, you must have the
SPECIAL attribute.

For more information on the format of member names in general, and for specific classes
(SECLABEL, GLOBAL, NODES, PROGRAM, SECDATA), see "Specifying member on the ADDMEM
operand" under the ADDMEM parameter of the RDEFINE command.

Note: If you specify both ADDMEM and DELMEM, RACF uses the last operand that you specify.

DELMEM(member ...)
Specifies the resource names that are to be deleted from the resource group indicated by profile-
name. This operand is ignored when the class name specified is not a resource group class.

If class-name is specified as GLOBAL the rules for member are the same as given for ADDMEM. If
class-name is specified as SECDATA, member should be a valid SECLEVEL name or category name.

Mixed-case member names are accepted and preserved when class-name refers to a class
defined in the static class descriptor table with CASE=ASIS or in the dynamic class descriptor
table with CASE(ASIS). When class-name is GLOBAL and profile-name is the name of a class
defined in the static class descriptor table with CASE=ASIS or in the dynamic class descriptor
table with CASE(ASIS), the name part of a member entry in the GLOBAL access table is preserved
as entered.

For DELMEM with the RACFVARS class, the following rules apply:

• Issue the SETROPTS RACLIST(RACFVARS) REFRESH command to activate your member change.
• If your member change affects profiles in a class with in-storage profiles processed by RACLIST

or GENLIST, you must also refresh that class to activate your change.

For important guidelines, see How RACF uses the RACFVARS member list in z/OS Security Server
RACF Security Administrator's Guide.

Note: If you specify both ADDMEM and DELMEM, RACF uses the last operand that you specify.

ADDVOL | DELVOL
ADDVOL(volume-serial ...)

Specifies the tape volume serial numbers to be added to the tape volume set represented by
profile-name. When you specify ADDVOL, profile-name must be a single volume serial number,
which can identify any of the volumes currently defined in the volume set.

To use the ADDVOL operand, you must have the SPECIAL attribute, or you must have the CLAUTH
attribute for the TAPEVOL resource class in addition to the other authorization requirements for
using the RALTER command.

If you specify a generic profile, RACF ignores this operand.

Note:

1. The ADDVOL operand is only valid for the TAPEVOL resource class.
2. If you specify both ADDVOL and DELVOL, RACF uses the last operand that you specify.

DELVOL(volume-serial ...)
Specifies the tape volume serial numbers to be deleted from the tape volume set represented by
profile-name. When you specify DELVOL, profile-name must be a single volume serial number,
which can identify any of the volumes currently defined in the volume set except one of the
volumes to be deleted. If you specify the same volume serial number for both profile-name and
DELVOL, RACF ignores it.
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If you try to delete a tape volume when the TAPEVOL profile contains one or more TVTOC entries,
RACF does not complete the command if a TVTOC entry indicates that there is a protected data
set on the volume. To delete this volume, you must first use the DELDSD command to delete any
protected data sets on the volume.

If you specify a generic profile, RACF ignores this operand.

Note:

1. The DELVOL operand is only valid for the TAPEVOL resource class.
2. If you specify both ADDVOL and DELVOL, RACF uses the last operand that you specify.

APPLDATA | NOAPPLDATA
APPLDATA('application-data')

Specifies a text string that is associated with each of the named resources. The text string can
contain a maximum of 255 characters and must be enclosed in single quotation marks. It can also
contain double-byte character set (DBCS) data.

Rules:

• For profiles in the PROGRAM class, RACF examines the APPLDATA (if any) and perform special
processing if you have specified MAIN or BASIC (optionally followed by blanks). This processing
will occur only for profiles whose names do not end in *, and only when you have enabled
enhanced PGMSECURITY mode. For details of this processing, see z/OS Security Server RACF
Security Administrator's Guide.

• For the FACILITY class, RACF examines the APPLDATA value of the following profiles:

– BPX.UNIQUE.USER

The APPLDATA value specifies the name of a user profile from which RACF can copy OMVS
segment information (other than UID) when assigning unique UIDs through a callable service.

– BPX.DEFAULT.USER

The APPLDATA value specifies a user ID and group name from which RACF can retrieve
default OMVS segment information. Beginning with z/OS Version 1 Release 11, the
BPX.DEFAULT.USER profile is ignored when the BPX.UNIQUE.USER profile is defined.
Beginning with z/OS Version 2 Release 1, the BPX.DEFAULT.USER profile is no longer
supported.

– BPX.NEXT.USER

The APPLDATA value specifies information that RACF will use for the automatic assignment of
OMVS UIDs and GIDs.

– IRR.PGMSECURITY

The APPLDATA value specifies whether RACF will operate in basic, enhanced, or enhanced-
warning PGMSECURITY mode.

- If the APPLDATA value contains the string ENHANCED, then RACF will run in enhanced
PGMSECURITY mode.

- If the APPLDATA value contains the string BASIC, then RACF will run in basic
PGMSECURITY mode.

- If the APPLDATA is empty or contains any other value, RACF will run in enhanced
PGMSECURITY mode but in warning mode rather than failure mode.

– IRR.PROGRAM.SIGNING.group.userid
– IRR.PROGRAM.SIGNING.userid
– IRR.PROGRAM.SIGNING.group
– IRR.PROGRAM.SIGNING

For any of the IRR.PROGRAM.SIGNING profiles, the APPLDATA value specifies the signing
hash algorithm, and the SAF key ring to use when signing a program.
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– IRR.PROGRAM.SIGNATURE.VERIFICATION

The APPLDATA value specifies the SAF key ring to use when verifying the signature of a signed
program.

– IRR.IDIDMAP.PROFILE.CODEPAGE

The APPLDATA value specifies the code page which is to be used when processing the
USERDIDFILTER NAME and REGISTRY values with the RACMAP command. The code page is
specified in the form: APPLDATA(CCSID(nnnnn))

The valid values for the code page nnnnn are:
00037

EBCDIC US 037
00870

EBCDIC LATIN 2
00875

EBCDIC GREEK
00924

EBCDIC US 1047 with the Euro sign
01047

EBCDIC US 1047
01140

EBCDIC US 037 with the Euro sign
01153

EBCDIC LATIN 2 with the Euro sign #2
04971

EBCDIC GREEK with the Euro sign

Note:

- If the IRR.IDIDMAP.PROFILE.CODEPAGE profile does not exist, then RACF uses code page
IBM-1047.

- If the IRR.IDIDMAP.PROFILE.CODEPAGE profile does exist, but contains no APPLDATA or
the APPLDATA references a code page other than one of the supported code pages, then
RACF uses code page IBM-1047

• For the TIMS and GIMS class, specify application-data as REVERIFY to force the user to reenter
his password whenever the transaction or transactions listed in the profile-name or ADDMEM
operands are used.

• For the PTKTDATA class, the application-data field can be used to control the replay protection
function of PassTicket support.

– PassTicket replay protection prevents the use of user IDs to be shared among multiple users.
However, in some events it is desirable to bypass this replay protection function.

– Specifying no replay protection in the application-data field indicates that replay
protection is to be bypassed. For example, the following command would result in replay
protection being bypassed.

RALTER PTKTDATA profile-name
   APPLDATA('NO REPLAY PROTECTION')

Note the following:

- There must be a single space between the words no and replay, and between replay and
protection. Lack of spaces or additional spaces or characters will make the command
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ineffective. For example, entering the following command would not result in replay
protection being bypassed.

RALTER PTKTDATA profile-name
   APPLDATA('NOREPLAY PROTECTION')

- The text string no replay protection will always be translated to uppercase.
- The text string no replay protection can appear anywhere in the APPLDATA field.

– See z/OS Security Server RACF Security Administrator's Guide for more information on the
PassTicket function.

• For the APPL class, when the APPLDATA value contains the RACF-INITSTATS(DAILY) string,
RACF records statistics only for the first user verification of the day for the applications
protected by this profile. The RACF-INITSTATS(DAILY) string is reserved text and may appear
anywhere in the APPLDATA field. For more information about statistics collection, see z/OS
Security Server RACF Security Administrator's Guide.

• Specifying the RACF-DELEGATED string in the APPLDATA designates the resources protected by
the profile as delegated, meaning that RACROUTE REQUEST=FASTAUTH should honor a nested
ACEE during access checking to this resource. The RACF-DELEGATED string is reserved text and
may appear anywhere in the APPLDATA field. For more information on nested ACEEs and
delegated resources, see z/OS Security Server RACF Security Administrator's Guide.

RACF does not validate the APPLDATA value during RALTER. Depending on the function, RACF
might or might not issue any messages during subsequent processing if it finds an unexpected
value.

The APPLDATA value, if present, can be displayed with the RLIST command.

For detailed information about each APPLDATA value, see z/OS Security Server RACF Security
Administrator's Guide.

NOAPPLDATA
Specifies that the RALTER command is to delete the text string that was present in the profile
associated with the resource.

AT | ONLYAT
The AT and ONLYAT keywords are only valid when the command is issued as a RACF TSO command.
AT([node].userid ...)

Specifies that the command is to be directed to the node specified by node, where it runs under
the authority of the user specified by userid in the RACF subsystem address space.

If node is not specified, the command is directed to the local node.

ONLYAT([node].userid ...)
Specifies that the command is to be directed only to the node specified by node where it runs
under the authority of the user specified by userid in the RACF subsystem address space.

If node is not specified, the command is directed only to the local node.

AUDIT(access-attempt[(audit-access-level)] )
Specifies which access attempts and access levels you want logged to the SMF data set.
access-attempt

Specifies which access attempts you want logged to the SMF data set. The following options are
available:
ALL

Specifies that you want to log both authorized accesses and detected unauthorized attempts
to access the resource.

FAILURES
Specifies that you want to log detected unauthorized attempts to access the resource.

NONE
Specifies that you do not want any logging to be done for accesses to the resource.
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SUCCESS
Specifies that you want to log authorized accesses to the resource.

audit-access-level
Specifies which access levels you want logged to the SMF data set. The levels you can specify are:
ALTER

Logs ALTER access-level attempts only.
CONTROL

Logs access attempts at the CONTROL and ALTER levels.
READ

Logs access attempts at any level. This is the default value if no access level is specified.
UPDATE

Logs access attempts at the UPDATE, CONTROL, and ALTER levels.
You cannot audit access attempts at the EXECUTE level.

CDTINFO | NOCDTINFO

CDTINFO
Specifies information used in the definition of an installation-defined class in the dynamic class
descriptor table. CDTINFO should only be specified for profiles in the CDT class. Carefully plan
changes to avoid unintended results. For guidelines, see Guidelines for changing dynamic CDT
entries in z/OS Security Server RACF Security Administrator's Guide.

You can use the CDTINFO keyword with no suboperands to initiate validation checking of fields
within the CDTINFO segment. For example, you issued an RDEFINE CDT command and received
several errors, but you did not save a copy of the error messages. You could then issue the
following command and the validation checking will be performed; those error messages will then
be issued again.

RALTER CDT profile-name CDTINFO

CASE | NOCASE
CASE ( UPPER | ASIS )

Specifies whether mixed-case profile names are allowed for the class. When UPPER is
specified, RACF translates the profile names for the specified class to uppercase. When
ASIS is specified, RACF commands preserve the case of profile names for the specified
class. Lowercase characters are allowed in any position of the profile name where
alphabetic characters are allowed, based on the character restrictions in the FIRST and
OTHER keywords.

NOCASE
Resets CASE to the default value of UPPER.

DEFAULTRC | NODEFAULTRC
DEFAULTRC

Specifies the return code that RACF will provide from RACROUTE REQUEST=AUTH or
REQUEST=FASTAUTH when both RACF and the class are active and (if required) the class
has been processed using SETROPTS RACLIST, but RACF doesn't find a profile to protect
the resource specified on the AUTH or FASTAUTH request. The return codes are
interpreted as follows:
0

The access request was accepted.
4

No profile exists.
8

The access request was denied.
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NODEFAULTRC
Resets DEFAULTRC to the default value of 4.

DEFAULTUACC | NODEFAULTUACC
DEFAULTUACC ( ALTER | CONTROL | UPDATE | READ | NONE )

Specifies the minimum access allowed if the access level is not set when a resource profile
is defined in the class.

DEFAULTUACC ( ACEE )
If no universal access level is specified at the time the profile is created, RACF uses the
default universal access authority from the command issuer's ACEE, as specified on the
UACC operand of the ADDUSER, ALTUSER or CONNECT command.

NODEFAULTUACC
Resets the DEFAULTUACC to the default of NONE.

FIRST | NOFIRST
FIRST (characters-allowed ...)

Specifies a character type restriction for the first character of the profile name. One or
more of the following may be specified.

• ALPHA - Allows an alphabetic character (A - Z)
• NUMERIC—Allows a digit (0 - 9)
• NATIONAL—Allows characters # (X'7B'), @ (X'7C'), and $ (X'5B')
• SPECIAL—Allows any character except the following:

– a blank
– a comma
– a parenthesis
– a semicolon
– those characters in ALPHA, NUMERIC, or NATIONAL.

Note: This option includes the period ('.') and is needed if you intend to use it as a
delimiter.

NOFIRST
Resets FIRST to the default value of FIRST(ALPHA, NATIONAL).

GENERIC | NOGENERIC
GENERIC ( ALLOWED | DISALLOWED )

Specifies whether or not SETROPTS GENERIC and SETROPTS GENCMD are allowed for the
class. The SETROPTS GENERIC command activates generic profile checking for a class.
The SETROPTS GENCMD command activates generic profile command processing.

If GENERIC(DISALLOWED) is specified, GENLIST(ALLOWED) cannot also be specified.

Because generic processing is not allowed for grouping classes, GENERIC(DISALLOWED)
should be specified if MEMBER(member-class-name) is also specified. If
GENERIC(ALLOWED) is specified or defaulted for a grouping class, a warning message is
issued. Subsequent processing for the dynamic class being defined and for profiles in that
class will be treated as if GENERIC(DISALLOWED) was specified.

Rule: If the dynamic class you are defining shares a POSIT number with other classes, all
classes with the shared POSIT number must have the same GENERIC keyword value. This
is because the SETROPTS GENERIC and SETROPTS GENCMD commands process all
classes that share a POSIT number. If at least one class specifies GENERIC(DISALLOWED)
and at least one class specifies GENERIC(ALLOWED), RACF issues a warning message.
When you subsequently add this class to the dynamic class descriptor table using the
SETROPTS RACLIST(CDT) command, RACF might change the value of the GENERIC
keyword to match the GENERIC keyword value of the other classes sharing the POSIT
number.
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• If this dynamic class shares a POSIT number with an IBM-supplied class, RACF changes
the value of the GENERIC keyword in the dynamic class to match the IBM class. (The
class attribute in the IBM-supplied class takes precedence).

• If this dynamic class shares a POSIT number with an installation-defined class (static or
dynamic), RACF determines the least restrictive attribute - GENERIC(ALLOWED) is less
restrictive than GENERIC(DISALLOWED) -  and changes the GENERIC(DISALLOWED)
class attribute to GENERIC(ALLOWED).

Exception: A grouping class and member class can share a POSIT number although their
GENERIC keyword values need not match. You must specify GENERIC(DISALLOWED) for
the grouping class. However, you can specify either ALLOWED or DISALLOWED for the
member class.

NOGENERIC
Resets GENERIC to the default value of ALLOWED.

GENLIST | NOGENLIST
GENLIST ( ALLOWED | DISALLOWED )

Specifies whether SETROPTS GENLIST is to be allowed for the class. If you GENLIST the
class on the SETROPTS command and a user then requests access to a resource protected
by a generic profile, a copy of that profile will be brought into the common storage area
rather than into the user's address space. RACF uses those generic profiles in common
storage to check the authorization of any users who want to access the resource. The
profiles remain in common storage until a REFRESH occurs.

NOGENLIST
Resets GENLIST to the default value of DISALLOWED.

GROUP | NOGROUP
GROUP ( grouping-class-name )

Specifies the name of the class that groups the resources within the specified class. If
GROUP is not specified, RACF does not allow resource grouping for the class. The
grouping-class-name must be 1 - 8 characters.

When GROUP is specified, the class being defined is a member class.

If GROUP is specified, then grouping-class-name must also be defined in the CDT class,
and its MEMBER keyword should refer to the class being defined. The GROUP and
MEMBER keywords must have matching class entries before SETROPTS RACLIST(CDT) is
issued to build or refresh the dynamic CDT or before the system is restarted; otherwise,
the class in error will not be added to the dynamic class descriptor table.

NOGROUP
Removes the grouping-class-name.

KEYQUALIFIERS | NOKEYQUALIFIERS
KEYQUALIFIERS ( nnn )

Specifies the number of matching qualifiers RACF uses when loading generic profile names
to satisfy an authorization request if a discrete profile does not exist for a resource. For
example, if you specify two for the class, all generic profile names whose highest level
qualifiers match the two highest qualifiers of the entity name are loaded into the user's
storage when the user requests access to a resource. The nnn value must be a number 0 -
 123.

If KEYQUALIFIERS is not specified, the default is 0 and profile names for the entire class
are loaded and searched.

The maximum value you can specify is 123, which is the maximum number of qualifiers in
a name 246 characters long.

When KEYQUALIFIERS(nnn) is specified, generic profiles created in that class may not
contain generic characters in the first nnn qualifiers of the profile name.
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When KEYQUALIFIERS(nnn) is greater than 0 for a class, all discrete and generic profiles in
that class must have at least nnn+1 qualifiers in each profile name. The number of
qualifiers a profile name is determined by counting the number of period characters in the
profile and adding one; the first character is not examined.

Examples of valid profile names for KEYQUALIFIERS(2) are:

A.B.C
A.B.**
A.B.C.D*

Guideline: Specify KEYQUALIFIERS(nnn) greater than 0 for classes that have the following
characteristics:

• The class is not usually RACLISTed or GENLISTed.
• Profile names in the class follow a naming convention where many generic profiles have

the same nnn number of qualifiers at the beginning of the profile name.

For example, if you have an application that uses an installation-defined class to protect
reports on terminal usage, you might have profiles such as these for each user on your
z/OS system:

REPORTS.USER1.TERMUSE.*
REPORTS.USER1.TERMUSE.DEPT60.*
REPORTS.USER1.TERMUSE.2006.JAN.*
REPORTS.USER1.TERMUSE.2006.FEB.*
REPORTS.USER1.TERMUSE.2006.MAR.*
REPORTS.USER1.TERMUSE.2006.APR.*
REPORTS.USER1.TERMUSE.2006.MAY.*
REPORTS.USER1.TERMUSE.2006.JUN.*
REPORTS.USER1.TERMUSE.2006.JUL.*
REPORTS.USER1.TERMUSE.2006.AUG.*
REPORTS.USER1.TERMUSE.2006.SEP.*
REPORTS.USER1.TERMUSE.2006.OCT.*
REPORTS.USER1.TERMUSE.2006.NOV.*
REPORTS.USER1.TERMUSE.2006.DEC.* 

In this example, you might define your installation class using KEYQUALIFIERS(3) so that
when RACF checks authorization checks for resources in your class, only generic profile
names that match the first three qualifiers of your report are loaded into storage for RACF
to check.

Restriction: Different rules apply for the FILE and DIRECTRY classes. For the syntax
required for profile names in the DIRECTRY and FILE classes, see the appropriate RACF
Command Language Reference for your VM system.

NOKEYQUALIFIERS
Resets KEYQUALIFIERS to the default value of 0.

MACPROCESSING | NOMACPROCESSING
MACPROCESSING ( NORMAL | REVERSE | EQUAL )

Specifies which type of mandatory access control (MAC) processing is required for the
class:

• NORMAL - specifies normal MAC processing is required. If and when a MAC check is
performed, the user's SECLABEL must dominate that of the resource.

• REVERSE - specifies reverse MAC processing is required. If and when a MAC check is
performed, the SECLABEL of the resource must dominate that of the user.

• EQUAL - specifies equal MAC processing is required. If and when a MAC check is
performed, the SECLABEL of the user must be equivalent to that of the resource.
MACPROCESSING(EQUAL) should be used for classes where two-way communication is
expected. Writedown (SETROPTS MLS) does not apply to classes where
MACPROCESSING(EQUAL) is specified.
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NOMACPROCESSING
Resets MACPROCESSING to the default value of NORMAL.

MAXLENGTH | NOMAXLENGTH
MAXLENGTH ( nnn )

Specifies the maximum length of resource and profile names for the specified class when
MAXLENX is not specified. When MAXLENX is also specified, MAXLENGTH represents the
maximum length of a resource name only when a RACROUTE macro is invoked with the
ENTITY keyword. The value of nnn must be 1 - 246.

NOMAXLENGTH
Resets MAXLENGTH to the default value of 8.

MAXLENX | NOMAXLENX
MAXLENX ( nnn )

Specifies the maximum length of resource and profile names for the specified class when a
RACROUTE macro is invoked with the ENTITYX keyword or when a profile is added or
changed using a RACF command processor. The value of nnn must be 1 - 246.

If MAXLENX is not specified before SETROPTS RACLIST(CDT) is issued to build or refresh
the dynamic CDT or before the system is restarted, the value specified for MAXLENGTH is
used for MAXLENX in subsequent processing for the dynamic class.

NOMAXLENX
Removes the MAXLENX value.

MEMBER | NOMEMBER
MEMBER ( member-class-name )

Specifies the name of the class grouped by the resources within the specified class. The
member-class-name value must be 1 - 8 characters.

When MEMBER is specified, the class being defined is a resource group.

If MEMBER is specified, then member-class-name must also be defined in the CDT class
and its GROUP keyword should refer to the class being defined. The GROUP and MEMBER
keywords must have matching class entries before SETROPTS RACLIST(CDT) is issued to
build or refresh the dynamic CDT or before the system is restarted; otherwise, the class in
error will not be added to the dynamic class descriptor table.

NOMEMBER
Removes the member-class-name.

OPERATIONS | NOOPERATIONS
OPERATIONS ( YES | NO )

Specifies whether RACF is to take the OPERATIONS attribute into account when it
performs authorization checking. If YES is specified, RACF considers the OPERATIONS
attribute; if NO is specified, RACF ignores the OPERATIONS attribute.

NOOPERATIONS
Resets OPERATIONS to the default value of NO.

OTHER | NOOTHER
OTHER ( characters-allowed ...)

Specifies a character type restriction for the characters of the profile name other than the
first character. One or more of the following may be specified:

• ALPHA - Allows an alphabetic character (A - Z)
• NUMERIC—Allows a digit (0 - 9)
• NATIONAL—Allows characters # (X'7B'), @ (X'7C'), and $ (X'5B')
• SPECIAL—Allows any character except the following:

– a blank
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– a comma
– a parenthesis
– a semicolon
– those characters in ALPHA, NUMERIC, or NATIONAL.

Note: This option includes the period ('.') and is needed if you intend to use it as a
delimiter.

NOOTHER
Resets OTHER to the default of OTHER(ALPHA, NATIONAL).

POSIT | NOPOSIT
POSIT ( nnn )

Specifies the POSIT number associated with the class. Each class in the class descriptor
table has a POSIT number specified which identifies a set of option flags that control the
following RACF processing options:

• Whether authorization checking should take place for the class (SETROPTS CLASSACT)
• Whether auditing should take place for resources within the class (SETROPTS AUDIT)
• Whether statistics should be kept for resources within the class (SETROPTS STATISTICS)
• Whether generic profile access checking is active for the class (SETROPTS GENERIC)
• Whether generic command processing is active for the class (SETROPTS GENCMD)
• Whether global access checking is active for the class (SETROPTS GLOBAL)
• Whether the user has CLAUTH to a resource class
• Whether special resource access auditing applies to the class (SETROPTS LOGOPTIONS)
• Whether SETROPTS RACLIST will occur for this class (when RACLIST(ALLOWED) or

RACLIST(REQUIRED) is also specified)
• For all classes that have the same POSIT number specified, these options are identical.

If you change an option for one class, this change will also affect all other classes that
share the same POSIT number.

Before you issue SETROPTS RACLIST(CDT) to build or refresh the dynamic class descriptor
table, you must decide whether to use a unique set of option flags for each RACF class or
whether to have two or more RACF classes share the same set of option flags. If you
choose to use a unique set of option flags for a class, assign the class a unique POSIT
number. If you choose to share the same set of option flags among several classes, assign
those classes the same POSIT number.

Before you issue SETROPTS RACLIST(CDT) to build or refresh the dynamic CDT, the POSIT
keyword must specify a valid value on either the RDEFINE or RALTER command.
Otherwise, the new or changed class will not be added to the dynamic class descriptor
table.

Once you issue SETROPTS RACLIST(CDT) to build or refresh the dynamic class descriptor
table, you can activate the classes that comprise it and their respective set of option flags
using the appropriate keywords on the SETROPTS command.

There are 1024 POSIT numbers that can identify 1024 sets of option flags. Installations
can specify POSIT numbers 19 - 56 and 128 - 527. POSIT numbers 0 - 18, 57 - 127 and
528 - 1023 are reserved for IBM use and should not be specified for installation-defined
classes unless an installation intends that one of its classes share SETROPTS options with
an IBM-defined class.

Guideline: A RACF class that has a default return code of 8 should not share a POSIT value
with a RACF class having a different default return code. If a class with a default return
code of 8 is activated but no profiles are defined, user activity that requires access in that
class will be prevented.
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NOPOSIT
Removes the POSIT number.

Before you issue SETROPTS RACLIST(CDT) to build or refresh the dynamic CDT, the POSIT
keyword must specify a valid value on either the RDEFINE or RALTER command.
Otherwise, the new or changed class will not be added to the dynamic class descriptor
table.

PROFILESALLOWED | NOPROFILESALLOWED
PROFILESALLOWED ( YES | NO )

Specifies whether you want RACF to allow profiles to be defined for this RACF class. If you
specify PROFILESALLOWED(NO), RACF will not allow profiles to be defined to this RACF
class; if a user attempts to define a profile to that class, the RDEFINE command responds
with an appropriate message.

NOPROFILESALLOWED
Resets the PROFILESALLOWED value to the default of YES.

RACLIST | NORACLIST
RACLIST

Specifies whether SETROPTS RACLIST is to be allowed, disallowed or required for the
specified class. If you process this class using SETROPTS RACLIST, RACF brings copies of
all discrete and generic profiles within that class into storage in a data space. RACF uses
those profiles in storage to check the authorization of any users who want to access the
resources. The profiles remain in storage until removed by SETROPTS NORACLIST.
ALLOWED

Specifies that SETROPTS RACLIST may be used for the class, but is not required for
authorization checking.

DISALLOWED
Specifies that SETROPTS RACLIST may not be used for the class.

REQUIRED
Specifies that you must process the class using SETROPTS RACLIST in order to use
RACROUTE REQUEST=AUTH. The purpose of this keyword is to allow routines that
cannot tolerate I/O to invoke RACF. When this keyword is specified and the class is not
processed by SETROPTS RACLIST and a RACROUTE REQUEST=AUTH is attempted, the
return code is 4.

NORACLIST
Resets the RACLIST value to the default of DISALLOWED.

SECLABELSREQUIRED | NOSECLABELSREQUIRED
SECLABELSREQUIRED ( YES | NO )

Specifies whether a SECLABEL is required for the profiles of the specified class when
SETROPTS MLACTIVE is on.

SECLABELSREQUIRED(NO) means that RACF will not require a SECLABEL for profiles in
this class; however, if a SECLABEL exists for this profile and the SECLABEL class is active,
RACF will use it during authorization checking. SECLABELSREQUIRED(NO) applies to
general resource classes that have no profiles, such as DIRAUTH, or for classes that
contain no data, such as OPERCMDS and SECLABEL.

SECLABELSREQUIRED(YES) means that RACF will require a SECLABEL for profiles in this
class when SETROPTS MLACTIVE is on.

NOSECLABELSREQUIRED
Resets the SECLABELSREQUIRED to the default of NO.
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SIGNAL | NOSIGNAL
SIGNAL ( YES | NO )

Specifies whether an ENF signal should be sent to listeners when RACLISTed profiles are
created, updated or deleted for authorization checking.

When SIGNAL(YES) is specified, RACF will send an ENF signal to listeners when a
SETROPTS RACLIST, SETROPTS NORACLIST or SETROPTS RACLIST REFRESH is issued for
the class to activate, deactivate, or update the profiles used for authorization checking. For
more information, see ENF signals in z/OS Security Server RACF System Programmer's
Guide.

When SIGNAL(NO) is specified, no ENF signal is sent.

SIGNAL(YES) is not valid if RACLIST(DISALLOWED) is specified.

NOSIGNAL
Resets the SIGNAL value to the default of NO.

NOCDTINFO
Deletes the CDTINFO segment.

CFDEF | NOCFDEF

CFDEF
Changes the attributes of a custom field for profiles in the CFIELD class. The custom fields you
define with the CFDEF operand can be used in the CSDATA segment of user and group profiles. For
more information about custom fields, including the profile name format, see Defining and using
custom fields in z/OS Security Server RACF Security Administrator's Guide.

Changes in the custom field are not effective until the system programmer rebuilds the dynamic
parse table using the IRRDPI00 UPDATE command. For information about using the IRRDPI00
command, see z/OS Security Server RACF System Programmer's Guide.

You can use the CFDEF keyword with no suboperands to initiate validation checking of fields
within the CFDEF segment. For example, you issued an RDEFINE CFIELD command and received
several errors, but you did not save a copy of the error messages. You could then issue the
following command and the validation checking will be performed; those error messages will then
be issued again.

RALTER CFIELD profile-name CFDEF

Rules:

• Specify CFDEF only for profiles in the CFIELD class.
• You cannot change the data type of a custom field using the RALTER command. (Changing the

data type might render the field unusable if all other attributes are not correctly set.)

If you want to change the data type for a custom field, delete the CFIELD profile using the
RDELETE command, and then define the custom field with the proper data type using the
RDEFINE command.

Important: Plan carefully before you change the attributes of a custom field. Most attributes are
either required or desirable based on data type. Therefore, you can change but not remove certain
attributes using the RALTER command.

FIRST
Specifies a character restriction for the first character in the custom field.

Rules:

• You can change but you cannot remove the FIRST value.
• The valid options for the FIRST attribute apply as follows, based on TYPE value (data type).
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Valid
options

Data type based on TYPE attribute

CHAR FLAG HEX NUM

ALPHA X

ALPHANUM X

ANY X

NONATABC X X

NONATNUM X X

NUMERIC X X

For each option of the FIRST attribute, the characters allowed in the custom field are as
follows:

Valid
options

Characters allowed

Alphabetic
characters

(A - Z)

National
characters
# (X'7B'),
@ (X'7C'),

and $ (X'5B')

Numeric
characters

(0 - 9)

Any
other

character

ALPHA X X

ALPHANUM X X X

ANY X X X X

NONATABC X

NONATNUM X X

NUMERIC X

ALPHA
Allows alphabetic characters (A - Z) and national characters # (X'7B'), @ (X'7C'), and $
(X'5B').

ALPHANUM
Allows alphabetic characters (A - Z), numbers (0 - 9), and national characters #
(X'7B'), @ (X'7C'), and $ (X'5B').

ANY
Allows alphabetic characters (A - Z), numbers (0 - 9), national characters # (X'7B'), @
(X'7C'), and $ (X'5B'), and any other character. When you specify both FIRST(ANY) and
OTHER(ANY), also allows quoted strings.

NONATABC
Allows alphabetic characters, and excludes numbers and national characters # (X'7B'), @
(X'7C'), and $ (X'5B').

NONATNUM
Allows alphabetic characters and numbers, but excludes national characters # (X'7B'), @
(X'7C'), and $ (X'5B').

NUMERIC
Allows numbers (0 - 9).
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HELP( help-text )
Specifies the help text for this custom field. The help text is displayed when the user is in TSO
PROMPT mode and presses the PF1 key or enters a question mark (?). Lowercase alphabetic
characters in the help-text value are translated to uppercase.

Rules:

• Length: 1 - 255 characters.
• If the help text contains parentheses, commas, blanks, or semicolons, enclose the entire

text string in single quotation marks.
• If a single quotation mark is intended to be part of the help text, use two single quotation

marks together for each single quotation mark within the string, and enclose the entire string
in single quotation marks.

Example: To define help text for a customer's address and indicate that the field can be up
to 100 characters, you might specify the following value:

HELP('CUSTOMER''S ADDRESS. SPECIFY UP TO 100 CHARACTERS')

• You can change but you cannot remove the HELP value.

LISTHEAD( list-heading-text )
Specifies the heading to display in the output for the LISTUSER or LISTGRP command
whenever the CSDATA segment is listed. Lowercase alphabetic characters in the list-heading-
text value are translated to uppercase.

Rules:

• Length: 1 - 40 characters.
• If the heading text contains parentheses, commas, blanks, or semicolons, enclose the entire

text string in single quotation marks.
• If a single quotation mark is intended to be part of the help text, use two single quotation

marks together for each single quotation mark within the string, and enclose the entire string
in single quotation marks.

Example:

LISTHEAD('CUSTOMER''S ADDRESS =')

• You can change but you cannot remove the LISTHEAD value.

Guidelines: If you specify a LISTHEAD value, avoid confusion for users who use the LISTUSER
or LISTGRP command to list custom field values by following these guidelines:

• Ensure that each custom field has a unique heading.
• Append an equal sign (=) or other delimiter to your LISTHEAD value to indicate in the list

output where the heading ends and the data begins.

MAXLENGTH( maximum-field-length )
Specifies the maximum length of the custom field.

Rules:

• You can change but you cannot remove the MAXLENGTH value.
• The valid values or value ranges shown in Table 4 on page 130 apply based on data type.

Table 4: Valid values or value range for the MAXLENGTH keyword, based on data type. 

Data type Valid value or range

CHAR 1 - 1100
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Table 4: Valid values or value range for the MAXLENGTH keyword, based on data type. 
(continued)

Data type Valid value or range

FLAG 3

HEX 1 - 512

NUM 1 - 10

MAXVALUE | NOMAXVALUE
MAXVALUE( maximum-numeric-value )

Specifies the maximum numeric value for a custom field with TYPE(NUM).

Rules:

• Valid range: 0 - 2 147 483 647
• Do not specify a MAXVALUE value for custom fields with CHAR, FLAG, or HEX data type.
• Do not specify a MAXVALUE value lower than the MINVALUE value.
• Do not specify a MAXVALUE value longer than the highest value based on MAXLENGTH

value.

NOMAXVALUE
Removes the MAXVALUE value. If you specify NOMAXVALUE, the following information is
displayed when you list the CFDEF segment using the RLIST command.

MAXVALUE = NONE

MINVALUE | NOMINVALUE
MINVALUE( minimum-numeric-value )

Specifies the minimum numeric value for a custom field with TYPE(NUM).

Rules:

• Valid range: 0 - 2 147 483 647
• Do not specify a MINVALUE value for fields with CHAR, FLAG, or HEX data type.
• Do not specify a MINVALUE value higher than the MAXVALUE value.
• Do not specify a MINVALUE value longer than the highest value based on MAXLENGTH

value.

NOMINVALUE
Removes the MINVALUE value. If you specify NOMINVALUE, the following information is
displayed when you list the CFDEF segment using the RLIST command.

MINVALUE = NONE

MIXED
Specifies whether mixed-case alphabetic characters are allowed for a custom field with
TYPE(CHAR).
YES

Lowercase characters are allowed in any position of the custom field where alphabetic
characters are allowed, based on the character restrictions specified in the FIRST and
OTHER keywords. RACF commands, such as ADDUSER, do not translate lowercase
alphabetic characters in the field to uppercase.

Rule: Do not specify MIXED(YES) for custom fields with FLAG, HEX, or NUM data type.

NO
RACF commands translate lowercase alphabetic characters in the field to uppercase.
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OTHER
Specifies a character restriction for characters in the custom field other than the first
character.

For each option of the OTHER attribute, the characters allowed in the custom field are as
follows:

Valid
options

Characters allowed

Alphabetic
characters

(A - Z)

National
characters
# (X'7B'),
@ (X'7C'),

and $ (X'5B')

Numeric
characters

(0 - 9)

Any
other

character

ALPHA X X

ALPHANUM X X X

ANY X X X X

NONATABC X

NONATNUM X X

NUMERIC X

ALPHA
Allows alphabetic characters (A - Z) and national characters # (X'7B'), @ (X'7C'), and $
(X'5B').

ALPHANUM
Allows alphabetic characters (A - Z), numbers (0 - 9), and national characters #
(X'7B'), @ (X'7C'), and $ (X'5B').

ANY
Allows alphabetic characters (A - Z), numbers (0 - 9), national characters # (X'7B'), @
(X'7C'), and $ (X'5B'), and any other character. When you specify both FIRST(ANY) and
OTHER(ANY), also allows quoted strings.

NONATABC
Allows alphabetic characters, and excludes numbers and national characters # (X'7B'), @
(X'7C'), and $ (X'5B').

NONATNUM
Allows alphabetic characters and numbers, but excludes national characters # (X'7B'), @
(X'7C'), and $ (X'5B').

NUMERIC
Allows numbers (0 - 9).

Rules:

• You can change but you cannot remove the OTHER value.
• The valid options for the OTHER attribute apply as follows, based on TYPE value (data type).

Valid
options

Data type based on TYPE attribute

CHAR FLAG HEX NUM

ALPHA X

ALPHANUM X

ANY X
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Valid
options

Data type based on TYPE attribute

CHAR FLAG HEX NUM

NONATABC X X

NONATNUM X X

NUMERIC X X

NOCFDEF
Deletes the CFDEF segment.

Important: Avoid issuing the NOCFDEF operand for profiles in the CFIELD class because it causes
the custom fields defined in the CFDEF segment to be unusable.

If you want to change the TYPE attribute, or remove an attribute that you are unable to remove
using the RALTER command, delete the CFIELD profile using the RDELETE command, and then
define the custom field with the proper attributes using the RDEFINE command.

DATA | NODATA
DATA('installation-defined-data')

Specifies up to 255 characters of installation-defined data to be stored in the profile for the
resource. The data must be enclosed in single quotation marks. It can also contain double-byte
character set (DBCS) data.

This information is listed by the RLIST command.

NODATA
Specifies that the RALTER command is to delete the installation-defined data in the resource
profile.

DLFDATA | NODLFDATA
DLFDATA

For profiles in the DLFCLASS, specifies information used in the control of DLF objects.
RETAIN(YES | NO) | NORETAIN

Specifies whether the DLF object can be retained after use.
JOBNAMES | NOJOBNAMES | ADDJOBNAMES | DELJOBNAMES

You can specify any job name valid on your system. You can also specify generic job names
with an asterisk (*) as the last character of a job name, to indicate generic job names. For
example, JOBNAMES(ABC) allows only job ABC to access the DLF objects protected by the
profile. JOBNAMES(ABC*) allows any job whose name begins with ABC (such as ABC, ABC1,
or ABCDEF and so forth) to access to the DLF objects.
JOBNAMES(jobname1 ...)

Specifies the list of job names that can access the DLF objects protected by this profile.
NOJOBNAMES

Specifies that no job names can access the DLF objects protected by this profile.
ADDJOBNAMES(jobname1...)

Adds to the list of job names, the job names that can access the DLF objects protected by
this profile.

DELJOBNAMES(jobname1...)
Deletes the names from the job names list.

NODLFDATA
Deletes the DLFDATA in the specified segment.

EIM | NOEIM
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EIM
The EIM and PROXY segment keywords and subkeywords combine to define the EIM domain, the
LDAP host it resides on, and the bind information required by the EIM services to establish a
connection with an EIM domain. The EIM services will attempt to retrieve this information when it
is not explicitly supplied with the invocation parameters.
DOMAINDN | NODOMAINDN

DOMAINDN(eim_domain_dn)
Specifies the distinguished name of the EIM domain. A valid EIM domain distinguished
name begins with ibm-eimDomainName=. Uppercase and lowercase characters are
accepted and maintained in the case in which they are entered.

The EIM domain distinguished name is one component of an EIM domain name. An EIM
domain name identifies the LDAP server that stores the EIM domain information. The EIM
domain name begins with the ldap_url from the LDAPHOST suboperand of the keyword,
followed by / and ends with the eim_domain_dn from the DOMAINDN suboperand. The
length of a valid EIM domain name is determined by the combination of those factors.
RACF allows the input of 1023 characters for the domain distinguished name. RACF does
not ensure that an EIM domain name created from the LDAP URL and EIM domain
distinguished name forms a valid EIM domain name.

For more information about LDAP distinguished names, see z/OS IBM Tivoli Directory
Server Administration and Use for z/OS.

NODOMAINDN
Deletes the eim_domain_dn value.

OPTIONS | NOOPTIONS
Specifies options that control the EIM configuration.
ENABLE | DISABLE

ENABLE
Specifies that new connections may be established with the specified EIM domain.
This is the default.

DISABLE
Specifies that new connections may not be established with the specified EIM domain.

NOOPTIONS
Resets OPTIONS to the default value of ENABLE.

LOCALREGISTRY | NOLOCALREGISTRY
LOCALREGISTRY(registry_name)

Specifies the name of the local RACF registry in EIM domains. This operand is valid only
with the following profiles and is ignored for all others:

• The IRR.PROXY.DEFAULTS profile in the FACILITY class
• The IRR.ICTX.DEFAULTS.sysid profile in the LDAPBIND class
• The IRR.ICTX.DEFAULTS profile in the LDAPBIND class.

EIM uses the registry_name value defined in the IRR.PROXY.DEFAULTS profile. The ICTX
identity cache uses the registry_name value defined in the IRR.ICTX.DEFAULTS.sysid or
IRR.ICTX.DEFAULTS profile.

The registry_name value is 1 - 255 characters in length. It can consist of any characters
and can be entered with or without single quotation marks. The following rules apply:

• If parentheses, commas, blanks, or semicolons are intended as part of the
registry_name, you must enclose the entire character string in single quotation marks.

• If a single quotation mark is intended as part of the registry_name, use two single
quotation marks together for each single quotation mark within the string, and enclose
the entire string within single quotation marks.

RALTER

134  z/OS: RACF Support for IBM Multi-Factor Authentication for z/OS (IBM MFA)



• Both uppercase and lowercase characters are accepted and maintained in the case in
which they are entered.

NOLOCALREGISTRY
Deletes the local registry name from the profile. It does not affect the in-storage copy of
the registry name. IPL the system to remove the in-storage copy.

KERBREGISTRY | NOKERBREGISTRY
KERBREGISTRY(registry_name)

Specifies the name of the Kerberos registry in the EIM domain that the system is
configured to use. This operand is only valid for the IRR.PROXY.DEFAULTS FACILITY class
profile. The value is ignored when used on other profiles.

The Kerberos registry_name may be 1 - 255 characters in length. The registry_name can
consist of any characters and can be entered with or without single quotation marks. The
following rules apply:

• If parentheses, commas, blanks, or semicolons are to be entered as part of the
registry_name, the character string must be enclosed in single quotation marks.

• If a single quotation mark is intended to be part of the registry_name, use two single
quotation marks together for each single quotation mark within the string, and enclose
the entire string within single quotation marks.

• Both uppercase and lowercase characters are accepted and maintained in the case in
which they are entered.

NOKERBREGISTRY
Deletes the Kerberos registry name from the profile.

X509REGISTRY | NOX509REGISTRY
X509REGISTRY(registry_name)

Specifies the name of the X.509 registry in the EIM domain that the system is configured
to use. This operand is only valid for the IRR.PROXY.DEFAULTS FACILITY class profile. The
value is ignored when used on other profiles.

The X.509 registry_name may be 1 - 255 characters long. The registry_name can consist of
any characters and can be entered with or without single quotation marks. The following
rules apply:

• If parentheses, commas, blanks, or semicolons are to be entered as part of the
registry_name, the character string must be enclosed in single quotation marks.

• If a single quotation mark is intended to be part of the registry_name, use two single
quotation marks together for each single quotation mark within the string, and enclose
the entire string within single quotation marks.

• Both uppercase and lowercase characters are accepted and maintained in the case in
which they are entered.

NOX509REGISTRY
Deletes the X.509 registry name from the profile.

NOEIM
Deletes the EIM segment.

GLOBALAUDIT(access-attempt[(audit-access-level)])
Specifies which access attempts and access levels the user who has the AUDITOR attribute wants
logged to the SMF data set.
access-attempt

Specifies which access attempts the user who has the AUDITOR attribute wants to log on the SMF
data set.
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ALL
Specifies that you want to log both authorized accesses and detected unauthorized attempts
to access the resource.

FAILURES
Specifies that you want to log detected unauthorized attempts to access the resource.

NONE
Specifies that you do not want any logging to be done for accesses to the resource.

SUCCESS
Specifies that you want to log authorized accesses to the resource.

audit-access-level
Specifies which access levels the user who has the AUDITOR attribute wants to log on the SMF
data set.
ALTER

Logs ALTER access-level attempts only.
CONTROL

Logs access attempts at the CONTROL and ALTER levels.
READ

Logs access attempts at any level. This is the default value if no access level is specified.
UPDATE

Logs access attempts at the UPDATE, CONTROL, and ALTER levels.
You cannot audit access attempts at the EXECUTE level.

To use GLOBALAUDIT, you must have the AUDITOR attribute, or the resource profile must be within
the scope of a group in which you have the group-AUDITOR attribute.

Regardless of the value you specify for GLOBALAUDIT, RACF always logs all access attempts specified
on AUDIT.

ICSF | NOICSF

ICSF
Specifies ICSF attributes for the keys that are controlled by this profile. ICSF attributes are valid
only for profiles in the CSFKEYS, GCSFKEYS, XCSFKEY, and GXCSFKEY classes.
ASYMUSAGE | NOASYMUSAGE

ASYMUSAGE
Specifies how an asymmetric key that is controlled by this profile is eligible to be used.

If you specify ICSF operand to create a new ICSF segment and omit the ASYMUSAGE
option, SECUREEXPORT and HANDSHAKE are the default settings.

SECUREEXPORT | NOSECUREEXPORT
Specifies whether the key is eligible to be used to export or import symmetric keys.

HANDSHAKE | NOHANDSHAKE
Specifies whether the key is eligible to be used to protect communication channels.

NOASYMUSAGE
Resets to SECUREEXPORT and HANDSHAKE.

SYMEXPORTABLE | NOSYMEXPORTABLE
SYMEXPORTABLE

Specifies which public keys, if any, are eligible to be used to export a symmetric key that is
controlled by this profile.

If you specify ICSF operand to create a new ICSF segment and omit the SYMEXPORTABLE
option, BYANY is the default setting.
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BYANY
Any public key is eligible. The SYMEXPORTCERTS and SYMEXPORTKEYS settings are
ignored.

BYLIST
Only public keys specified with the SYMEXPORTCERTS or SYMEXPORTKEYS option are
eligible. If neither option is set for this symmetric key, no public key is eligible (as if
BYNONE were specified).

BYNONE
No public key is eligible. The SYMEXPORTCERTS and SYMEXPORTKEYS settings are
ignored.

NOSYMEXPORTABLE
Resets the SYMEXPORTABLE option to BYANY.

SYMEXPORTCERTS | NOSYMEXPORTCERTS
SYMEXPORTCERTS([qualifier]/label-name ... | *)

Specifies a list of the labels of digital certificates that are eligible to be used to export the
symmetric keys controlled by this profile.

Each listed certificate must exist in the ICSF key store (the SAF key ring or PKCS #11 token
specified by an ICSF configuration setting). For information about the ICSF key store, see
z/OS Cryptographic Services ICSF Administrator's Guide.

Specify an asterisk (*) to indicate that any certificate in the ICSF key store is eligible to be
used to export the symmetric keys controlled by this profile. Specifying an asterisk (*)
overrides any listed labels.

Specify each certificate label using a certificate label string in the form of qualifier/label-
name.
qualifier

Specifies an optional qualifier in the certificate label string when multiple certificates
have the same label. If specified, RACF translates the qualifier value to uppercase
characters before storing it in the profile. The meaning of the qualifier value depends
on where the certificate resides.

When the certificate
resides in a ... The qualifier value is ...

SAF key ring The RACF user ID of the certificate owner.

PKCS #11 token The value of the CKA_ID attribute of the certificate. The
CKA_ID value consists of up to 64 hexadecimal
characters. Valid characters are 0 - 9 and A - F.

/label-name
Specifies the certificate label assigned when the certificate was created. You must
specify the forward slash character (/) followed by the certificate label.

If the certificate label contains blanks, or special characters that cause problems with
TSO/E, such as the comma, parenthesis, or comment delimiter (/*), the entire
certificate label string must be enclosed in single quotation marks.

Any leading or trailing blanks specified in label-name are removed from this value
before storing it in the profile.

Examples of certificate label strings:

DENICE/CertForDenice
'ROGERS/Cert for Rogers'
'/DLR cert'
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ADDSYMEXPORTCERTS([qualifier]/label-name ... | *)
Adds the specified certificate labels to the current list of labels.

DELSYMEXPORTCERTS([qualifier]/label-name ... | *)
Removes the specified certificate labels from the current list of labels.

NOSYMEXPORTCERTS
Removes the entire list of certificate labels.

SYMEXPORTKEYS | NOSYMEXPORTKEYS
SYMEXPORTKEYS(ICSF-key-label ... | *)

Specifies a list of the ICSF key labels of public keys that are eligible to be used to export
the symmetric keys controlled by this profile. Each listed public key must reside in the
ICSF PKA key data set (PKDS).

Specify an asterisk (*) to indicate that any public key in the ICSF PKDS is eligible to be
used to export the symmetric keys controlled by this profile. Specifying an asterisk (*)
overrides any listed labels.

ICSF-key-label
Specifies the ICSF key label for the public key. The label name cannot exceed 64
characters. The first character must be an alphabetic character or a national character
(# , @ , or $ ). Subsequent characters can be a period character (.) or any alphanumeric
or national character.

ADDSYMEXPORTKEYS(ICSF-key-label ... | *)
Adds the specified key labels to the current list of labels.

DELSYMEXPORTKEYS(ICSF-key-label ... | *)
Removes the specified key labels from the current list of labels.

NOSYMEXPORTKEYS
Removes the entire list of key labels.

SYMCPACFWRAP
Specifies whether the encrypted symmetric keys that are controlled by this profile are eligible
to be rewrapped by CP Assist for Cryptographic Function (CPACF).

If you specify ICSF operand to create a new ICSF segment and omit the SYMCPACFWRAP
option, NO is the default setting.

YES
Specifies that the encrypted symmetric keys that are controlled by this profile are eligible
to be rewrapped by CPACF.

NO
Specifies that the encrypted symmetric keys that are controlled by this profile are
ineligible to be rewrapped by CPACF.

SYMCPACFRET
Specifies whether the encrypted symmetric keys that are controlled by this profile and are
rewrapped by CP Assist for Cryptographic Function (CPACF) are eligible to be returned to an
authorized caller.

If you specify the ICSF operand to create a new ICSF segment and omit the SYMCPACFRET
option, NO is the default setting.

YES
Specifies that the encrypted symmetric keys that are controlled by this profile and are
rewrapped by CP Assist for Cryptographic Function (CPACF) are eligible to be returned to
an authorized caller.

NO
Specifies that the encrypted symmetric keys that are controlled by this profile and are
rewrapped by CP Assist for Cryptographic Function (CPACF) are ineligible to be returned to
an authorized caller.
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NOICSF
Deletes the ICSF segment.

ICTX | NOICTX

ICTX
Specifies the ICTX configuration options that control the ICTX identity cache.

The ICTX identity cache uses an in-storage copy of the configuration options. Use SETROPTS
RACLIST processing for the LDAPBIND class to activate these options. (See the z/OS Security
Server RACF Security Administrator's Guide for more information about SETROPTS RACLIST
processing.)

For details about the ICTX configuration options, see z/OS Integrated Security Services EIM Guide
and Reference.

The following operands are used only for the following profiles in the LDAPBIND class and are
ignored for other profiles:

• IRR.ICTX.DEFAULTS.sysid
• IRR.ICTX.DEFAULTS

USEMAP (YES | NO)
Specifies whether the ICTX identity cache stores an identity mapping to a local z/OS user ID
when provided by the application.
YES

When the application provides a valid mapping to a local z/OS user ID, the ICTX identity
cache stores it.

NO
Identity mappings provided by the application are not stored.

NOUSEMAP
Resets the USEMAP value to YES.

DOMAP (YES | NO)
Specifies whether the ICTX identity cache uses Enterprise Identity Mapping (EIM) services to
find a mapping to a z/OS user ID for an authenticated user, and then stores the mapping.
YES

When EIM finds a mapping to a z/OS user ID for an authenticated user, the ICTX identity
cache stores it.

NO
The ICTX identity cache does not use EIM to find an identity mapping.

NODOMAP
Resets the DOMAP value to NO.

MAPREQUIRED (YES | NO)
Specifies whether the ICTX identity cache requires identity mapping to a z/OS user ID for an
authenticated user.
YES

The ICTX identity cache fails the request when no valid mapping is provided by the
application or found using EIM.

NO
The ICTX identity cache does not fail the request when no valid mapping is provided by the
application or found using EIM.

NOMAPREQUIRED
Resets the MAPREQUIRED value to NO.
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MAPPINGTIMEOUT(1 - 3600)
Specifies how long (one second to one hour) the ICTX identity cache stores an identity
mapping to a z/OS user ID for an authenticated user.

Guideline: If you frequently modify your EIM mappings, consider a low MAPPINGTIMEOUT
value. A shorter timeout period causes the ICTX identity cache to invoke EIM more frequently.
This allows your cached mappings to be refreshed more frequently and improves their
currency.

NOMAPPINGTIMEOUT
Resets the MAPPINGTIMEOUT value to 3600 seconds (one hour).

NOICTX
Deletes the ICTX segment.

KERB | NOKERB
KERB

Specifies z/OS Integrated Security Services Network Authentication Service information for a
REALM class profile.
CHECKADDRS | NOCHECKADDRS

CHECKADDRS
Specifies whether the Kerberos server validates addresses in tickets as part of ticket
validation processing.

This keyword is only applicable when defining the KERBDFLT REALM profile for the local
realm.

YES
The server validates addresses in tickets.

NO
The server ignores addresses in tickets.

NOCHECKADDRS
Resets the CHECKADDRS value to NO.

DEFTKTLFE | NODEFTKTLFE
DEFTKTLFE(def-ticket-life)

Specifies the default ticket lifetime for the local z/OS Network Authentication Service in
seconds. The value for DEFTKTLFE is 1 - 2 147 483 647. Note that 0 is not a valid value.

This keyword is only applicable when defining the KERBDFLT REALM profile for the local
realm.

The RALTER command only requires specification of all of the ticket lifetime keywords on
the same command invocation if RALTER is being used to initially define these values. If
values have been previously defined, RACF uses both the previous values and new values
specified to verify the specified def-ticket-life value.

NODEFTKTLFE
Deletes the def-ticket-lifetime value for the local z/OS Network Authentication Service.

ENCRYPT | NOENCRYPT

ENCRYPT
Specifies which keys can be used by the z/OS Network Authentication Service realm you
are changing.
DES | NODES

Whether DES encrypted keys can be used.
DES3 | NODES3

Whether DES3 encrypted keys can be used.
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DESD | NODESD
Whether DESD encrypted keys can be used.

AES128 | NOAES128
Whether AES128 encrypted keys can be used.

AES256 | NOAES256
Whether AES256 encrypted keys can be used.

When a realm's password changes, a key of each type is generated and stored in the
principal's user profile. The use of each key is based on the z/OS Network Authentication
Service configuration.

See z/OS Integrated Security Services Network Authentication Service Administration for
information about how z/OS Network Authentication Service uses keys and how to
customize environment variables related to keys.

NOENCRYPT
Specifies that there is no restriction on which generated keys the realm can use, and
resets the KERB ENCRYPT values to the default settings.

See z/OS Integrated Security Services Network Authentication Service Administration for
information about how z/OS Network Authentication Service uses keys and how to
customize environment variables related to keys.

KERBNAME | NOKERBNAME
KERBNAME(kerberos-realm-name)

Specifies the local realm name or a trust relationship for z/OS Network Authentication
Service. The maximum length of this field is 117 characters.

• When you specify the local realm name for the KERBDFLT realm, you must specify
KERBNAME using the unqualified form of the local realm name. For example:

RALTER REALM KERBDFLT KERB(KERBNAME(KRB2000.IBM.COM)

Important: Avoid renaming your local realm name. If you rename your local realm, the
keys for existing principals become unusable.

• When you specify a trust relationship, you must specify the fully qualified principal name
using the following form:

/.../kerberos_realm_name_1/krbtgt/kerberos_realm_name_2

For more information about defining trust relationships, see z/OS Integrated Security
Services Network Authentication Service Administration.

Syntax rules for naming your local realm:

The local realm name that you define to RACF can consist of any character, except the /
(X'61') character. You can enter the name with or without single quotation marks,
depending on the following:

• If parentheses, commas, blanks, or semicolons are entered as part of the name, the
character string must be enclosed in single quotation marks.

• If a single quotation mark is intended to be part of the name and the entire character
string is enclosed in single quotation marks, you must use two single quotation marks
together to represent each single quotation mark within the string.

• If the first character of the name is a single quotation mark, you must enter the string
within single quotation marks, with two single quotation marks entered for the single
quotation mark.

Regardless of the case in which it is entered, RACF translates the name of the local z/OS
Network Authentication Service realm to uppercase. However, RACF does not ensure that
a valid kerberos-realm-name has been specified.
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Guidelines for naming your local realm:

• Avoid using EBCDIC variant characters to prevent problems with different code pages.
• Carefully consider the length of the local realm name. Its length limits the length of local

principal names because fully qualified local principal names use the following form and
cannot exceed 240 characters:

/.../kerberos_realm_name/principal_name

The length of the fully qualified local principal name is checked by RACF only when a
local kerberos-principal-name is added or altered. Therefore, plan ahead to ensure that
the maximum length of your principal names is sufficient and help you avoid renaming
the local realm. If you rename your local realm (using the RALTER command), the keys
for existing principals become unusable.

NOKERBNAME
Deletes the kerberos-realm-name value.

MAXTKTLFE | NOMAXTKTLFE
MAXTKTLFE(max-ticket-life)

Specifies the max-ticket-life for the local z/OS Integrated Security Services Network
Authentication Service in seconds. The value for MAXTKTLFE is 1 - 2 147 483 647. Note
that 0 is not a valid value.

This keyword is only applicable when defining the KERBDFLT REALM profile for the local
z/OS Network Authentication Service realm.

The RALTER command only requires specification of all of the ticket lifetime keywords on
the same command invocation if RALTER is being used to initially define these values. If
values have been previously defined, RACF uses both these previous values and new
values specified on the command, to verify the specified max-ticket-life value.

NOMAXTKTLFE
Deletes the max-ticket-lifetime value for the local z/OS Network Authentication Service.

MINTKTLFE | NOMINTKTLFE
MINTKTLFE(min-ticket-life)

Specifies the min-ticket-life for the z/OS Network Authentication Service in seconds. The
value of MINTKTLFE is 1 - 2 147 483 647. Note that 0 is not a valid value.

This keyword is only applicable when defining the KERBDFLT REALM profile for the local
realm.

The RALTER command only requires specification of all of the ticket lifetime keywords on
the same command invocation if RALTER is being used to initially define these values. If
values have been previously defined, RACF uses both the previous values and new values
specified on the command to verify the specified min-ticket-life value.

NOMINTKTLFE
Deletes the min-ticket-lifetime value for the local z/OS Network Authentication Service
principal.

PASSWORD | NOPASSWORD
PASSWORD(kerberos-password)

Specifies the value of the kerberos-password. The maximum length of this value is 128
characters. The PASSWORD keyword is applicable to all REALM class profile definitions. A
password must be associated with the definition of a trust relationship or else the
definition is incomplete.

Guideline: Avoid using EBCDIC variant characters to prevent problems with different code
pages.
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The kerberos-password that you define to RACF might consist of any character. You can
enter a password with or without single quotation marks, depending on the following:

• If parentheses, commas, blanks, or semicolons are entered as part of the password, the
character string must be enclosed in single quotation marks.

• If a single quotation mark is intended to be part of the password and the entire character
string is enclosed in single quotation marks, you must use two single quotation marks
together for each single quotation mark within the string.

• If the first character of the password is a single quotation mark, you must enter the
string within single quotation marks, with two single quotation marks entered for the
character.

Both uppercase and lowercase characters are accepted and maintained in the case in
which they are entered.

Note: This keyword is intended for administrators to be able to associate a password with
the definition of a realm. It is not the same as a RACF user password and is not
constrained by the SETROPTS password rules and change interval values that might be
established for RACF user passwords. ICSF must be available prior to changing the
password as the encryption keys for the REALM class profile are generated using ICSF
services.

NOPASSWORD
Deletes the z/OS Network Authentication Service password. If this is the local z/OS
Network Authentication Service realm (KERBDFLT), it will no longer be able to grant ticket-
granting tickets. Removal of the password from a foreign realm definition will invalidate
the inter-realm trust relationship.

NOKERB
Deletes the KERB segment.

LEVEL(nn)
Specifies a level indicator, where nn is an integer in the range of 00 - 99. Your installation assigns the
meaning of the value. It is included on all records that log resource accesses and is listed by the RLIST
command.

MFA | NOMFA
The MFA segment is intended to be updated only by IBM Multi-Factor Authentication for z/OS.
MFA

Specifies that RACF create an MFA segment in the MFADEF profile.
NOMFA

Specifies that RACF delete the MFA segment from the MFADEF profile.
MFPOLICY | NOMFPOLICY

Specifies multi-factor authentication policy information for the MFADEF class profile being changed.
FACTORS | ADDFACTORS | DELFACTORS | NOFACTORS

Specifies the list of factors that are required to satisfy this authentication policy.
FACTORS(factor-name1 ...)

specifies the list of factor names that are required in order to satisfy this authentication policy.
ADDFACTORS(factor-name1 ...)

Adds to the list of factor names that are required in order to satisfy this authentication policy.
DELFACTORS(factor-name1 ...)

Deletes from the list of factor names that are required in order to satisfy this authentication
policy.

NOFACTORS
Removes the list of factor names from the authentication policy.
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TOKENTIMEOUT(timeout-seconds)
Specifies the number of seconds for which out-of-band authentication with the policy is valid. That
is, after having authenticated out-of-band with the policy to IBM MFA, the user must logon to a
z/OS application within this number of seconds or the out-of-band authentication record will time
out. When an out-of-band authentication record times out, a user must authenticate out-of-band
again to IBM MFA in order to logon.

The value of timeout-seconds can be between 1 and 86,400 (the number of seconds in a day).

The default value is 300 (5 minutes).

REUSE(YES|NO)
Specifies whether this out-of-band authentication policy allows multiple z/OS logons using the
out-of-band token within the TOKENTIMEOUT setting. When REUSE(NO) is specified, the user
must authenticate out-of-band with the policy prior to every z/OS logon.

REUSE(NO) is the default.

NOMFPOLICY
Specifies that RACF deletes the MFPOLICY segment from the MFADEF profile.

NOTIFY | NONOTIFY
NOTIFY[(userid)]

Specifies the user ID of a RACF-defined user to be notified whenever RACF uses this profile to
deny access to a resource. If you specify NOTIFY without specifying a user ID, RACF takes your
user ID as the default; you are notified whenever the profile denies access to a resource.

If you receive NOTIFY messages, you should log on frequently to take action in response to the
unauthorized access attempt described in each message. RACF sends NOTIFY messages to the
SYS1.BRODCAST data set. When the resource profile also includes WARNING, RACF might have
granted access to the resource to the user identified in the message.

When RACF denies access to a resource, it does not notify a user:

• When the resource is in the PROGRAM class
• When the resource is in a class for which an application has built in-storage profiles using

RACROUTE REQUEST=LIST

Some applications, such as IMS™ and CICS, load all the profiles for a given class into storage.
After these profiles are in storage, the applications can do a fast authorization check using
RACROUTE REQUEST=FASTAUTH. Fast authorization checking is different from normal
authorization checking in several ways. One difference is that, in some cases, fast authorization
checking does not issue warning messages, notification messages or support auditing. In cases
where it does not, return and reason codes are returned to the application to allow support of
these functions. The application can examine the return and reason codes and use RACROUTE
REQUEST=AUTH to create the messages and audit records. If the application uses RACROUTE
REQUEST=AUTH to support auditing or specifies LOG=ASIS on RACROUTE
REQUEST=FASTAUTH, the specified user is notified. Otherwise, notification, warning, and such
do not occur.

For details on using RACF with IMS, visit IMS in IBM Knowledge Center (www.ibm.com/support/
knowledgecenter/SSEPH2).

For details on using RACF with CICS, visit CICS Transaction Server for z/OS (www.ibm.com/
support/knowledgecenter/SSGMGV/welcome.html).

• When the profile is used to disallow the creation or deletion of a data set

NOTIFY is used only for resource access checking, not for resource creation or deletion.

NONOTIFY
Specifies that no user is to be notified when RACF uses this profile to deny access to a resource.
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OWNER(userid or group-name)
Specifies a RACF-defined user or group to be assigned as the new owner of the resource you are
changing.

To change the owner of a resource, you must be the current owner of the resource or have the
SPECIAL attribute, or the profile must be within the scope of a group in which you have the group-
SPECIAL attribute. The user specified as the owner does not automatically have access to the
resource. Use the PERMIT command to add the owner to the access list as desired.

PROXY | NOPROXY

PROXY
Specifies information which the z/OS LDAP server will use when acting as a proxy on behalf of a
requester. The R_proxyserv (IRRSPY00) SAF callable service will attempt to retrieve this
information when it is not explicitly supplied with the invocation parameters. Applications or other
services which use the R_proxyserv callable service, such as IBM Policy Director Authorization
Services for z/OS and OS/390, may instruct their invokers to define PROXY segment information.
LDAPHOST | NOLDAPHOST

LDAPHOST(ldap_url)
Specifies the URL of the LDAP server which the z/OS LDAP server will contact when acting
as a proxy on behalf of a requester. An LDAP URL has a format such as ldap://
12.34.56.78:389 or ldaps://12.34.56.78:636, where ldaps indicates that an SSL
connection is desired for a higher level of security. LDAP will also allow you to specify the
host name portion of the URL using either the text form (BIGHOST.POK.IBM.COM) or the
dotted decimal address (12.34.56.78). The port number is appended to the host name,
separated by a colon : (X'7A').

For more information about LDAP URLs and how to enable LDAP servers for SSL
connections, see z/OS IBM Tivoli Directory Server Administration and Use for z/OS.

The LDAP URL that you define to RACF can consist of 10 - 1023 characters. A valid URL
must start with either ldap:// or ldaps://. RACF will allow any characters to be
entered for the remaining portion of the URL, but you should ensure that the URL conforms
to TCP/IP conventions. For example, parentheses, commas, blanks, semicolons, and single
quotation marks are not typically allowed in a host name. The LDAP URL can be entered
with or without single quotation marks.

RACF does not ensure that a valid LDAP URL has been specified.

NOLDAPHOST
Deletes the URL of the LDAP server which the z/OS LDAP server will contact when acting
as a proxy on behalf of a requester.

BINDDN | NOBINDN
BINDDN(bind_distinguished_name)

Specifies the distinguished name (DN) which the z/OS LDAP server will use when acting as
a proxy on behalf of a requester. This DN will be used in conjunction with the BIND
password, if the z/OS LDAP server needs to supply an administrator or user identity to
BIND with another LDAP server. A DN is made up of attribute:value pairs, separated by
commas. For example:

cn=Ben Gray,ou=editing,o=New York Times,c=US 
cn=Lucille White,ou=editing,o=New York Times,c=US 
cn=Tom Brown,ou=reporting,o=New York Times,c=US 

When you define a BIND DN to RACF, it can contain 1 - 1023 characters. The BIND DN can
consist of any characters and can be entered with or without single quotation marks. The
following rules apply:

• If parentheses, commas, blanks, or semicolons are to be entered as part of the BIND DN,
the character string must be enclosed in single quotation marks.
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• If a single quotation mark is intended to be part of the BIND DN, use two single
quotation marks together for each single quotation mark within the string, and enclose
the entire string within single quotation marks.

Both uppercase and lowercase characters are accepted and maintained in the case in
which they are entered. For more information about LDAP distinguished names, see z/OS
IBM Tivoli Directory Server Administration and Use for z/OS.

If you issue the RALTER command as a RACF operator command and you specify the BIND
DN in lowercase, you must include the BIND DN within single quotations.

RACF does not ensure that a valid BIND DN has been specified.

NOBINDDN
Deletes the distinguished name (DN) used by the z/OS LDAP server when acting as a proxy
on behalf of a requester.

BINDPW | NOBINDPW
BINDPW

Specifies the password which the z/OS LDAP server will use when acting as a proxy on
behalf of a requester.

When you define a BIND password to RACF, it can contain 1 - 128 characters. The BIND
password can consist of any characters (except where noted in the following rules) and
can be entered with or without single quotation marks. The following rules apply:

• The BIND password cannot start with a left brace { character (X'8B').
• If parentheses, commas, blanks, or semicolons are to be entered as part of the BIND

password, the character string must be enclosed in single quotation marks.
• If a single quotation mark is intended to be part of the BIND password, use two single

quotation marks together for each single quotation mark within the string, and enclose
the entire string within single quotation marks.

Both uppercase and lowercase characters are accepted and maintained in the case in
which they are entered. For more information about LDAP passwords, see z/OS IBM Tivoli
Directory Server Administration and Use for z/OS.

If you issue the RALTER command as a RACF operator command and you specify the BIND
password in lowercase, you must include the BIND password within single quotations.

RACF does not ensure that a valid BIND password has been specified.

NOBINDPW
Deletes the password used by the z/OS LDAP server when acting as a proxy on behalf of a
requester.

NOPROXY
Deletes LDAP proxy information.

SECLABEL | NOSECLABEL
SECLABEL(seclabel-name)

Specifies an installation-defined security label for this profile. A security label corresponds to a
particular security level (such as CONFIDENTIAL) with a set of zero or more security categories
(such as PAYROLL or PERSONNEL).

If you are authorized to use the SECLABEL, RACF stores the name of the security label you specify
in the resource profile.

If you are not authorized to the SECLABEL or if the name you had specified is not defined as a
SECLABEL profile in the SECLABEL class, the resource profile is not updated. If the SECLABEL
class is active and the security level is specified in this profile, any security levels and categories in
the profile are ignored.
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NOSECLABEL
Removes the security label, if one had been specified, from the profile.

SECLEVEL | NOSECLEVEL
SECLEVEL(seclevel-name)

Specifies the name of an installation-defined security level. This name corresponds to the number
that is the minimum security level that a user must have to access the resource. The seclevel-
name must be a member of the SECLEVEL profile in the SECDATA class.

When you specify SECLEVEL and the SECDATA class is active, RACF adds security level access
checking to its other authorization checking. If global access checking does not grant access,
RACF compares the security level allowed in the user profile with the security level required in the
resource profile. If the security level in the user profile is less than the security level in the
resource profile, RACF denies the access. If the security level in the user profile is equal to or
greater than the security level in the resource profile, RACF continues with other authorization
checking.

RACF does not perform security level checking for a started task that has the RACF privileged or
trusted attribute. The RACF privileged or trusted attribute can be assigned to a started task
through the RACF started procedures table or STARTED class. Also, RACF does not enforce
security level information specified on profiles in the PROGRAM class.

If the SECDATA class is not active, RACF stores the name you specify in the resource profile. When
the SECDATA class is activated and the name you specified is defined as a SECLEVEL profile, RACF
can perform security level access checking for the resource profile. If the name you specify is not
defined as a SECLEVEL profile, you are prompted to provide a valid seclevel-name.

NOSECLEVEL
Specifies that the RALTER command is to delete the security level name from the profile. RACF no
longer performs security level checking for the resource.

SESSION | NOSESSION
SESSION

Controls the establishment of sessions between logical units under LU6.2. This operand is only
valid for the APPCLU resource class. It allows the following suboperand to add, change, or delete
SESSION segment field values when changing an APPCLU class profile.
CONVSEC | NOCONVSEC

CONVSEC(security-checking-level)
Specifies the level or levels of security checking performed when conversations are
established with the LU protected by this profile.

The security-checking-level value can be one of the following levels.

Guideline: Specify a CONVSEC option for each APPCLU profile.

NONE
All inbound allocate requests pass without RACF checking for a valid user ID. No
RACROUTE REQUEST=VERIFY is issued.

CONV
APPC/MVS issues a RACROUTE REQUEST=VERIFY to verify the user ID and password
for all inbound allocate requests.

ALREADYV
APPC/MVS RACF does not verify the user ID and password for any inbound allocate
requests. If you specify ALREADYV, you assume that user IDs and passwords have
already been verified by the partner LU. You must specify this only if the partner LU is
trustworthy.

PERSISTV
Specifies persistent verification.
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AVPV
The user ID/password is already verified and persistent verification is requested. In
general, you should select one of NONE, CONV, and ALREADYV for each APPCLU
profile.

NOCONVSEC
Delete any existing conversation security parameters.

INTERVAL | NOINTERVAL
INTERVAL(n)

Sets the maximum number of days the session key is valid. This value of n is 1 - 32767. If
the key interval is longer than the installation maximum (set with SETROPTS
SESSIONINTERVAL), the INTERVAL is not changed.

NOINTERVAL
There is no limit on the number of days the key is valid.

LOCK | NOLOCK
LOCK

Marks the profile as locked.
NOLOCK

Unlocks a previously locked profile.
SESSKEY | NOSESSKEY

SESSKEY(session-key)
Changes the key for this profile. The session-key value can be expressed in two ways:

• X'y' where y is a hexadecimal number of 1 - 16 digits
• z or 'z' where z is a string of 1 - 8 characters

If the entire 16 digits or 8 characters are not used, the field is padded to the right with
binary zeros.

Note: Session keys are 64-bit Data Encryption Standard (DES) keys. With DES, 8 of the 64
bits are reserved for use as parity bits, so those 8 bits are not part of the 56-bit key. In
hexadecimal notation, the DES parity bits are: X'0101 0101 0101 0101'. Any two 64-bit
keys are equivalent DES keys if their only difference is in one or more of these parity bits.
For instance, the following SESSKEY values, although appearing to be quite different, are
equivalent because they differ only in the last bit of each byte:

• BDF0KM4Q, which is X'C2C4 C6F0 D2D4 F4D8'
• CEG1LN5R, which is X'C3C5 C7F1 D3D5 F5D9'

NOSESSKEY
Deletes the session key for this profile.

NOSESSION
Deletes the SESSION segment from this profile.

SIGVER | NOSIGVER
SIGVER

Specifies the options for verifying the signatures of programs that are protected by this general
resource profile.

Rule: Specify SIGVER only for profiles in the PROGRAM class. Any options specified with the
SIGVER operand are ignored for profiles in a class other than the PROGRAM class.

Restriction: Digital signature verification is supported only for program objects that are stored as
members of a partitioned data set extended (PDSE) library. Digital signature verification is not
supported for programs that are stored as members of a partitioned data set (PDS) library.

Any options specified with the SIGVER operand are ignored for unsupported programs.
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Note: Regardless of the SIGREQUIRED setting, specifying FAILLOAD(NEVER) and
SIGAUDIT(NONE) is equivalent to having no SIGVER segment.

For detailed information, see Program signing and verification in z/OS Security Server RACF
Security Administrator's Guide.

SIGREQUIRED | NOSIGREQUIRED
SIGREQUIRED

Specifies whether programs that are protected by this profile must be digitally signed.
YES

Specifies that programs must be digitally signed.

When you specify SIGREQUIRED(YES), the following conditions apply to any program
that is protected by this general resource profile:

• If the program has a digital signature:

– Signature verification processing occurs.
– The program continues to load according to the FAILLOAD setting.
– Logging occurs according to the SIGAUDIT setting.

• If the program has no digital signature:

– Signature verification processing occurs, resulting in a signature verification
failure.

– The program continues to load according to the FAILLOAD setting.
– Logging occurs according to the SIGAUDIT setting.

Important: If you share the RACF database with other z/OS systems, do not specify
SIGREQUIRED(YES) until you determine if another version of any program that is
protected by this profile runs on a shared system. If so, ensure that each version of a
protected program on the shared system is digitally signed. An unsigned version of a
program that is protected with SIGREQUIRED(YES) might fail to load. Alternatively,
consider protecting the other version with a separate program profile.

NO
Specifies that programs need not be digitally signed.

When you specify SIGREQUIRED(NO), the following conditions apply to any program
that is protected by this general resource profile:

• If the program has a digital signature:

– Signature verification processing occurs.
– The program continues to load according to the FAILLOAD setting.
– Logging occurs according to the SIGAUDIT options.

• If the program has no digital signature:

– No signature verification occurs.
– The program continues to load. The FAILLOAD setting is ignored.
– No logging occurs. The SIGAUDIT setting is ignored.

NOSIGREQUIRED
Resets the SIGREQUIRED value to NO.

FAILLOAD | NOFAILLOAD
FAILLOAD

Specifies the conditions under which the program fails to load in the event that a signature
verification failure occurs.
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ANYBAD
Specifies that the program fails to load when a signature verification failure occurs,
regardless of the cause. Such failures include those resulting from an incorrect
signature, or an error establishing the trust of the signer. This setting includes failures
related to administrative errors, such as a missing or incorrectly defined key ring.

The ANYBAD setting includes the failures covered by the BADSIGONLY setting, and
also includes errors establishing the trust of the signer.

BADSIGONLY
Specifies that the program fails to load only when the signature verification failure is
caused by an incorrect digital signature. Such failures include only those resulting from
a signature that fails verification or a signature structure that is missing or improperly
formatted.

In contrast to ANYBAD, the BADSIGONLY setting does not cause a program to fail to
load when the program has a valid signature originating from an untrusted signer.

NEVER
Specifies that the program never fails to load when a signature verification failure is
detected.

NOFAILLOAD
Resets the FAILLOAD value to NEVER.

SIGAUDIT | NOSIGAUDIT
SIGAUDIT

Specifies which signature verification events are logged. Messages are issued to the
console only for signature verification failures that are logged.
ALL

Logs all signature verifications, whether successful or not.
SUCCESS

Logs only signature verification successes. In other words, the digital signature is valid
and the root CA certificate is trusted.

ANYBAD
Logs all signature verification failures, regardless of the cause of the failure. Such
failures include those resulting from an incorrect signature, or an error establishing the
trust of the signer. This setting includes failures related to administrative errors, such
as a missing or incorrectly defined key ring.

The ANYBAD setting logs the failures covered by the BADSIGONLY setting, and also
logs errors encountered when establishing the trust of the signer.

BADSIGONLY
Logs only signature verification failures caused by an incorrect digital signature. Such
failures include only those resulting from a signature that fails verification or a
signature structure that is missing or improperly formatted.

In contrast to ANYBAD, the BADSIGONLY setting does not log a signature verification
failure when the program has a valid signature originating from an untrusted signer.

NONE
Logs no digital signature verification events.

NOSIGAUDIT
Resets the SIGAUDIT value to NONE.

NOSIGVER
Deletes the SIGVER segment.
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SINGLEDSN | NOSINGLEDSN
SINGLEDSN

Specifies that the tape volume can contain only one data set. SINGLEDSN is valid only for a
TAPEVOL profile. If the volume already contains more than one data set, RACF issues a message
and ignores the operand.

NOSINGLEDSN
Specifies that the tape volume can contain multiple data sets, up to a maximum of 9999.
NOSINGLEDSN is valid only for a TAPEVOL profile.

SSIGNON | NOSSIGNON

SSIGNON
Defines the application key or a secured signon key and indicates the method you want to use to
protect the key value within the RACF database. You can mask or encrypt the key. The key-value
represents a 64-bit (8-byte) key that must be represented as 16 hexadecimal characters. The
valid characters are 0 - 9 and A - F.

Note:

1. As with RACF passwords, the database unload facility does not unload application keys or a
secured signon keys.

2. The RLIST command does not list the value of the application key or the secured signon keys.
Therefore, when you define the keys, you should note the value and keep it in a secure place.

KEYMASKED(key-value)
Specifies that you want to mask the key value using the masking algorithm.

Note:

1. You can specify this operand only once for each application key.
2. If you mask a key, you cannot encrypt it. These are mutually exclusive.

You can use the RLIST command to verify that the key is protected.

KEYENCRYPTED(key-value)
Specifies that you want to encrypt the key value.

Note:

1. You can specify this operand only once for each application key.
2. If you encrypt a key, you cannot mask it. These are mutually exclusive.
3. A cryptographic product must be installed and active on the system.

You can use the RLIST command to verify that the key is protected.

NOSSIGNON
Specifies that the SSIGNON segment should be deleted.

STDATA | NOSTDATA
STDATA

Used to control security for started tasks. STDATA should only be specified for profiles in the
STARTED class.
USER | NOUSER

USER(userid)
Specifies the user ID to be associated with this entry.

RACF issues a warning message if the specified userid does not exist, but information is
added to the STDATA segment. If the error is not corrected, RACF uses the started
procedures table to process START requests that would have used this STARTED profile.
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USER(=MEMBER)
Specifies that the procedure name should be used as the user ID. If =MEMBER is specified
for USER, a group-name value should be specified for the GROUP operand. If =MEMBER is
specified for both USER and GROUP, a warning message is issued and problems might
result when the profile is used. For information, see z/OS Security Server RACF Security
Administrator's Guide.

NOUSER
Specifies the user ID should be deleted from this entry, leaving it unspecified. A warning
message is issued because the absence of a user specification in the STDATA segment
normally indicates that the segment information is incomplete. IF NOUSER is specified,
RACF uses the started procedures table to process START requests that would have used
this STARTED profile.

GROUP | NOGROUP

GROUP(group-name)
Specifies the group name to be associated with this entry.

RACF issues a warning message if the specified group-name does not exist. If userid and
group-name are specified, RACF verifies that the user is connected to the group. If there is
an error in the specification of the group name, the started task runs as an undefined user.

GROUP(=MEMBER)
Specifies that the procedure name should be used as the group name. If =MEMBER is
specified for GROUP, a userid value must be specified for the USER operand or RACF uses
the started procedures table to assign an identifier for this started task. If =MEMBER is
specified for both USER and GROUP, a warning message is issued and problems might
result when the profile is used. For information, see z/OS Security Server RACF Security
Administrator's Guide.

NOGROUP
Specifies the group name should be deleted from this entry, leaving it unspecified. IF
NOGROUP is specified, the started task runs with the default group of the specified user
ID.

PRIVILEGED( YES | NO) | NOPRIVILEGED
Specifies whether the started task should run with the RACF PRIVILEGED attribute. The
PRIVILEGED attribute allows the started task to pass most authorization checking. No
installation exits are called, no SMF records are generated, and no statistics are updated.
(Note that bypassing authorization checking includes bypassing the checks for security
classification of users and data.) For more information, see Associating started procedures
and jobs with user IDs in z/OS Security Server RACF System Programmer's Guide.

PRIVILEGED(NO) and NOPRIVILEGED indicate that the started task should run without the
PRIVILEGED attribute.

If neither PRIVILEGED nor NOPRIVILEGED is specified, PRIVILEGED(NO) is the default.

TRACE( YES | NO) | NOTRACE
Specifies whether a message should be issued to the operator when this entry is used to
assign an ID to the started task. 

If TRACE(YES) is specified, RACF issues an informational message to the operator to record
the use of this entry when it is used to assign an ID to a started task. This record can be useful
in finding started tasks that do not have a specific entry defined and in diagnosing problems
with the user IDs assigned for started tasks.

TRACE(NO) and NOTRACE specify that an informational message should not be issued when
this entry is used to assign an ID to the started task.

If neither TRACE nor NOTRACE is specified, TRACE(NO) is the default.
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TRUSTED( YES | NO) | NOTRUSTED
Specifies whether the started task should run with the RACF TRUSTED attribute. The TRUSTED
attribute is similar to the PRIVILEGED attribute except that auditing can be requested using
the SETROPTS LOGOPTIONS command. For more information about the TRUSTED attribute,
see Associating started procedures and jobs with user IDs in z/OS Security Server RACF System
Programmer's Guide.

TRUSTED(NO) and NOTRUSTED indicate that the started task should run without the RACF
TRUSTED attribute. 

If neither TRUST nor NOTRUSTED is specified, TRUSTED(NO) is the default.

NOSTDATA
Specifies that all the STDATA information for this entry should be deleted. When this entry is used,
and no STDATA was specified (or when the STDATA has been deleted), then RACF issues a
message and use the started procedures table to assign information for this START command.

SVFMR | NOSVFMR
SVFMR

Defines profiles associated with a particular SystemView for MVS application.
SCRIPTNAME | NOSCRIPTNAME

SCRIPTNAME(script-name)
Specifies the name of the list of default logon scripts associated with this application. This
operand is optional. If you omit this operand, no scripts are changed for the application.

The script-name is the 1 - 8 character alphanumeric name of a member of an MVS
partitioned data set (PDS). RACF accepts both uppercase and lowercase characters for
script-name, but lowercase characters are translated to uppercase.

The PDS member specified by script-name contains a list of other PDS members that
contain the scripts associated with this application's profile. The PDS and members,
including the member that contains the list of other members, are created by the
administrator of the SystemView for MVS application.

NOSCRIPTNAME
Specifies that the logon script name should be deleted from this entry.

PARMNAME | NOPARMNAME
PARMNAME(parm-name)

Specifies the name of the parameter list associated with this application. This operand is
optional. If this operand is omitted, no parameters are changed for the application.

The parm-name is the 1 - 8 character alphanumeric name of a member of an MVS
partitioned data set (PDS). RACF accepts both uppercase and lowercase characters for
parm-name, but lowercase characters are translated to uppercase.

The PDS member specified by parm-name contains a list of other PDS members that
contain the parameters associated with this application's profile. The PDS and members,
including the list of other members, are created by System View for the MVS administrator.

NOPARMNAME
Specifies that the parameter list name should be deleted from this entry.

NOSVFMR
Specifies that the SVFMR segment should be deleted.

TIMEZONE | NOTIMEZONE
TIMEZONE( {E | W} hh[.mm])

Specifies the time zone in which a terminal resides. TIMEZONE is valid only for resources in the
TERMINAL class; RACF ignores it for all other resources.

Specify TIMEZONE only when the terminal is not in the same time zone as the processor on which
RACF is running. In this situation, TIMEZONE provides the information RACF needs to calculate
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the time and day values correctly. If you identify more than one terminal in the profile-name
operand, all the terminals must be in the same time zone.

On TIMEZONE, you specify whether the terminal is east (E) or west (W) of the system and by how
many hours (hh) and, optionally, minutes (mm). The terminal time zone is different from the
processor time zone. Valid hour values are 0 - 11, and valid minute values are 00 - 59.

For example, if the processor is in New York and the terminal is in Los Angeles, specify
TIMEZONE(W 3). If the processor is in Houston and the terminal is in New York, specify
TIMEZONE(E 1).

If you change the local time on the processor (to accommodate daylight saving time, for instance),
RACF adjusts its time calculations accordingly. However, if the processor time zone and the
terminal time zone do not change in the same way, you must adjust the terminal time zones
yourself, as described for the WHEN(TIME) operand.

NOTIMEZONE
Specifies that the terminal is in the same time zone as the processor. NOTIMEZONE is valid only
for resources in the terminal class; RACF ignores it for all other resources.

TME | NOTME

TME
Specifies that information for the Tivoli® Security Management Application is to be added,
changed, or deleted.

Note: The TME segment fields are intended to be updated only by the Tivoli Security Management
Application, which manages updates, permissions, and cross references. A security administrator
should only directly update Tivoli Security Management fields on an exception basis.

All TME suboperands, with the exception of those for ROLES, can be specified when changing a
resource profile in the ROLE class. Conversely, only the ROLES suboperand can be specified when
changing a resource profile in any other class.

CHILDREN | NOCHILDREN | ADDCHILDREN | DELCHILDREN
CHILDREN(profile-name ...)

Specifies the complete list of roles which inherit attributes from this role. A role is a
discrete general resource profile defined in the ROLE class.

ADDCHILDREN(profile-name ...)
Specifies the addition of specific child roles to the current list of roles.

DELCHILDREN(profile-name ...)
Specifies the removal of specific child roles from the current list of roles.

NOCHILDREN
Specifies the removal of the entire list of child roles.

GROUPS | NOGROUPS | ADDGROUPS | DELGROUPS
GROUPS(group-name ...)

Specifies the complete list of groups which should be permitted to resources defined in
this role profile.

The group-name value should be the name of a defined group.

ADDGROUPS(group-name ...)
Specifies the addition of specific groups to the current list of groups.

DELGROUPS(group-name ...)
Specifies the removal of specific groups from the current list of groups.

NOGROUPS
Specifies the removal of the entire list of groups.
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PARENT | NOPARENT
PARENT(profile-name)

Specifies the name of a role from which this role inherits attributes. A role is a discrete
general resource profile defined in the ROLE class.

NOPARENT
Specifies the deletion of the parent role from this profile.

RESOURCE | NORESOURCE | ADDRESOURCE | DELRESOURCE
RESOURCE(resource-access-specification ...)

Specifies the complete list of resources and associated access levels for groups defined in
this role profile.

One or more resource-access-specification values can be specified, each separated by
blanks. Each value should contain no imbedded blanks and should have the following
format:

origin-role:class-name:profile-name:authority
  [:conditional-class:conditional-profile]

where origin-role is the name of the role profile from which the resource access is
inherited. The class-name value is an existing resource class name and profile-name is a
resource profile defined in that class. The authority is the access authority (NONE,
EXECUTE, READ, UPDATE, CONTROL, or ALTER) with which groups in the role definition
should be permitted to the resource.

The conditional-class value is a class name (APPCPORT, CONSOLE, JESINPUT, PROGRAM,
TERMINAL, or SYSID) for conditional access permission, and is followed by the
conditional-profile value, a resource profile defined in the conditional class.

ADDRESOURCE(resource-access-specification ...)
Specifies the addition of specific resource-access-specifications to the current list.

DELRESOURCE(resource-access-specification ...)
Specifies the removal of specific resource-access-specifications from the current list.

NORESOURCE
Specifies the removal of the entire list of resources.

ROLES | NOROLES | ADDROLES | DELROLES
ROLES(role-access-specification ...)

Specifies a list of roles and associated access levels related to this profile.

One or more role-access-specification values can be specified, each separated by
blanks. Each value should contain no imbedded blanks and should have the following
format:

role-name:authority
  [:conditional-class:conditional-profile]

where role-name is a discrete general resource profile defined in the ROLE class. The
authority value is the access authority (NONE, EXECUTE, READ, UPDATE, CONTROL, or
ALTER) with which groups in the role definition should be permitted to the resource.

The conditional-class value is a class name (APPCPORT, CONSOLE, JESINPUT,
PROGRAM, TERMINAL, or SYSID) for conditional access permission, and is followed by
the conditional-profile value, a resource profile defined in the conditional class.

ADDROLES(role-access-specification ...)
Specifies that specific roles and access levels are to be added to the current list.

DELROLES(role-access-specification ...)
Specifies that specific roles from the current list of roles are to be removed.
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NOROLES
Specifies that the entire list of roles be removed.

NOTME
Specifies that RACF delete the TME segment from the profile.

TVTOC | NOTVTOC
TVTOC

Specifies, for a TAPEVOL profile, that RACF is to create a TVTOC in the TAPEVOL profile when a
user creates the first output data set on the volume.

Specifying TVTOC affects the access list for the TAPEVOL profile:

1. When RACF processes the RALTER command with the TVTOC operand, it places the user ID of
the command issuer (perhaps the tape librarian) in the access list with ALTER authority.

2. When the first output data set is created on the volume, RACF adds the user ID associated with
the job or task to the access list with ALTER authority.

See z/OS Security Server RACF Security Administrator's Guide for further information.

The TVTOC operand is valid only for a discrete profile in the TAPEVOL class. If you specify TVTOC
and the volume already contains a TVTOC, RACF issues a message and ignores the operand.

NOTVTOC
Specifies that RACF cannot create a TVTOC in the resource profile. The NOTVTOC operand is valid
only for a discrete profile in the TAPEVOL class. It is also invalid if a TVTOC with at least one entry
already exists in the TAPEVOL profile. When NOTVTOC is invalid, RACF issues a message and
ignores the operand. If your installation uses DFSMShsm and you activate tape data set
protection, the TVTOC for DFSMShsm tapes might become too large. To avoid this problem, issue
the following RALTER command:

RALTER TAPEVOL HSMHSM NOTVTOC

UACC(access-authority)
Specifies the universal access authority to be associated with this resource. The universal access
authorities are ALTER, CONTROL, UPDATE, READ, EXECUTE (for controlled programs only), and NONE.

Note:

1. For tape volumes and DASD volumes, RACF treats CONTROL authority as UPDATE authority.
2. For all other resources listed in the class descriptor table, RACF treats CONTROL and UPDATE

authority as READ authority.
3. If a user accessing a data set has the RESTRICTED attribute, RACF treats the universal access

authority (UACC) as NONE for that access attempt.

WARNING | NOWARNING
WARNING

Specifies that even if access authority is insufficient, RACF is to issue a warning message and
allow access to the resource. RACF also records the access attempt in the SMF record if logging is
specified in the profile.

Restriction: RACF does not issue a warning message for a resource when the resource is:

• In the PROGRAM or NODES class
• In a class for which an application has built in-storage profiles using RACROUTE REQUEST=LIST.

When SETROPTS MLACTIVE(FAILURES) is in effect: A user or task can access a resource that is
in WARNING mode and has no security label even when MLACTIVE(FAILURES) is in effect and the
class requires security labels. The user or task receives a warning message and gains access.

Applications that use REQUEST=LIST: Some applications, such as IMS and CICS, load all the
profiles for a given class into storage. After these profiles are in storage, the applications can do a
fast authorization check using RACROUTE REQUEST=FASTAUTH. Fast authorization checking is
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different from normal authorization checking in several ways. One difference is that, in some
cases, fast authorization checking does not issue warning messages, notification messages or
support auditing. In cases where it does not, return and reason codes are returned to the
application to allow support of these functions. The application can examine the return and reason
codes and use RACROUTE REQUEST=AUTH to create the messages and audit records. If the
application uses RACROUTE REQUEST=AUTH to support auditing or specifies LOG=ASIS on the
RACROUTE REQUEST=FASTAUTH, the specified user is notified. Otherwise, notification, warning,
and so on, does not occur.

For details on using RACF with IMS, visit IMS in IBM Knowledge Center (www.ibm.com/support/
knowledgecenter/SSEPH2).

For details on using RACF with CICS, visit CICS Transaction Server for z/OS (www.ibm.com/
support/knowledgecenter/SSGMGV/welcome.html).

NOWARNING
Specifies that if access authority is insufficient, RACF is to deny the user access to the resource
and not issue a warning message.

WHEN
Specifies, for resources in the TERMINAL class, the days of the week or the hours in the day when the
terminal can be used to access the system. The day-of-week and time restrictions apply only when a
user logs on to the system; that is, RACF does not force the user off the system if the end-time occurs
while the user is logged on.

If you specify the WHEN operand, you can restrict the use of the terminal to certain days of the week
or to a certain time period on each day. You can also restrict access to both certain days of the week
and to a certain time period within each day.

DAYS(day-info)
Specifies days of the week when the terminal can be used. The day-info value can be any one of
the following: 
ANYDAY

Allows use of the terminal on any day.
WEEKDAYS

Allows use of the terminal only on weekdays (Monday through Friday).
day ...

Allows use of the terminal only on the days specified, where day can be MONDAY, TUESDAY,
WEDNESDAY, THURSDAY, FRIDAY, SATURDAY, or SUNDAY, and you can specify the days in any
order.

TIME(time-info)
Specifies the time period each day when the terminal can be used. The time-info value can be any
one of the following: 
ANYTIME

RACF allows use of the terminal at any time.
start-time:end-time

RACF allows use of the terminal only during the specified time period. The format of both the
start-time and end-time values is hhmm, where hh is the hour in 24-hour notation (00 - 24)
and mm is the minutes (00 - 59) within the range 0001 - 2400. Note that 2400 indicates
12:00 a.m. (midnight).

If start-time is greater than end-time, the interval spans midnight and extends into the
following day.

Specifying start-time and end-time is straightforward when the processor on which RACF is
running and the terminal are in the same time zone; you specify the time values in local time.

However, if the terminal is in a different time zone from the processor and you want to restrict
access to certain time periods, you have two choices. You can specify the TIMEZONE operand
to allow RACF to calculate the time and day values correctly. Or, you can adjust the time values
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yourself, by translating the start-time and end-time for the terminal to the equivalent local time
for the processor.

For example, assume that the processor is in New York and the terminal is in Los Angeles, and
you want to allow access to the terminal from 8:00 A.M. to 5:00 P.M. in Los Angeles. In this
situation, you would specify TIME(1100:2000). If the processor is in Houston and the
terminal is in New York, you would specify TIME(0900:1800).

If you omit DAYS and specify TIME, the time restriction applies to any day-of-week restriction already
specified in the profile. If you omit TIME and specify DAYS, the days restriction applies to any time
restriction already specified in the profile. If you specify both DAYS and TIME, RACF allows use of the
terminal only during the specified time period and only on the specified days.

Examples

Example Activity label Description

1 Operation User TRA02 wants to change the owner and universal access for terminal
TERMID01 and restrict use of the terminal to weekdays during regular
business hours (8:00 A.M. - 6:00 P.M.).

Known User TRA02 has the SPECIAL attribute.

Terminal TERMID01 is defined to RACF. Terminal TERMID01 is in the same
time zone as the processor on which RACF is running.

User TRA02 wants to issue the command as a RACF TSO command.

Command RALTER TERMINAL TERMID01 OWNER(TRA02) UACC(ALTER)
WHEN(DAYS(WEEKDAYS)TIME(0800:1800))

Defaults None.

2 Operation User RFF23 wants to delete the two data fields associated with the terminal
T3E8. The user wants to be notified whenever the terminal profile denies
access to the terminal.

Known User RFF23, who is a RACF-defined user, is the owner of the T3E8 terminal
entry.

User RFF23 wants to issue the command as a RACF operator command,
and the RACF subsystem prefix is @.

Command @RALTER TERMINAL T3E8 NODATA NOAPPLDATA NOTIFY(RFF23)

Defaults None.

3 Operation User ADM1 wants to delete the data fields associated with the generic
profile * in the TERMINAL class.

Known User ADM1 has the SPECIAL attribute.

User ADM1 wants to issue the command as a RACF TSO command.

Command RALTER TERMINAL * NODATA NOAPPLDATA

Defaults None.
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Example Activity label Description

4 Operation User PAYADM1 wants to add the PAYROLL category to the list of security
categories known to RACF.

Known User PAYADM1 has the SPECIAL attribute. RACF security category checking
is active.

User PAYADM1 wants to issue the command as a RACF TSO command.

Command RALTER SECDATA CATEGORY ADDMEM(PAYROLL)

Defaults None.

5 Operation User RFF22 wants to add volume TAP02 to the tape volume set, change the
level of the tape volume set, and change the AUDIT and GLOBALAUDIT
logging options.

Known User RFF22 is the owner of the tape volume set. User RFF22 has the
AUDITOR attribute. TAP01 is a volume of the tape volume set. User RFF22
wants to issue the command as a RACF TSO command.

Command RALTER TAPEVOL TAP01 AUDIT(SUCCESS(READ)) LEVEL(22)
GLOBALAUDIT(SUCCESS(UPDATE)FAILURES(READ)) ADDVOL(TAP02)

Defaults None.

6 Operation User ADM1 wants to add AMASPZAP to the in-storage profile table of
controlled programs. AMASPZAP requires program-accessed data set
checking.

Known User ADM1 has the SPECIAL attribute. AMASPZAP resides in SYS1.LINKLIB
on the SYSRES volume. RACF program control is active.

User ADM1 wants to issue the command as a RACF TSO command.

Command RALTER PROGRAM AMASPZAP ADDMEM('SYS1.LINKLIB'/SYSRES/
PADCHK)

Defaults None.

7 Operation User ADM1 wants to add all load modules that start with IKF to the in-
storage profile table of controlled programs. These load modules do not
require program-accessed data set checking. User ADM1 wants to direct
the command to run at the local node under the authority of user EMILIE
and prohibit the command from being automatically directed to other
nodes.

Known Users ADM1 and EMILY have the SPECIAL attribute. All load modules
whose names begin with IKF reside in SYS1.COBLIB on the SYSRES volume.
RACF program control is active. Users ADM1 and EMILIE have an already
established user ID association.

User ADM1 wants to issue the command as a RACF TSO command.

Command
RALTER PROGRAM IKF* ONLYAT(.EMILIE)
  ADDMEM('SYS1.COBLIB'/SYSRES/NOPADCHK)

Results The command is only processed on the local node and not automatically
directed to any other nodes in the RRSF configuration.
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Example Activity label Description

8 Operation The security administrator wants to change the key value of a profile in the
PTKTDATA class so the value becomes encrypted.

Known NONNEL is the user ID of the security administrator. The profile name is
TSOR004. The key-value is B004194019641980. The security
administrator wants to issue the command as a RACF TSO command.

Command
RALTER PTKTDATA TSOR004 
  SSIGNON(KEYENCRYPTED(B004194019641980))

Defaults None.

9 Operation The administrator wants to change the script and parameter definitions for
an existing SystemView for MVS application that has been defined to the
SYSMVIEW class.

Known The new script definition is APPL2SC.

The new parameter definition is APPL2P.

Command RALTER SYSMVIEW APPL1.HOST1.USER1 
  SVFMR(SCRIPTNAME(APPL2SC) PARMNAME(APPL2P))

Defaults None.

10 Operation Local realm KRB2000.IBM.COM is being defined with a minimum ticket
lifetime of 5 minutes, a default ticket lifetime of 10 hours, a maximum
ticket lifetime of 24 hours, and a password of 744275. All of the ticket
lifetime values are specified in seconds.

Known The administrator has access to the KERBDFLT profile in the REALM class.

Command RALTER REALM KERBDFLT KERB(KERBNAME(KRB2000.IBM.COM) 
  MINTKTLFE(300) DEFTKTLFE(36000) MAXTKTLFE(86400) 
  PASSWORD(744275))

Defaults None.

11 Operation A trust relationship is being defined between the
kerb390.endicott.ibm.com realm and the realm at
ker2000.endicott.ibm.com.

Known The administrator has access to the /.../
KERB390.ENDICOTT.IBM.COM/KRBTGT/KER2000.ENDICOTT.IBM.COM
profile in the REALM class.

Command RALTER REALM /.../KERB390.ENDICOTT.IBM.COM/KRBTGT/
KER2000.ENDICOTT.IBM.COM KERB(PASSWORD(12345678))

Defaults None.

12 Operation The system default EIM values are being altered by changing the domaindn
and disabling it.

Known IRR.PROXY.DEFAULTS is the profile being changed in the FACILITY class.
The EIM domain distinguished name begins with Pok EIM
Domain,o=IBM,c=US.

Command
RALTER FACILITY IRR.PROXY.DEFAULTS 
  EIM(DOMAINDN('ibm-eimDomainName=Pok EIM Domain,o=IBM,c=US') 
  OPTIONS(DISABLE))

Defaults None.

RALTER

160  z/OS: RACF Support for IBM Multi-Factor Authentication for z/OS (IBM MFA)



Example Activity label Description

13 Operation The security administrator wants to change an attribute of the installation-
defined class TSTCLAS8. He wants to change the value of
RACLIST(REQUIRED) to RACLIST(ALLOWED).

Known The administrator has the SPECIAL attribute.

Command RALTER CDT TSTCLAS8 CDTINFO(RACLIST(ALLOWED))

Note: The dynamic CDT must be refreshed to make this change effective:
SETROPTS RACLIST(CDT) REFRESH

Defaults None.

14 Operation At Rui's installation, identity mappings in EIM change frequently and
identity mapping changes are not refreshed often enough. She wants to
reduce the MAPPINGTIMEOUT value so that mappings in the identity cache
expire sooner and are refreshed more frequently from EIM. She reduces the
timeout value to 1800 seconds (one-half hour).

Known When the IRR.ICTX.DEFAULTS profile was defined in the LDAPBIND class,
the MAPPINGTIMEOUT value was defaulted to 3600 seconds (one hour).

Command RALTER LDAPBIND IRR.ICTX.DEFAULTS ICTX(MAPPINGTIMEOUT(1800))

Defaults None.

15 Operation At Rui's installation, identity mappings in EIM change frequently and
identity mapping changes are not refreshed often enough. She wants to
reduce the MAPPINGTIMEOUT value so that mappings in the identity cache
expire sooner and are refreshed more frequently from EIM. She reduces the
timeout value to 1800 seconds (one-half hour).

Known When the IRR.ICTX.DEFAULTS profile was defined in the LDAPBIND class,
the MAPPINGTIMEOUT value was defaulted to 3600 seconds (one hour).

Command RALTER LDAPBIND IRR.ICTX.DEFAULTS ICTX(MAPPINGTIMEOUT(1800))

Defaults None.

16 Operation The security administrator uses a custom field called ADDRESS in her user
profiles. She wants to update the help text and modify the maximum length
of this custom field.

Known The user has the SPECIAL attribute. The changes in the custom field are not
effective until the system programmer rebuilds the dynamic parse table
using the IRRDPI00 UPDATE command.

Command
RALTER CFIELD USER.CSDATA.ADDRESS 
    CFDEF(MAXLENGTH(200)
    HELP('HOME ADDRESS, 1-200 characters') )

Defaults None.
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Example Activity label Description

17 Operation User SECADM wants to update the signature verification options for a
controlled program called MYPROG14 program to specify that it must now
be digitally signed before it can be loaded, that the program should fail to
load if its digital signature cannot be verified for any reason, and that
logging of signature verification events should occur for only failures.

Known The user has the SPECIAL attribute. The MYPROG14 program is a program
object that resides in a partitioned data set extended (PDSE) library.

Command
RALTER PROGRAM MYPROG14
    SIGVER(SIGREQUIRED(YES) FAILLOAD(ANYBAD) SIGAUDIT(ANYBAD))

Defaults None.

RDEFINE (Define general resource profile)

Purpose

Use the RDEFINE command to:

• Define to RACF all resources belonging to classes specified in the class descriptor table.
• Create entries in the global access checking table.
• Define security categories and security levels.
• Define classes (as profiles in the RACGLIST class) for which RACF saves RACLISTed results on the RACF

database.
• Define the attributes of classes in the dynamic class descriptor table.
• Define a custom field and its attributes.

The RDEFINE command adds a profile for the resource to the RACF database in order to control access to
the resource. It also places your user ID on the access list and gives you ALTER authority to the resource
unless SETROPTS NOADDCREATOR is in effect.

You cannot use the RDEFINE command to define users, groups, data sets, certificates, certificate key
rings, or certificate mappings.

To have changes take effect after defining a generic profile if the class is not RACLISTed by either the
SETROPTS RACLIST or RACROUTE REQUEST=LIST, GLOBAL=YES, one of the following steps is required:

• The security administrator issues the SETROPTS command:

SETROPTS GENERIC(class-name) REFRESH

See the SETROPTS command for authorization requirements.
• The user of the resource logs off and logs on again.

To have changes take effect after defining a generic profile if the class is RACLISTed, the security
administrator issues the following command:

SETROPTS RACLIST(class-name) REFRESH

For more information, refer to z/OS Security Server RACF Security Administrator's Guide.

Attention:

• When the RDEFINE command is issued from ISPF, the TSO command buffer (including SESSKEY
and SSIGNON) is written to the ISPLOG data set. As a result, you should not issue this command
from ISPF or you must control the ISPLOG data set carefully.
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• If the RDEFINE command is issued as a RACF operator command, the command and all data is
written to the system log. Therefore, use of RDEFINE as a RACF operator command should either
be controlled or you should issue the command as a TSO command.

Issuing options

The following table identifies the eligible options for issuing the RDEFINE command:

As a RACF TSO
command?

As a RACF
operator
command?

With command
direction?

With automatic
command
direction?

From the RACF
parameter library?

Yes Yes Yes Yes Yes

You must be logged on to the console to issue this command as a RACF operator command.

Authorization required

When issuing this command as a RACF operator command, you might require sufficient authority to the
proper resource in the OPERCMDS class. For details about OPERCMDS resources, see Controlling the use
of operator commands in z/OS Security Server RACF Security Administrator's Guide.

To use the RDEFINE command, you must have either the SPECIAL attribute or minimally the CLAUTH
authority for the class.

If you have CLAUTH authority but not the SPECIAL attribute, you may need to be authorized as follows:

• If you have CLAUTH authority for the GLOBAL class, and group-SPECIAL authority in a group, you can
add members whose high-level qualifier is the group name or a user ID in the scope of the group. This
applies only to classes that are sensitive to high-level qualifiers, such as DATASET.

• If the resource to be defined is a discrete name already defined to RACF as a member of a resource
group, you can define it as a resource to RACF if you have ALTER authority, or if the resource group
profile is within the scope of a group in which you have the group-SPECIAL attribute, or if you are the
owner of the resource group profile. If authority conflicts arise because the resource is a member of
more than one group and the user's authority in those groups differs, RACF resolves the conflict by
using the least restrictive authority (unless modified by the installation).

• If the member-class profile to be defined is a generic name already defined to RACF as a member of a
resource group, you can define the profile if the resource group profile is within the scope of a group in
which you have the group-SPECIAL attribute, or if you are the owner of the resource group profile. If
multiple grouping class profiles contain the generic name being defined, and these profiles have
different owners, the owner used in authority checking is undefined.

• If you do not have the SPECIAL attribute and the SETROPTS GENERICOWNER option is in effect, and if
an existing generic profile protects the profile name you are defining, you need to own the less specific
profile.

– If the less specific profile is within the scope of a group in which you have group-SPECIAL, you are
considered to own the profile.

– GENERICOWNER does not apply to the PROGRAM general resource class.
– For additional information on the GENERICOWNER option and restricting the creation of general

resource profiles, see z/OS Security Server RACF Security Administrator's Guide.
• To assign a security category to a profile, you must have the category in your user profile.
• To assign a security level to a profile, your own profile must have a security level that is equal to or

greater than the security level you are defining.
• To use the ADDMEM operand, see the description of the ADDMEM operand for information on the

authority required to use the operand.
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• To specify the AT keyword, you must have READ authority to the DIRECT.node resource in the
RRSFDATA class and a user ID association must be established between the specified node.userid
pair(s).

• To specify the ONLYAT keyword you must have the SPECIAL attribute, the userid specified on the
ONLYAT keyword must have the SPECIAL attribute, and a user ID association must be established
between the specified node.userid pair(s) if the user IDs are not identical.

• To define segments other than the base segment, such as DLFDATA, you must have the SPECIAL
attribute or your installation must permit you to do so through field-level access checking.

• To assign a security label to a profile, you must have READ access to the security label profile. However,
the security administrator can limit the ability to assign security labels to only users with the SPECIAL
attribute.

• Only a SPECIAL user can define a delegated resource (by specifying the RACF-DELEGATED string in the
APPLDATA of the profile protecting the resource) when the resource has a SECLABEL and SETROPTS
SECLABELCONTROL is in effect.

To define a profile in the FILE or DIRECTRY class, one of the following must be true:

• The second qualifier of the profile name must match your user ID.
• You must have the SPECIAL attribute.
• The profile name must be within the scope of a group in which you have the group-SPECIAL attribute.

Model profiles: To specify a model profile (using, as required, FROM, FCLASS, FGENERIC, and FVOLUME),
you must have sufficient authority over the model profile (the from profile). RACF makes the following
checks until one of the conditions is met:

• You have the SPECIAL attribute.
• The from profile is within the scope of a group in which you have the group-SPECIAL attribute.
• You are the owner of the from profile.
• If the FCLASS operand is DATASET, the high-level qualifier of the profile name (or the qualifier supplied

by the naming conventions routine or a command installation exit) is your user ID.
• For a discrete profile, you are on the access list in the from profile with ALTER authority. (If you have any

lower level of authority, you cannot use the profile as a model.)
• For a discrete profile, your current connect group (or, if list-of-groups checking is active, any group to

which you are connected) is in the access list in the from profile with ALTER authority.
• For a discrete profile, the universal access authority (UACC) is ALTER.

Syntax

[subsystem-prefix]{RDEFINE | RDEF}

class-name

(profile-name-1 ...)

[ ADDCATEGORY(category-name ...) ]

[ ADDMEM(member ...) ]

[ APPLDATA('application-data') ]

[ AT([node].userid ...) | ONLYAT([node].userid ...) ]

[ AUDIT( access-attempt[(audit-access-level)] ...) ]
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[ CDTINFO(
[ CASE( UPPER | ASIS ) ]
[ DEFAULTRC( 0 | 4 | 8 ) ]
[ DEFAULTUACC( ACEE | ALTER | CONTROL
| UPDATE | READ | NONE ) ]
[ FIRST( characters-allowed ... ) ]
[ GENERIC( ALLOWED | DISALLOWED ) ]
[ GENLIST( ALLOWED | DISALLOWED ) ]
[ GROUP( grouping-class-name ) ]
[ KEYQUALIFIERS( 0 | nnn ) ]
[ MACPROCESSING( NORMAL | REVERSE | EQUAL ) ]
[ MAXLENGTH( 8 | nnn ) ]
[ MAXLENX( nnn ) ]
[ MEMBER( member-class-name ) ]
[ OPERATIONS( YES | NO ) ]
[ OTHER( characters-allowed ...) ]
[ POSIT( nnn ) ]
[ PROFILESALLOWED( YES | NO ) ]
[ RACLIST( ALLOWED | DISALLOWED | REQUIRED ) ]
[ SECLABELSREQUIRED( YES | NO ) ]
[ SIGNAL( YES | NO ) ]
) ]

[ CFDEF(
[ TYPE( CHAR | FLAG | HEX | NUM ) ]
[ FIRST( ALPHA | ALPHANUM | ANY
| NONATABC | NONATNUM | NUMERIC ) ]
[ HELP( help-text ) ]
[ LISTHEAD( list-heading-text ) ]
[ MAXLENGTH( maximum-field-length ) ]
[ MAXVALUE( maximum-numeric-value ) ]
[ MINVALUE( minimum-numeric-value ) ]
[ MIXED( YES | NO ) ]
[ OTHER( ALPHA | ALPHANUM | ANY
| NONATABC | NONATNUM | NUMERIC ) ]
) ]

[ DATA('installation-defined-data') ]

[ DLFDATA(
[ RETAIN( YES | NO ) ]
[ JOBNAMES(jobname-1 ...) ]
) ]
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[ EIM(
[ DOMAINDN(eim_domain_dn) ]
[ OPTIONS( ENABLE | DISABLE ) ]
[ LOCALREGISTRY(registry_name) ]
[ KERBREGISTRY(registry_name) ]
[ X509REGISTRY(registry_name) ]
) ]

[ FCLASS(profile-name-2-class) ]

[ FGENERIC ]

[ FROM(profile-name-2) ]

[ FVOLUME(profile-name-2-serial) ]

[ ICSF(
[ ASYMUSAGE(
[ HANDSHAKE | NOHANDSHAKE ]
[ SECUREEXPORT | NOSECUREEXPORT ]
) ]
[ SYMEXPORTABLE(BYANY | BYLIST | BYNONE) ]
[ SYMEXPORTCERTS([qualifier]/label-name ... | *) ]
[ SYMEXPORTKEYS(ICSF-key-label ... | *) ]
[ SYMCPACFWRAP( YES | NO ) ]
[ SYMCPACFRET( YES | NO ) ]
) ]

[ ICTX(
[ USEMAP( YES | NO ) ]
[ DOMAP( YES | NO ) ]
[ MAPREQUIRED( YES | NO ) ]
[ MAPPINGTIMEOUT(nnnn) ]
) ]
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[ KERB(
[ CHECKADDRS( YES | NO ) ]
[ DEFTKTLFE(def-ticket-life) ]
[ ENCRYPT(
[ DES | NODES ]
[ DES3 | NODES3 ]
[ DESD | NODESD ]
[ AES128 | NOAES128 ]
[ AES256 | NOAES256 ]
) ]
[ KERBNAME(kerberos-realm-name) ]
[ MAXTKTLFE(max-ticket-life) ]
[ MINTKTLFE(min-ticket-life) ]
[ PASSWORD(kerberos-password) ]
) ]

[ LEVEL(nn) ]

[ MFA ]

[ MFPOLICY(
[ FACTORS(factor-name...) ]
[ TOKENTIMEOUT(timeout-seconds) ]
[ REUSE(YES|NO)])
) ]

[ NOTIFY(userid) ]

[ OWNER(userid or group-name) ]

[ PROXY(
[ LDAPHOST(ldap_url) ]
[ BINDDN(bind_distinguished_name) ]
[ BINDPW(bind_password) ]
) ]

[ SECLABEL(seclabel-name) ]

[ SECLEVEL(seclevel-name) ]
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[ SESSION(
[ CONVSEC( NONE | CONV | ALREADYV | PERSISTV | AVPV ) ]
[ INTERVAL(n) ]
[ LOCK ]
[ SESSKEY(session-key) ]
) ]

[ SIGVER(
[ SIGREQUIRED( YES | NO ) ]
[ FAILLOAD( ANYBAD | BADSIGONLY | NEVER ) ]
[ SIGAUDIT( ALL | SUCCESS | ANYBAD | BADSIGONLY | NONE ) ]
) ]

[ SINGLEDSN ]

[ SSIGNON(
[ KEYMASKED(key-value)
| KEYENCRYPTED(key-value) ]
) ]

[ STDATA(
[ USER(userid | =MEMBER) ]
[ GROUP(group-name | =MEMBER) ]
[ PRIVILEGED( YES | NO ) ]
[ TRACE( YES | NO ) ]
[ TRUSTED( YES | NO ) ]
) ]

[ SVFMR(
[ SCRIPTNAME(script-name) ]
[ PARMNAME(parm-name) ]
) ]

[ TIMEZONE( {E | W} hh[.mm]) ]

[ TME(
[ CHILDREN(profile-name ...) ]
[ GROUPS(group-name ...) ]
[ PARENT(profile-name) ]
[ RESOURCE(resource-access-specification ...) ]
[ ROLES(role-access-specification ...) ]
) ]

[ TVTOC ]
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[ UACC(access-authority) ]

[ WARNING ]

[ WHEN( [DAYS(day-info) ] [TIME(time-info) ] ) ]

Parameters
subsystem-prefix

Specifies that the RACF subsystem is the processing environment of the command. The subsystem
prefix can be either the installation-defined prefix for RACF (1 - 8 characters) or, if no prefix has been
defined, the RACF subsystem name followed by a blank. If the command prefix was registered with
CPF, you can use the MVS command D OPDATA to display it or you can contact your RACF security
administrator.

Only specify the subsystem prefix when issuing this command as a RACF operator command. The
subsystem prefix is required when issuing RACF operator commands.

class-name
Specifies the name of the class to which the resource belongs. The valid class names are those
defined in the class descriptor table.

This operand is required and must be the first operand following RDEFINE.

This command is not intended to be used for profiles in the following classes:

• DCEUUIDS
• DIGTCERT
• DIGTNMAP
• DIGTRING
• IDIDMAP
• NDSLINK
• NOTELINK
• ROLE
• UNIXMAP

Note: If you have the CLAUTH attribute (class authority) to a member or grouping class, the member
or grouping class must be active in order for you to define profiles in that class.

profile-name-1
Specifies the name of the discrete or generic profile you want to add to the specified class. RACF uses
the class descriptor table to determine if the class is defined to RACF, the syntax of resource names
within the class, and whether the resource is a group resource.

Mixed-case profile names are accepted and preserved when class-name refers to a class defined in
the static class descriptor table with CASE=ASIS or in the dynamic class descriptor table with
CASE(ASIS).

This operand is required and must be the second operand following RDEFINE.

• If you specify more than one profile name, you must enclose the list of names in parentheses.
• In general, you should not specify profile names within single quotation marks because most

classes will not allow this, and the RDEFINE command will fail. Classes such as FACILITY (or others
whose class definition allows any character as the first character) will allow RDEFINE to work, but
this will result in defining a profile whose name contains the single quotation mark. As a result,
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during authorization checking, the profile might not protect the resources intended to be protected.
In fact, such a profile can only work if you also have a resource manager that encloses its resource
names in single quotation marks, but most resource managers do not.

• If you specify class-name as GLOBAL, profile-name-1 must be either DATASET or a valid class name
(other than a resource group class) as specified in the class descriptor table. If you specify class-
name as GLOBAL or SECDATA and also specify ADDMEM, you can specify only one profile name.

• If you want RACF to store the results from a SETROPTS RACLIST or a RACROUTE
REQUEST=LIST,GLOBAL=YES in the RACGLIST class, define the base profile for the class by issuing
the following RDEFINE command, where profile-name-1 is a valid class in the class descriptor table:

RDEFINE RACGLIST profile-name-1

If the RACGLIST class is active when the class profile-name-1 is RACLISTed, RACF stores the
RACLISTed results as profile-name-1_nnnnn profiles on the RACF database. For example, the
following RDEFINE command creates a base profile DASDVOL:

Example:

RDEFINE RACGLIST DASDVOL

The following SETROPTS command stores the RACLIST results as profiles DASDVOL_00001,
DASDVOL_00002, and so on, in the RACGLIST class.

Example:

SETROPTS RACLIST(DASDVOL)

Restrictions: The following classes can not be specified as profile names for RACGLIST:

– The CDT, GLOBAL, RACGLIST, USER, CONNECT, GROUP, and DATASET classes
– Any class noted in Supplied RACF resource classes as not allowing profiles in the class (for

example, the DIRAUTH class)
– Any class noted in Supplied RACF resource classes as not intended for use with any RACF

command (for example, the SCDMBR class)
– Any resource grouping class, other than the NODES and RACFVARS grouping classes which are

allowed.
• If class-name is a resource grouping class (other than NODES or RACFVARS), you cannot specify a

generic profile-name-1. If class-name is DLFCLASS, you should not specify a generic profile-name-1
as it is ignored by DLF processing.

• If you specify class-name as PROGRAM, you can specify only one profile name, and you must
specify the ADDMEM operand.

• If you specify class-name as PROGRAM, profile-name must be the name of a load module. If you
specify the full name of the load module, the profile applies only to that module. If you specify the
last character of the name as an asterisk (*), the profile applies to all load modules that match the
preceding part of the name, and these load modules must all reside in the same library. For
example, IKF* identifies all load module names that begin with IKF. If you specify profile-name as
an asterisk (*), the profile applies to all load modules that reside in the library you identify on the
ADDMEM operand.

• If you are activating field-level access checking, you must specify class-name as FIELD. To define a
profile (profile-name-1) in the FIELD class, you must follow the profile naming conventions
described in Field-level access checking in z/OS Security Server RACF Security Administrator's Guide.

• If you specify class-name as STARTED, you must specify two qualifiers for the profile name. Follow
the profile naming conventions described in Specifying STARTED class profile names in z/OS
Security Server RACF Security Administrator's Guide.

• If you specify class-name as CFIELD, you must follow the profile naming conventions described in
Profiles in the CFIELD class in z/OS Security Server RACF Security Administrator's Guide.
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Note:

1. Do not specify a generic character unless SETROPTS GENERIC (or SETROPTS GENCMD) is in effect.
2. RACF processes each resource you specify independently, and all operands you specify apply to

each named resource. If an error occurs while it is processing a resource, RACF issues a message
and continues processing with the next resource.

ADDCATEGORY(category-name ...)
Specifies one or more names of installation-defined security categories. The names you specify must
be defined as members of the CATEGORY profile in the SECDATA class. (For information on defining
security categories, see z/OS Security Server RACF Security Administrator's Guide.)

When the SECDATA class is active and you specify ADDCATEGORY, RACF performs security category
checking in addition to its other authorization checking. If a user requests access to a resource, RACF
compares the list of security categories in the user's profile with the list of security categories in the
resource profile. If RACF finds any security category in the resource profile that is not in the user's
profile, RACF denies access to the resource. If the user's profile contains all the required security
categories, RACF continues with other authorization checking.

Note: RACF does not perform security category checking for a started task with the RACF privileged or
trusted attribute. The RACF privileged or trusted attribute can be assigned to a started task through
the RACF started procedures table or STARTED class. Also, RACF does not enforce security category
information specified on profiles in the PROGRAM class.

ADDMEM(member ...)
Specifies the member names that RACF is to add to the profile indicated by profile-name-1. The
meaning of member varies, depending on the class.

You can use the ADDMEM operand to perform tasks such as defining security categories and security
levels, entries in the global access checking table, and entries for program control, or to implement
security labels on a system basis, as described in the following sections.

When you specify ADDMEM to add multiple members, they are added to the RACFVARS profile in the
same order that you specify them with the ADDMEM operand of the RDEFINE command. For example,
if you specify ADDMEM(A B) with the RDEFINE command, the members are stored in the RACFVARS
profile as A B.

Mixed-case member names are accepted and preserved when class-name refers to a class defined in
the static class descriptor table with CASE=ASIS or in the dynamic class descriptor table with
CASE(ASIS). When class-name is GLOBAL and profile-name is the name of a class defined in the static
class descriptor table with CASE=ASIS or in the dynamic class descriptor table with CASE(ASIS), the
name part of a member entry in the GLOBAL access table is preserved as entered.

If you define a profile and use generic characters such as (*) to add members to the profile, RLIST
RESGROUP will not return any of the matching profiles in its output because it does not support
generic matches. For example, you have:

RDEF GIMS GIMSGRP ADDMEM(ABC*)

and you are looking for a specific member, so you enter:

RLIST TIMS ABCD RESGROUP

The GIMS profile GIMSGRP will not appear in the output.

Note: When considering this example, if you are unable to define the profile ABCD, it might be due to a
generic definition somewhere in GIMS.

For ADDMEM with the GLOBAL DATASET class, no characters including generic characters, such as the
asterisk (*) and the percent sign (%), can be combined with the value &RACUID to form a single
qualifier level of the member name. This restriction does not exist for ADDMEM with classes other
than GLOBAL DATASET.
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For ADDMEM with the RACFVARS class, the following rules apply:

• Do not specify generic characters, such as the ampersand (&), the asterisk (*) and the percent sign
(%) in a member name.

• Issue the SETROPTS RACLIST(RACFVARS) REFRESH command to activate your member change.
• If your member change affects profiles in a class with in-storage profiles processed by RACLIST or

GENLIST, you must also refresh that class to activate your change.

For important guidelines, see How RACF uses the RACFVARS member list in z/OS Security Server RACF
Security Administrator's Guide.

In addition to the authority needed to issue the RDEFINE command, you need one of the following
authorities to add members using the RDEFINE command:

1. For classes other than SECLABEL, PROGRAM, SECDATA, GLOBAL, RACFVARS, and NODES, if the
member resources are already RACF-protected by a member class profile or as a member of a
profile in the same grouping class, one of the following must be true:

• You have ALTER access authority to the member.
• You are the owner of the member resource.
• The member resource is within the scope of a group in which you have the group-SPECIAL

attribute.
• You have the SPECIAL attribute.

2. For classes other than SECLABEL, PROGRAM, SECDATA, GLOBAL, RACFVARS, and NODES, if the
member resources are not RACF-protected (that is, there is no profile defined for that member),
one of the following must be true:

• You have CLAUTH authority to define resources in the member resource class.
• You have the SPECIAL attribute.

3. To add a member to a profile in the RACFVARS or NODES class, one of the following must be true:

• You have CLAUTH authority to define resources in the specified class (for example, RACFVARS or
NODES).

• You have the SPECIAL attribute.
• You are the owner of the profile indicated by profile-name-1.
• You have ALTER access authority to the profile indicated by profile-name-1.

4. To add a member to a profile in the SECLABEL, PROGRAM or SECDATA class, one of the following
must be true:

• You have CLAUTH authority to define resources in the specified class (for example, PROGRAM or
SECDATA).

• You have the SPECIAL attribute.
5. To add a member to a profile in the GLOBAL class (other than the GLOBAL DATASET, GLOBAL

DIRECTRY, or GLOBAL FILE profile) using the following syntax:

RDEF GLOBAL class-name
   ADDMEM(resource-name/access-level)

• If the profile resource-name is already RACF-protected by a profile in class class-name, one of
the following must be true:

– You have ALTER access authority to the profile resource-name in class class-name.
– You are the OWNER of the profile resource-name.
– The profile resource-name in class class-name is within the scope of a group in which you have

the group-SPECIAL attribute.
– You have the SPECIAL attribute.
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• If the profile resource-name is not already RACF-protected (that is, there is no profile defined for
that member in class class-name):

– You have CLAUTH authority to define resources in the class class-name.
– You have the SPECIAL attribute.

6. To add a member to the GLOBAL DATASET profile, one of the following must be true:

• The member is within the scope of a group in which you have the group-SPECIAL attribute, or the
high-level qualifier of the member name is your user ID.

• You have the SPECIAL attribute.
7. To add a member to the GLOBAL DIRECTRY or GLOBAL FILE profile, you must have the SPECIAL

attribute.

RACF ignores the ADDMEM operand if the class name you specify is not a resource grouping class,
SECLABEL, GLOBAL, SECDATA, NODES, or PROGRAM.

Specifying member on the ADDMEM operand:

The following sections describe how to specify members for each of the following classes:

• Resource grouping classes
• SECLABEL
• GLOBAL
• SECDATA
• NODES
• PROGRAM.

The descriptions for these classes follow.
When a resource grouping class is the class name

Resource Grouping Class: If the class name is a resource grouping class, the members you specify
through the ADDMEM operand protects the resources in the related member class.

If generic profile checking is active for the related member class, you can include a generic
character (*, **, &, or % only) in the member to protect multiple resources.

For more information on resource grouping classes and their related member classes, see z/OS
Security Server RACF Security Administrator's Guide.

When SECLABEL is the class name
Security Label By System: You can define a security label for use on specific systems. Issue the
RDEFINE command specifying the system identifier (SMFID) of the system on which the security
label can be used. Note that RACF-defined SECLABELs (SYSHIGH, SYSLOW, SYSNONE, and
SYSMULTI) are not affected by SECLABEL by System.

The format of this command is as follows:

RDEFINE SECLABEL profile-name
   ADDMEM(system-identifier)

The system-identifier is the 4-character value specified for the SID parameter of the SMFPRMxx
member of SYS1.PARMLIB. See z/OS MVS Initialization and Tuning Reference for additional
information on SMFPRMxx. RACF does not check that the specified system-identifier actually
exists in SMFPRMxx.

The security label will only be restricted to the systems specified by ADDMEM if the SETR
SECLBYSYSTEM option is active. If this option is not active, or ADDMEM is not specified, the
security label can be used on all systems. Changes to profiles in the SECLABEL class are activated
by issuing SETR RACLIST(SECLABEL) REFRESH.
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When GLOBAL is the class name
Global Access Checking: You can define an entry in the global access checking table by issuing the
RDEFINE command with the following operands:

• GLOBAL as the class-name
• The appropriate resource class name as profile-name
• ADDMEM with the name of the entry you are defining (as member). (If the name you specify as

member contains a generic character (* or %), generic profile checking (SETROPTS command
with the GENERIC operand) must be active for the resource class you specify as profile-name.)

• The access level you are assigning to the entry (member) using the following format:

member[/{ALTER|CONTROL|NONE|READ|UPDATE}]

The format of this command is as follows:

RDEFINE GLOBAL profile-name 
   ADDMEM(member/access-level)

Each entry you define controls global access checking for the resources matching that entry name.

Important: Because RACF performs global access checking before security classification
processing, an entry in the global access checking table might allow access to a resource you are
protecting with a security category, security level, or both. To avoid a security exposure to a
sensitive resource, do not define an entry in the global access checking table for a resource you
are protecting with security classification processing.

When you define an entry in the global access checking table, specify member on the ADDMEM
operand as described in the following sections.
Global access checking for data sets

When you define an entry in the global access checking table for a data set, enclose the entry
name in single quotation marks if you do not want your TSO prefix (which might be your user
ID) used as the high-level qualifier of the entry name.

For example, assume that your user ID is SMITH. If you issue the following command, you
define the entry SMITH.ABC in the global access table.

RDEFINE GLOBAL DATASET ADDMEM('SMITH.ABC'/READ)

If you do not enclose the entry name in single quotation marks, your TSO prefix is used as the
high-level qualifier of the entry name. For example, if you issue the following command, you
define the entry SMITH.ABC in the global access table.

RDEFINE GLOBAL DATASET ADDMEM(ABC/READ)

If the entry name you specify contains * as the high-level qualifier and you do not enclose the
name in single quotation marks, RACF creates the entry exactly as you specify it (your TSO
prefix is not used as the high-level qualifier of the entry name). For example, if you issue the
following command, you define the entry *.ABC in the global access table. If you enclose
*.ABC in single quotation marks, you define the same entry (*.ABC) in the global access
table.

RDEFINE GLOBAL DATASET ADDMEM(*.ABC/READ)

Global access checking for general resources
To define an entry in the global access checking table for a general resource, specify any valid
class name in the class descriptor table as a profile name. The member name you specify with
the ADDMEM operand can contain one or more generic characters (%, *, or **).

When SECDATA is the class name
Security Classification of Users and Data: To define a security category or security level for your
installation, specify class-name as SECDATA and profile-name as one of the following:
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• CATEGORY when defining a security category
• SECLEVEL when defining a security level.

If you specify SECDATA CATEGORY, the ADDMEM operand specifies the name of an installation-
defined category of users.

For example, to define three categories of users named CODE, TEST, and DOC, issue:

RDEFINE SECDATA CATEGORY ADDMEM(CODE TEST DOC)

If you specify SECDATA SECLEVEL, the ADDMEM operand specifies both the name of an
installation-defined security level and the number you assign to that level, in the form:

seclevel-name/seclevel-number

You must separate the two items by a forward slash character (/). The seclevel-name can contain
1 - 44 characters and must not contain a blank, comma, semicolon, or right parenthesis. The
seclevel-number can be any number 1 - 254. The higher the number, the higher the security level.
For example, to define three security levels, where CONFIDENTIAL is the most restrictive, enter:

RDEFINE SECDATA SECLEVEL
   ADDMEM(GENERAL/10 EXPERIMENTAL/75 CONFIDENTIAL/150)

Because RACF keeps track of security levels by number, replacing an existing security level name
does not affect the protection that the security level number provides. If you had defined the
security levels shown in the preceding example and then replaced GENERAL/10 with
INTERNAL/10, a listing of a user or resource profile that included security level 10 would show
the new name. Because the security level number is the same, there is no need to change any
resource or user profiles.

When you actually change an existing CATEGORY profile or SECLEVEL profile, however, RACF
issues a warning message to remind you that the change is not reflected in existing resource or
user profiles. In this case, you can use the SEARCH command to locate the profiles you must
modify.

When NODES is the class name
Specify only one value with the ADDMEM operand. If you specify multiple values, RACF stores
them in the NODES profile but translates using only the last one specified.

Restriction: Specify only one value with the ADDMEM operand. If you specify multiple values,
RACF stores them in the NODES profile but translates using only the last one specified.

Guideline: If one or more values are already defined in a NODES profile, use the DELMEM operand
to remove them before specifying the new value.

For information on setting up NODES profiles, see z/OS Security Server RACF Security
Administrator's Guide.

Translation of User IDs, Group Name, or Security Labels on Inbound Jobs or SYSOUT: 

If the class name is NODES, you can specify how user IDs, group names, and security labels are
translated. The translation depends on the second and third qualifiers of the profile name, as
follows:

If the second
qualifier is...

The ADDMEM value specifies...

RUSER The user ID to be used on this system for the jobs originating from NJE nodes
to which the profile applies

USERJ The user ID to be used on this system for the inbound jobs to which the
profile applies
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If the second
qualifier is...

The ADDMEM value specifies...

USERS The user ID to be used on this system for the inbound SYSOUT to which the
profile applies

GROUPJ The group name to be used on this system for the inbound jobs to which the
profile applies

GROUPS The group name to be used on this system for the inbound SYSOUT to which
the profile applies

SECLJ The security label to be used on this system for the inbound jobs to which the
profile applies

SECLS The security label to be used on this system for the inbound SYSOUT to
which the profile applies

When PROGRAM is the class name
Program Control: If you specify class-name as PROGRAM, profile-name must identify one or more
controlled programs (load modules or program objects), and member identifies the library
containing the programs, the volume serial of that library, and a processing option. Additionally,
APPLDATA may contain information that RACF will process. You specify the member entry in the
following format: library-name/volume-serial/PADCHK or NOPADCHK
library-name

Specifies the name of the library in which the controlled programs reside. If profile-name is *
or **, RACF treats all load modules in the specified library as controlled programs.

If it is necessary to define a program that resides in the system's LPA or dynamic LPA as a
controlled program (for example: to give it the MAIN or BASIC attribute), define the program
with a profile-name that does not end in *, specify 'LPALST' as the library name, and omit
the volume serial.

When it is necessary to define a specific profile for a program in the LPA, 'LPALST' should be
used as the library name and the volume serial should be omitted.

The following represent valid ADDMEM values for program XYZ which exists in one of the LPA
libraries or in the dynamic LPA:

• 'LPALST'
• 'LPALST'//PADCHK
• 'LPALST'//NOPADCHK

volume-serial (optional)
Specifies the serial number of the volume on which the library resides. You can use six
asterisks within single quotation marks to specify the current SYSRES volume: library-
name/'******'/PADCHK or NOPADCHK.

Note:

1. The '******' value works when the SYSRES resides on more than one volume, but it
applies only when the data set lives on the IPL volume

2. If volume-serial is not specified, the specified library can exist on any volume. The alternate
formats are:

library-name//NOPADCHK
or
library-name

PADCHK | NOPADCHK
Specifies that RACF is to make (PADCHK) or not to make (NOPADCHK) the checks for program-
accessed data sets when a user is executing the controlled programs. If you specify PADCHK,
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RACF verifies that (1) the conditional access list in the profile for a program-accessed data set
allows the access and (2) no task in the user's address space has previously loaded a non-
controlled program.

If you specify NOPADCHK, RACF does not perform this extra checking to verify that a non-
controlled program cannot access a program-accessed data set. NOPADCHK allows you, for
example, to define entire libraries of modules (such as ISPF) as controlled programs without
then having to grant each of these modules access to many program-accessed data sets.
“Examples” on page 210 show two ways to define controlled programs. Before defining or
modifying PROGRAM profiles, see the program control sections of z/OS Security Server RACF
Security Administrator's Guide.

APPLDATA('application-data')
Specifies a text string that is associated with each of the named resources. The text string can contain
a maximum of 255 characters and must be enclosed in single quotation marks. It can also contain
double-byte character set (DBCS) data.

Rules:

• For profiles in the PROGRAM class, RACF will examine the APPLDATA value (if any) and perform
special processing if you have specified MAIN or BASIC (optionally followed by blanks).

– This processing will occur only for profiles whose names do not end in *, and only when you have
enabled enhanced PGMSECURITY mode.

– For details of this processing, see z/OS Security Server RACF Security Administrator's Guide.
• For the FACILITY class, RACF examines the APPLDATA value of the following profiles:

– BPX.UNIQUE.USER

The APPLDATA value specifies the name of a user profile from which RACF can copy OMVS
segment information (other than UID) when assigning unique UIDs through a callable service.

– BPX.DEFAULT.USER

The APPLDATA value specifies a user ID and group name from which RACF can retrieve default
OMVS segment information. Beginning with z/OS Version 1 Release 11, the BPX.DEFAULT.USER
profile is ignored when the BPX.UNIQUE.USER profile is defined. Beginning with z/OS Version 2
Release 1, the BPX.DEFAULT.USER profile is no longer supported.

– BPX.NEXT.USER

The APPLDATA value specifies information that RACF will use for the automatic assignment of
OMVS UIDs and GIDs.

– IRR.PGMSECURITY

The APPLDATA value specifies whether RACF will operate in basic, enhanced, or enhanced-
warning PGMSECURITY mode.

- If the APPLDATA value contains the string ENHANCED, then RACF will run in enhanced
PGMSECURITY mode.

- If the APPLDATA value contains the string BASIC, then RACF will run in basic PGMSECURITY
mode.

- If the APPLDATA is empty or contains any other value, RACF will run in enhanced
PGMSECURITY mode but in warning mode rather than failure mode.

– IRR.PROGRAM.SIGNING.group.userid
– IRR.PROGRAM.SIGNING.userid
– IRR.PROGRAM.SIGNING.group
– IRR.PROGRAM.SIGNING

For any of the IRR.PROGRAM.SIGNING profiles, the APPLDATA value specifies the signing hash
algorithm, and the SAF key ring to use when signing a program.

– IRR.PROGRAM.SIGNATURE.VERIFICATION
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The APPLDATA value specifies the SAF key ring to use when verifying the signature of a signed
program.

– IRR.IDIDMAP.PROFILE.CODEPAGE

The APPLDATA value specifies the code page which is to be used when processing the
USERDIDFILTER NAME and REGISTRY values with the RACMAP command. The code page is
specified in the form: APPLDATA(CCSID(nnnnn))

The valid values for the code page nnnnn are:
00037

EBCDIC US 037
00870

EBCDIC LATIN 2
00875

EBCDIC GREEK
00924

EBCDIC US 1047 with the Euro sign
01047

EBCDIC US 1047
01140

EBCDIC US 037 with the Euro sign
01153

EBCDIC LATIN 2 with the Euro sign #2
04971

EBCDIC GREEK with the Euro sign

Note:

- If the IRR.IDIDMAP.PROFILE.CODEPAGE profile does not exist, then RACF uses code page
IBM-1047.

- If the IRR.IDIDMAP.PROFILE.CODEPAGE profile does exist, but contains no APPLDATA or the
APPLDATA references a code page other than one of the supported code pages, then RACF uses
code page IBM-1047

• For the TIMS and GIMS class, specify application-data as REVERIFY to force the user to reenter his
password whenever the transaction or transactions listed in the profile-name or ADDMEM operands
are used.

• For the PTKTDATA class, the application data field can be used to control the replay protection
function of PassTicket support.

– PassTicket replay protection prevents the use of user IDs to be shared among multiple users.
However, in some events it is desirable to bypass this replay protection function.

– Specifying no replay protection in the application data field indicates that replay protection
is to be bypassed. For example, the following command would successfully result in replay
protection being bypassed.

RDEFINE PTKTDATA profile-name
   APPLDATA('NO REPLAY PROTECTION')

Note the following:

- There must be a single space between the words no and replay, and between replay and
protection. Lack of spaces, or additional spaces or characters, will make the command
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ineffective. For example, entering the following command would not result in replay protection
being bypassed.

RDEFINE PTKTDATA profile-name
   APPLDATA('NOREPLAY PROTECTION')

- The text string no replay protection will always be translated to uppercase.
- The text string no replay protection can appear anywhere in the APPLDATA field.

– See z/OS Security Server RACF Security Administrator's Guide for more information on the
PassTicket function.

• For the APPL class, when the APPLDATA value contains the RACF-INITSTATS(DAILY) string,
RACF records statistics only for the first user verification of the day for the applications protected by
this profile. The RACF-INITSTATS(DAILY) string is reserved text and may appear anywhere in the
APPLDATA field. For more information about statistics collection, see z/OS Security Server RACF
Security Administrator's Guide.

• Specifying the RACF-DELEGATED string in the APPLDATA designates the resources protected by the
profile as delegated, meaning that RACROUTE REQUEST=FASTAUTH should honor a nested ACEE
during access checking to this resource. The RACF-DELEGATED string is reserved text and may
appear anywhere in the APPLDATA field. For more information on nested ACEEs and delegated
resources, see z/OS Security Server RACF Security Administrator's Guide.

RACF does not validate the APPLDATA value during RALTER. Depending on the function, RACF might
or might not issue any messages during subsequent processing if it finds an unexpected value.

The APPLDATA value, if present, can be displayed with the RLIST command.

For detailed information about each APPLDATA value, see z/OS Security Server RACF Security
Administrator's Guide.

AT | ONLYAT
The AT and ONLYAT keywords are only valid when the command is issued as a RACF TSO command.
AT([node].userid ...)

Specifies that the command is to be directed to the node specified by node, where it runs under
the authority of the user specified by userid in the RACF subsystem address space.

If node is not specified, the command is directed to the local node.

ONLYAT([node].userid ...)
Specifies that the command is to be directed only to the node specified by node where it runs
under the authority of the user specified by userid in the RACF subsystem address space.

If node is not specified, the command is directed only to the local node.

AUDIT(access-attempt[(audit-access-level)])
Specifies which access attempts and access levels you want logged to the SMF data set.
access-attempt

Specifies which access attempts you want logged to the SMF data set. The following options are
available:
ALL

Specifies that you want to log both authorized accesses and detected unauthorized access
attempts.

FAILURES
Specifies that you want to log detected unauthorized access attempts. This is the default value
if you do not specify access-attempt.

NONE
Specifies that you do not want any logging to be done.

SUCCESS
Specifies that you want to log authorized accesses to the resource.
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audit-access-level
Specifies which access levels you want logged to the SMF data set. The levels you can specify are:
ALTER

Logs ALTER access-level attempts only.
CONTROL

Logs access attempts at the CONTROL and ALTER levels.
READ

Logs access attempts at any level. This is the default value if no access level is specified.
UPDATE

Logs access attempts at the UPDATE, CONTROL, and ALTER levels.

FAILURES(READ) is the default value if the AUDIT operand is omitted from the command.

You cannot audit access attempts for the EXECUTE level.

CDTINFO
Specifies information used in the definition of an installation-defined class in the dynamic class
descriptor table (CDT). For details about defining classes in the dynamic CDT, see Administering the
Dynamic Class Descriptor Table (CDT) in z/OS Security Server RACF Security Administrator's Guide.

Note: CDTINFO should only be specified for profiles in the CDT class.

CASE ( UPPER | ASIS )
Specifies whether mixed-case profile names are allowed for the class.
ASIS

When ASIS is specified, RACF commands preserve the case of profile names for the specified
class. Lowercase characters are allowed in any position of the profile name where alphabetic
characters are allowed, based on the character restrictions in the FIRST and OTHER keywords.

UPPER
When UPPER is specified, RACF translates the profile names for the specified class to
uppercase. If CASE is not specified, CASE(UPPER) is the default.

DEFAULTRC
Specifies the return code that RACF will provide from RACROUTE REQUEST=AUTH or
REQUEST=FASTAUTH when both RACF and the class are active and (if required) the class has
been processed using SETROPTS RACLIST, but RACF doesn't find a profile to protect the resource
specified on the AUTH or FASTAUTH request. The return codes are interpreted as follows:
0

The access request was accepted.
4

No profile exists.
8

The access request was denied.

If DEFAULTRC is not specified, DEFAULTRC(4) is the default.

DEFAULTUACC
DEFAULTUACC ( ALTER | CONTROL | UPDATE | READ | NONE )

Specifies the minimum access allowed if the access level is not set when a resource profile is
defined in the class.

DEFAULTUACC ( ACEE )
If no universal access level is specified at the time the profile is created, RACF uses the default
universal access authority from the command issuer's ACEE, as specified on the UACC
operand of the ADDUSER, ALTUSER or CONNECT command.

If DEFAULTUACC is not specified, DEFAULTUACC(NONE) is the default.
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FIRST (characters-allowed ...)
Specifies a character type restriction for the first character of the profile name. One or more of the
following may be specified.

• ALPHA - Allows an alphabetic character (A - Z)
• NUMERIC—Allows a digit (0 - 9)
• NATIONAL—Allows characters # (X'7B'), @ (X'7C'), and $ (X'5B')
• SPECIAL—Allows any character except the following:

– a blank
– a comma
– a parenthesis
– a semicolon
– those characters in ALPHA, NUMERIC, or NATIONAL.

Note: This option includes the period ('.') and is needed if you intend to use it as a delimiter.

If FIRST is not specified, FIRST(ALPHA, NATIONAL) is the default.

GENERIC ( ALLOWED | DISALLOWED )
Specifies whether or not SETROPTS GENERIC and SETROPTS GENCMD are allowed for the class.
The SETROPTS GENERIC command activates generic profile checking for a class. The SETROPTS
GENCMD command activates generic profile command processing.

If GENERIC is not specified, GENERIC(ALLOWED) is the default. If GENERIC(DISALLOWED) is
specified, GENLIST(ALLOWED) cannot also be specified.

Because generic processing is not allowed for grouping classes, GENERIC(DISALLOWED) should
be specified if MEMBER(member-class-name) is also specified. If GENERIC(ALLOWED) is specified
or defaulted for a grouping class, a warning message is issued. Subsequent processing for the
dynamic class being defined and for profiles in that class will be treated as if
GENERIC(DISALLOWED) was specified.

Rule: If the dynamic class you are defining shares a POSIT number with other classes, all classes
with the shared POSIT number must have the same GENERIC keyword value. This is because the
SETROPTS GENERIC and SETROPTS GENCMD commands process all classes that share a POSIT
number. If at least one class specifies GENERIC(DISALLOWED) and at least one class specifies
GENERIC(ALLOWED), RACF issues a warning message. When you subsequently add this class to
the dynamic class descriptor table using the SETROPTS RACLIST(CDT) command, RACF might
change the value of the GENERIC keyword to match the GENERIC keyword value of the other
classes sharing the POSIT number.

• If this dynamic class shares a POSIT number with an IBM-supplied class, RACF changes the
value of the GENERIC keyword in the dynamic class to match the IBM class. (The class attribute
in the IBM-supplied class takes precedence).

• If this dynamic class shares a POSIT number with an installation-defined class (static or
dynamic), RACF determines the least restrictive attribute - GENERIC(ALLOWED) is less
restrictive than GENERIC(DISALLOWED) -  and changes the GENERIC(DISALLOWED) class
attribute to GENERIC(ALLOWED).

Exception: A grouping class and member class can share a POSIT number although their
GENERIC keyword values need not match. You must specify GENERIC(DISALLOWED) for the
grouping class. However, you can specify either ALLOWED or DISALLOWED for the member class.

GENLIST ( ALLOWED | DISALLOWED )
Specifies whether SETROPTS GENLIST is to be allowed for the class. If you GENLIST the class on
the SETROPTS command and a user then requests access to a resource protected by a generic
profile, a copy of that profile will be brought into the common storage area rather than into the
user's address space. RACF uses those generic profiles in common storage to check the
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authorization of any users who want to access the resource. The profiles remain in common
storage until a REFRESH occurs.

If GENLIST is not specified, GENLIST(DISALLOWED) is the default.

GROUP ( grouping-class-name )
Specifies the name of the class that groups the resources within the specified class. If GROUP is
not specified, RACF does not allow resource grouping for the class. The grouping-class-name must
be 1 - 8 characters.

When GROUP is specified, the class being defined is a member class.

If GROUP is specified, then grouping-class-name must also be defined in the CDT class and its
MEMBER keyword should refer to the class being defined. The GROUP and MEMBER keywords
must have matching class entries before SETROPTS RACLIST(CDT) is issued to build or refresh the
dynamic CDT or before the system is restarted; otherwise, the class in error will not be added to
the dynamic class descriptor table.

KEYQUALIFIERS ( 0 | nnn )
Specifies the number of matching qualifiers RACF uses when loading generic profilenames to
satisfy an authorization request if a discrete profile does not exist for a resource. For example, if
you specify two for the class, all generic profile names whose highest level qualifiers match the
two highest qualifiers of the entity name are loaded into the user's storage when the user requests
access to a resource. The nnn value must be a number 0 - 123.

If KEYQUALIFIERS is not specified, the default is 0 and profile names for the entire class are
loaded and searched.

The maximum value you can specify is 123, which is the maximum number of qualifiers in a name
246 characters long.

When KEYQUALIFIERS(nnn) is specified, generic profiles created in that class may not contain
generic characters in the first nnn qualifiers of the profile name.

When KEYQUALIFIERS(nnn) is greater than 0 for a class, all discrete and generic profiles in that
class must have at least nnn+1 qualifiers in each profile name. The number of qualifiers a profile
name is determined by counting the number of period characters in the profile and adding one;
the first character is not examined.

Examples of valid profile names for KEYQUALIFIERS(2) are:

A.B.C
A.B.**
A.B.C.D*

Guideline: Specify KEYQUALIFIERS(nnn) greater than 0 for classes that have the following
characteristics:

• The class is not usually RACLISTed or GENLISTed.
• Profile names in the class follow a naming convention where many generic profiles have the

same nnn qualifiers at the beginning of the profile name.

For example, if you have an application that uses an installation-defined class to protect reports
on terminal usage, you might have profiles such as these for each user on your z/OS system:

REPORTS.USER1.TERMUSE.*
REPORTS.USER1.TERMUSE.DEPT60.*
REPORTS.USER1.TERMUSE.2006.JAN.*
REPORTS.USER1.TERMUSE.2006.FEB.*
REPORTS.USER1.TERMUSE.2006.MAR.*
REPORTS.USER1.TERMUSE.2006.APR.*
REPORTS.USER1.TERMUSE.2006.MAY.*
REPORTS.USER1.TERMUSE.2006.JUN.*
REPORTS.USER1.TERMUSE.2006.JUL.*
REPORTS.USER1.TERMUSE.2006.AUG.*
REPORTS.USER1.TERMUSE.2006.SEP.*
REPORTS.USER1.TERMUSE.2006.OCT.*
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REPORTS.USER1.TERMUSE.2006.NOV.*
REPORTS.USER1.TERMUSE.2006.DEC.* 

In this example, you might define your installation class using KEYQUALIFIERS(3) so that when
RACF checks authorization checks for resources in your class, only generic profile names that
match the first three qualifiers of your report are loaded into storage for RACF to check.

Restriction: Different rules apply for the FILE and DIRECTRY classes. For the syntax required for
profile names in the DIRECTRY and FILE classes, see the appropriate RACF Command Language
Reference for your VM system.

MACPROCESSING ( NORMAL | REVERSE | EQUAL)
Specifies which type of mandatory access control (MAC) processing is required for the class. If
MACPROCESSING is not specified, MACPROCESSING(NORMAL) is the default.

• NORMAL - specifies normal MAC processing is required. If and when a MAC check is performed,
the user's SECLABEL must dominate that of the resource.

• REVERSE - specifies reverse MAC processing is required. If and when a MAC check is
performed, the SECLABEL of the resource must dominate that of the user.

• EQUAL - specifies equal MAC processing is required. If and when a MAC check is performed, the
SECLABEL of the user must be equivalent to that of the resource. MACPROCESSING(EQUAL)
should be used for classes where two-way communication is expected. Writedown (SETROPTS
MLS) does not apply to classes where MACPROCESSING(EQUAL) is specified.

MAXLENGTH ( 8 | nnn )
Specifies the maximum length of resource and profile names for the specified class when
MAXLENX is not specified. When MAXLENX is also specified, MAXLENGTH represents the
maximum length of a resource name only when a RACROUTE macro is invoked with the ENTITY
keyword. The value of nnn must be 1 - 246.

If MAXLENGTH is not specified, the default is 8.

MAXLENX ( nnn )
Specifies the maximum length of resource and profile names for the specified class when a
RACROUTE macro is invoked with the ENTITYX keyword, or when a profile is added or changed
using a RACF command processor. The value of nnn value must be 1 - 246.

If MAXLENX is not specified before SETROPTS RACLIST(CDT) is issued to build or refresh the
dynamic CDT or before the system is restarted, the value specified for MAXLENGTH is used for
MAXLENX in subsequent processing for the dynamic class.

MEMBER ( member-class-name )
Specifies the name of the class grouped by the resources within the specified class. The member-
class-name must be 1 - 8 characters.

When MEMBER is specified, the class being defined is a resource group.

If MEMBER is specified, then member-class-name must also be defined in the CDT class and its
GROUP keyword should refer to the class being defined. The GROUP and MEMBER keywords must
have matching class entries before SETROPTS RACLIST(CDT) is issued to build or refresh the
dynamic CDT or before the system is restarted; otherwise, the class in error will not be added to
the dynamic class descriptor table.

OPERATIONS ( YES | NO )
Specifies whether RACF is to take the OPERATIONS attribute into account when it performs
authorization checking. If YES is specified, RACF considers the OPERATIONS attribute; if NO is
specified, RACF ignores the OPERATIONS attribute.

If OPERATIONS is not specified, OPERATIONS(NO) is the default.

OTHER ( characters-allowed ...)
Specifies a character type restriction for the characters of the profile name other than the first
character. One or more of the following may be specified:

• ALPHA - Allows an alphabetic character (A - Z)
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• NUMERIC—Allows a digit (0 - 9)
• NATIONAL—Allows characters # (X'7B'), @ (X'7C'), and $ (X'5B')
• SPECIAL—Allows any character except the following:

– a blank
– a comma
– a parenthesis
– a semicolon
– those characters in ALPHA, NUMERIC, or NATIONAL.

Note: This option includes the period ('.') and is needed if you intend to use it as a delimiter.

If OTHER is not specified, OTHER(ALPHA, NATIONAL) is the default.

POSIT ( nnn )
Specifies the POSIT number associated with the class. Each class in the class descriptor table has
a POSIT number specified which identifies a set of option flags that control the following RACF
processing options:

• Whether authorization checking should take place for the class (SETROPTS CLASSACT).
• Whether auditing should take place for resources within the class (SETROPTS AUDIT).
• Whether statistics should be kept for resources within the class (SETROPTS STATISTICS).
• Whether generic profile access checking is active for the class (SETROPTS GENERIC).
• Whether generic command processing is active for the class (SETROPTS GENCMD).
• Whether global access checking is active for the class (SETROPTS GLOBAL).
• Whether the user has CLAUTH to a resource class.
• Whether special resource access auditing applies to the class (SETROPTS LOGOPTIONS).
• Whether SETROPTS RACLIST will occur for this class (when RACLIST(ALLOWED) or

RACLIST(REQUIRED) is also specified).
• For all classes that have the same POSIT number specified, these options are identical. If you

change an option for one class, this change will also affect all other classes that share the same
POSIT number.

Before you issue SETROPTS RACLIST(CDT) to build or refresh the dynamic class descriptor table,
you must decide whether to use a unique set of option flags for each RACF class or whether to
have two or more RACF classes share the same set of option flags. If you choose to use a unique
set of option flags for a class, assign the class a unique POSIT number. If you choose to share the
same set of option flags among several classes, assign those classes the same POSIT number.

Before you issue SETROPTS RACLIST(CDT), the POSIT keyword must specify a valid value on the
RDEFINE command. Otherwise, the new class will not be added to the dynamic class descriptor
table.

Once you issue SETROPTS RACLIST(CDT) to build or refresh the dynamic class descriptor table,
you can activate the classes that comprise it and their respective set of option flags by using the
appropriate keywords on the SETROPTS command.

There are 1024 POSIT numbers that can identify 1024 sets of option flags. Installations can
specify POSIT numbers 19 - 56 and 128 - 527. POSIT numbers 0 - 18, 57 - 127 and 528 - 1023
are reserved for IBM use and should not be specified for installation-defined classes unless an
installation intends that one of its classes share SETROPTS options with an IBM-defined class.

Guideline: A RACF class that has a default return code 8 should not share a POSIT value with a
RACF class having a different default return code. If a class with a default return code 8 is
activated but no profiles are defined, user activity that requires access in that class will be
prevented.
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PROFILESALLOWED ( YES | NO )
Specifies whether you want RACF to allow profiles to be defined for this RACF class. If you specify
PROFILESALLOWED(NO), RACF will not allow profiles to be defined to this RACF class; if a user
attempts to define a profile to that class, the RDEFINE command responds with an appropriate
message.

If PROFILESALLOWED is not specified, PROFILESALLOWED(YES) is the default.

RACLIST
Specifies whether SETROPTS RACLIST is to be allowed, disallowed or required for the specified
class. If you process this class using SETROPTS RACLIST, RACF brings copies of all discrete and
generic profiles within that class into storage in a data space. RACF uses those profiles in storage
to check the authorization of any users who want to access the resources. The profiles remain in
storage until removed by SETROPTS NORACLIST.
ALLOWED

Specifies that SETROPTS RACLIST may be used for the class, but is not required for
authorization checking.

DISALLOWED
Specifies that SETROPTS RACLIST may not be used for the class.

REQUIRED
Specifies that you must process the class using SETROPTS RACLIST in order to use RACROUTE
REQUEST=AUTH. The purpose of this keyword is to allow routines that cannot tolerate I/O to
invoke RACF. When this keyword is specified and the class is not processed by SETROPTS
RACLIST and a RACROUTE REQUEST=AUTH is attempted, the return code is 4.

If RACLIST is not specified, RACLIST(DISALLOWED) is the default.

SECLABELSREQUIRED ( YES | NO )
Specifies whether a SECLABEL is required for the profiles of the specified class when SETROPTS
MLACTIVE is on.

SECLABELSREQUIRED(NO) means that RACF will not require a SECLABEL for profiles in this class;
however, if a SECLABEL exists for this profile and the SECLABEL class is active, RACF will use it
during authorization checking. SECLABELSREQUIRED(NO) applies to general resource classes
that have no profiles, such as DIRAUTH, or for classes that contain no data, such as OPERCMDS
and SECLABEL.

SECLABELSREQUIRED(YES) means that RACF will require a SECLABEL for profiles in this class
when SETROPTS MLACTIVE is on.

If SECLABELSREQUIRED is not specified, SECLABELSREQUIRED(NO) is the default.

SIGNAL ( YES | NO )
Specifies whether an ENF signal should be sent to listeners when RACLISTed profiles are created,
updated or deleted for authorization checking.

When SIGNAL(YES) is specified, RACF will send an ENF signal to listeners when a SETROPTS
RACLIST, SETROPTS NORACLIST or a SETROPTS RACLIST REFRESH is issued for the class to
activate, deactivate or update the profiles used for authorization checking. For more information,
see ENF signals in z/OS Security Server RACF System Programmer's Guide.

When SIGNAL(NO) is specified, no ENF signal is sent.

SIGNAL(YES) is not valid if RACLIST(DISALLOWED) is specified.

If SIGNAL is not specified, SIGNAL(NO) is the default.

CFDEF
Defines a custom field for profiles in the CFIELD class, and specifies the name and attributes for the
custom field. The custom fields you define with the CFDEF operand can be used in the CSDATA
segment of user and group profiles. For more information about custom fields, including the profile
name format, see z/OS Security Server RACF Security Administrator's Guide.
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New custom fields are not effective until the system programmer rebuilds the dynamic parse table
using the IRRDPI00 UPDATE command. For information about using the IRRDPI00 command, see
z/OS Security Server RACF System Programmer's Guide.

Rule: Specify CFDEF only for profiles in the CFIELD class.

TYPE
Specifies the data type of the custom field. If you do not specify TYPE, CHAR is the default.

For each data type, you can restrict the content of the custom field using the attributes shown in
Table 5 on page 186. For each attribute shown, the default values based on data type, are as
follows.

Rule: For each data type, do not specify attributes noted in Table 5 on page 186 with a dash (—). 

Table 5: Default values for attributes that restrict the content of a custom field, based on data
type.. 

Attribute
Default value based on the TYPE attribute

CHAR FLAG HEX NUM

FIRST ALPHA NONATABC NONATNUM NUMERIC

MAXLENGTH 1100 3 512 10

MAXVALUE  -  -  - (See Note.)

MINVALUE  -  -  - 0

MIXED NO  -  -  - 

OTHER ALPHA NONATABC NONATNUM NUMERIC

Note: If you do not specify MAXVALUE with TYPE(NUM), it defaults to the length of the highest
value based on the MAXLENGTH value.

CHAR
Specifies that the custom field is a character field.

Guidelines:

• When you specify TYPE(CHAR), specify values for the following attributes:

– FIRST: The default value is ALPHA.
– MAXLENGTH: The default value is 1100.
– MIXED: The default value is NO.
– OTHER: The default value is ALPHA.

• To allow a custom field value to be specified as a quoted string, specify FIRST(ANY) and
OTHER(ANY).

Rule: Do not specify MAXVALUE or MINVALUE with TYPE(CHAR).

FLAG
Specifies that the custom field is a flag field.

Rule: Do not specify any attributes with TYPE(FLAG). The default values are sufficient and
required. The default values are FIRST(NONATABC), OTHER(NONATABC), and MAXLENGTH(3).

HEX
Specifies that the custom field is a hexadecimal field.

Guideline: When you specify TYPE(HEX), specify a value for the MAXLENGTH attribute. The
default value is 512. Specify an even number because hexadecimal data is stored and
displayed as an even number of characters.

Rule: Do not specify FIRST, OTHER, MAXVALUE, MINVALUE, or MIXED with TYPE(HEX).
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NUM
Specifies that the custom field is a numeric field.

Guidelines:

• When you specify TYPE(NUM), specify values for the MAXVALUE and MINVALUE attributes.
• You need not specify MAXLENGTH with TYPE(NUM) because MAXVALUE limits the numeric

value.

Rule: Do not specify FIRST, OTHER, or MIXED with TYPE(NUM).

FIRST
Specifies a character restriction for the first character in the custom field.

Guideline: Do not specify FIRST for custom fields with FLAG, HEX, or NUM data type. If you
incorrectly specify the FIRST value for the data type, the custom field might be unusable.

Rules: The valid options for the FIRST attribute apply as follows, based on TYPE value (data type).

Valid
options

Data type based on TYPE attribute

CHAR FLAG HEX NUM

ALPHA X

ALPHANUM X

ANY X

NONATABC X X

NONATNUM X X

NUMERIC X X

For each option of the FIRST attribute, the characters allowed in the custom field are as follows:

Valid
options

Characters allowed

Alphabetic
characters

(A - Z)

National
characters
# (X'7B'),
@ (X'7C'),

and $ (X'5B')

Numeric
characters

(0 - 9)

Any
other

character

ALPHA X X

ALPHANUM X X X

ANY X X X X

NONATABC X

NONATNUM X X

NUMERIC X

ALPHA
Allows alphabetic characters (A - Z) and national characters # (X'7B'), @ (X'7C'), and $
(X'5B').

ALPHANUM
Allows alphabetic characters (A - Z), numbers (0 - 9), and national characters # (X'7B'), @
(X'7C'), and $ (X'5B').
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ANY
Allows alphabetic characters (A - Z), numbers (0 - 9), national characters # (X'7B'), @
(X'7C'), and $ (X'5B'), and any other character. When you specify both FIRST(ANY) and
OTHER(ANY), also allows quoted strings.

NONATABC
Allows alphabetic characters, and excludes numbers and national characters # (X'7B'), @
(X'7C'), and $ (X'5B').

NONATNUM
Allows alphabetic characters and numbers, but excludes national characters # (X'7B'), @
(X'7C'), and $ (X'5B').

NUMERIC
Allows numbers (0 - 9).

If you do not specify FIRST, the values default as follows, based on TYPE value (data type).

Data type
Default value

CHAR
ALPHA

FLAG
NONATABC

HEX
NONATNUM

NUM
NUMERIC

HELP( help-text )
Specifies the help text for this custom field. The help text is displayed when the user is in TSO
PROMPT mode and presses the PF1 key or enters a question mark (?). Lowercase alphabetic
characters in the help-text value are translated to uppercase.

Rules:

• Length: 1 - 255 characters.
• If the help text contains parentheses, commas, blanks, or semicolons, enclose the entire text

string in single quotation marks.
• If a single quotation mark is intended to be part of the help text, use two single quotation marks

together for each single quotation mark within the string, and enclose the entire string in single
quotation marks.

Example: To define help text for a customer's address and indicate that the field can be up to
100 characters, you might specify the following value:

HELP('CUSTOMER''S ADDRESS. SPECIFY UP TO 100 CHARACTERS')

If you do not specify HELP, the value defaults to the custom field name defined in CFIELD profile
name.

LISTHEAD( list-heading-text )
Specifies the heading to display in the output for the LISTUSER or LISTGRP command whenever
the CSDATA segment is listed. Lowercase alphabetic characters in the list-heading-text value are
translated to uppercase.

Rules:

• Length: 1 - 40 characters.
• If the heading text contains parentheses, commas, blanks, or semicolons, enclose the entire

text string in single quotation marks.
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• If a single quotation mark is intended to be part of the help text, use two single quotation marks
together for each single quotation mark within the string, and enclose the entire string in single
quotation marks.

Example:

LISTHEAD('CUSTOMER''S ADDRESS =')

Guidelines: If you specify a LISTHEAD value, avoid confusion for users who use the LISTUSER or
LISTGRP command to list custom field values by following these guidelines:

• Ensure that each custom field has a unique heading.
• Append an equal sign (=) or other delimiter to your LISTHEAD value to indicate in the list output

where the heading ends and the data begins.

If you do not specify LISTHEAD, the value defaults to the custom field name defined in CFIELD
profile name and an equal sign (=) is appended to the end of the value.

MAXLENGTH( maximum-field-length )
Specifies the maximum length of the custom field. You can specify MAXLENGTH with any TYPE
value (data type).

Guideline: Do not specify with TYPE(FLAG) because 3 is the default value and the only valid value.

Rules: The valid values or value ranges shown in Table 6 on page 189 apply based on data type. 

Table 6: Valid values or value range and default values for the MAXLENGTH attribute, based on
data type

Data type Valid value or range Default value

CHAR 1 - 1100 1100

FLAG 3 3

HEX 1 - 512 512

NUM 1 - 10 10

If you do not specify MAXLENGTH, the default values shown in Table 6 on page 189 apply based
on data type.

MAXVALUE( maximum-numeric-value )
Specifies the maximum numeric value for a custom field with TYPE(NUM).

Rules:

• Valid range: 0 - 2 147 483 647
• Do not specify a MAXVALUE value for custom fields with CHAR, FLAG, or HEX data type.
• Do not specify a MAXVALUE value less than the MINVALUE value.
• Do not specify a MAXVALUE value longer than the highest value based on MAXLENGTH value.

If you do not specify MAXVALUE, the value defaults to the length of the highest value based on the
MAXLENGTH value. For example, if you specify MAXLENGTH(4), the default MAXVALUE is 9999.

MINVALUE( minimum-numeric-value )
Specifies the minimum numeric value for a custom field with TYPE(NUM).

Rules:

• Valid range: 0 - 2 147 483 647
• Do not specify a MINVALUE value for fields with CHAR, FLAG, or HEX data type.
• Do not specify a MINVALUE value higher than the MAXVALUE value.
• Do not specify a MINVALUE value longer than the highest value based on MAXLENGTH value.
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If you do not specify MINVALUE, the value defaults to 0.

MIXED( YES | NO )
Specifies whether mixed-case alphabetic characters are allowed for a custom field with
TYPE(CHAR).
YES

Lowercase characters are allowed in any position of the custom field where alphabetic
characters are allowed, based on the character restrictions specified with the FIRST and
OTHER attributes. RACF commands, such as ADDUSER, do not translate lowercase alphabetic
characters in the field to uppercase.

Rule: Do not specify MIXED(YES) for custom fields with FLAG, HEX, or NUM data type.

NO
RACF commands translate lowercase alphabetic characters in the field to uppercase.

If you do not specify MIXED, the value defaults to NO.

OTHER
Specifies a character restriction for characters in the custom field other than the first character.

Guideline: Do not specify OTHER for custom fields with FLAG, HEX, or NUM data type. If you
incorrectly specify the OTHER value for the data type, the custom field might be unusable.

For each option of the OTHER attribute, the characters allowed in the custom field are as follows:

Valid
options

Characters allowed

Alphabetic
characters

(A - Z)

National
characters
# (X'7B'),
@ (X'7C'),

and $ (X'5B')

Numeric
characters

(0 - 9)

Any
other

character

ALPHA X X

ALPHANUM X X X

ANY X X X X

NONATABC X

NONATNUM X X

NUMERIC X

ALPHA
Allows alphabetic characters (A - Z) and national characters # (X'7B'), @ (X'7C'), and $
(X'5B').

ALPHANUM
Allows alphabetic characters (A - Z), numbers (0 - 9), and national characters # (X'7B'), @
(X'7C'), and $ (X'5B').

ANY
Allows alphabetic characters (A - Z), numbers (0 - 9), national characters # (X'7B'), @
(X'7C'), and $ (X'5B'), and any other character. When you specify both FIRST(ANY) and
OTHER(ANY), also allows quoted strings.

NONATABC
Allows alphabetic characters, and excludes numbers and national characters # (X'7B'), @
(X'7C'), and $ (X'5B').

NONATNUM
Allows alphabetic characters and numbers, but excludes national characters # (X'7B'), @
(X'7C'), and $ (X'5B').
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NUMERIC
Allows numbers (0 - 9).

Rules: The valid options for the OTHER attribute apply as follows, based on TYPE value (data
type).

Valid
options

Data type based on TYPE attribute

CHAR FLAG HEX NUM

ALPHA X

ALPHANUM X

ANY X

NONATABC X X

NONATNUM X X

NUMERIC X X

If you do not specify OTHER, the values default as follows, based on TYPE value (data type).

Data type
Default value

CHAR
ALPHA

FLAG
NONATABC

HEX
NONATNUM

NUM
NUMERIC

DATA('installation-defined-data')
Specifies up to 255 characters of installation-defined data to be stored in the profile for the resource
and the data must be enclosed in single quotation marks. It can also contain double-byte character
set (DBCS) data.

This information is listed by the RLIST command.

DLFDATA
Specifies information used in the control of DLF objects in profiles in the DLFCLASS.
RETAIN(YES | NO)

Specifies whether the DLF object can be retained after use.
JOBNAMES(jobname-1 ...)

Specifies the list of objects which can access the DLF objects protected by this profile.

You can specify any job name valid on your system. You can also specify generic job names with
an asterisk (*) as the last character of the job name. For example, JOBNAMES(ABC) allows only
job ABC to access the DLF objects protected by the profile. JOBNAMES(ABC*) allows any job
whose name begins with ABC (such as ABC, ABC1, or ABCDEF and so forth) to access the DLF
objects.

If DLFDATA is not specified, or is specified without the RETAIN suboperand, RETAIN(NO) is defaulted.

EIM
The EIM and PROXY segment keywords and subkeywords combine to define the EIM domain, the
LDAP host it resides on, and the bind information required by the EIM services to establish a
connection with an EIM domain. The EIM services will attempt to retrieve this information when it is
not explicitly supplied with the invocation parameters.
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DOMAINDN(eim_domain_dn)
Specifies the distinguished name of the EIM domain. A valid EIM domain distinguished name
begins with ibm-eimDomainName=. Uppercase and lowercase characters are accepted and
maintained in the case in which they are entered. The EIM domain distinguished name is one
component of an EIM domain name.

An EIM domain name identifies the LDAP server that stores the EIM domain information. The EIM
domain name begins with the ldap_url from the LDAPHOST suboperand of the PROXY keyword,
followed by / and ends with the eim_domain_dn from the DOMAINDN suboperand. The length of a
valid EIM domain name is determined by the combination of those factors. RACF allows the input
of 1023 characters for the domain distinguished name. RACF does not ensure that an EIM domain
name created from the LDAP URL and EIM domain distinguished name forms a valid EIM domain
name.

For more information about LDAP distinguished names, see z/OS IBM Tivoli Directory Server
Administration and Use for z/OS.

OPTIONS
Specifies options that control the EIM configuration.
ENABLE | DISABLE

ENABLE
Specifies that new connections may be established with the specified EIM domain. This is
the default.

DISABLE
Specifies that new connections may not be established with the specified EIM domain.

LOCALREGISTRY(registry_name)
Specifies the name of the local RACF registry in EIM domains. This operand is valid only with the
following profiles and is ignored for all others:

• The IRR.PROXY.DEFAULTS profile in the FACILITY class
• The IRR.ICTX.DEFAULTS.sysid profile in the LDAPBIND class
• The IRR.ICTX.DEFAULTS profile in the LDAPBIND class.

EIM uses the registry_name value defined in the IRR.PROXY.DEFAULTS profile. The ICTX identity
cache registry_name uses the value defined in the IRR.ICTX.DEFAULTS.sysid or
IRR.ICTX.DEFAULTS profile.

The registry_name value is 1 - 255 characters in length. It can consist of any characters and can
be entered with or without single quotation marks. The following rules apply:

• If parentheses, commas, blanks, or semicolons are intended as part of the registry_name, you
must enclose the entire character string in single quotation marks.

• If a single quotation mark is intended as part of the registry_name, use two single quotation
marks together for each single quotation mark within the string, and enclose the entire string
within single quotation marks.

• Both uppercase and lowercase characters are accepted and maintained in the case in which
they are entered.

KERBREGISTRY(registry_name)
Specifies the name of the Kerberos registry in the EIM domain that the system is configured to
use. This operand is only valid for the IRR.PROXY.DEFAULTS FACILITY class profile. The value is
ignored when used on other profiles.

The Kerberos registry_name may be 1 - 255 characters long. Uppercase and lowercase characters
are allowed, but are not significant because the Kerberos registry name is stored in the RACF
database in uppercase.
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X509REGISTRY(registry_name)
Specifies the name of the X.509 registry in the EIM domain that the system is configured to use.
This operand is only valid for the IRR.PROXY.DEFAULTS FACILITY class profile. The value is
ignored when used on other profiles.

The X.509 registry_name may be 1 - 255 characters long. Uppercase and lowercase characters
are allowed, but are not significant because the X.509 registry name is stored in the RACF
database in uppercase.

FCLASS(profile-name-2-class)
Specifies the name of the class to which profile-name-2 belongs. The valid class names are DATASET
and those classes defined in the class descriptor table.

If you omit this operand, RACF assumes that profile-name-2 belongs to the same class as profile-
name-1. This operand is valid only when you also specify the FROM operand; otherwise, RACF ignores
it.

FGENERIC
Specifies that RACF is to treat profile-name-2 as a generic name, even if it is fully qualified (meaning
that it does not contain any generic characters). This operand is needed only if profile-name-2 is a
DATASET profile.

FROM(profile-name-2)
Specifies the name of an existing discrete or generic profile that RACF is to use as a model for the new
profile. The model profile name you specify on the FROM operand overrides any model name specified
in your user or group profile. If you specify FROM and omit FCLASS, RACF assumes that profile-
name-2 is the name of a profile in the same class as profile-name-1.

Mixed-case profile names are accepted and preserved when FCLASS refers to a class defined in the
static class descriptor table with CASE=ASIS or in the dynamic class descriptor table with
CASE(ASIS).

To specify FROM, you must have sufficient authority to both profile-name-1 and profile-name-2, as
described under "Authorization Required".

Possible Changes to Copied Profiles When Modeling Occurs: When a profile is copied during profile
modeling, the new profile might differ from the model in the following ways:

• Certain conditional access list conditions are valid only for specific classes. For example,
WHEN(SYSID) is only valid for the PROGRAM class and WHEN(PROGRAM) is only valid for data sets
and the SERVAUTH class. PROGRAM and SYSID entries in the conditional access list of profile-
name-2 will be copied to the conditional access list of profile-name-1 only if the condition is valid for
the class of profile-name-1.

• RACF places the user's ID on the access list with ALTER access authority or, if the user's ID is
already on the access list, RACF changes the user's access authority to ALTER. However, if
NOADDCREATOR is in effect, RACF copies the access list authorities exactly as they appear in the
model's access list.

• If the model profile contains members (specified with the ADDMEM operand), the members are not
copied into the new profile.

• If the SETROPTS MLS option is in effect, the security label (if specified in the model profile) is not
copied. Instead, the user's current security label is used.

Exception: When SETROPTS MLS and MLSTABLE are both in effect and the user has the SPECIAL
attribute, the security label specified in the model profile is copied to the new profile.

• For TAPEVOL profiles, TVTOC information is not copied to the new profile.
• Information in the non-BASE segments (for example, the SESSION or DLFDATA segment) is not

copied.

For information about automatic profile modeling, refer to z/OS Security Server RACF Security
Administrator's Guide.
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FVOLUME(volume-serial)
Specifies the volume RACF is to use to locate the model profile (profile-name-2).

If you specify FVOLUME and RACF does not find profile-name-2 associated with that volume, the
command fails. If you omit this operand and profile-name-2 appears more than once in the RACF data
set, the command fails.

FVOLUME is valid only when FCLASS either specifies or defaults to DATASET and when profile-name-2
specifies a discrete profile. Otherwise, RACF ignores FVOLUME.

ICSF
Specifies ICSF attributes for the keys that are controlled by this profile. ICSF attributes are valid only
for profiles in the CSFKEYS, GCSFKEYS, XCSFKEY, and GXCSFKEY classes.
ASYMUSAGE

Specifies how an asymmetric key that is controlled by this profile is eligible to be used. If you do
not specify ASYMUSAGE, the key is eligible for all uses.
SECUREEXPORT | NOSECUREEXPORT

Specifies whether the key is eligible to be used to export or import symmetric keys.
HANDSHAKE | NOHANDSHAKE

Specifies whether the key is eligible to be used to protect communication channels.
SYMEXPORTABLE

Specifies which public keys, if any, are eligible for use to export a symmetric key that is controlled
by this profile. If you do not specify SYMEXPORTABLE, any public key is eligible.
BYANY

Any public key is eligible. The SYMEXPORTCERTS and SYMEXPORTKEYS settings are ignored.
This option is the default setting.

BYLIST
Only public keys specified with the SYMEXPORTCERTS or SYMEXPORTKEYS option are eligible.
If neither option is set for this symmetric key, no public key is eligible (as if BYNONE were
specified).

BYNONE
No public key is eligible. The SYMEXPORTCERTS and SYMEXPORTKEYS settings are ignored.

SYMEXPORTCERTS([qualifier]/label-name ... | *)
Specifies a list of the labels of digital certificates that are eligible to be used to export the
symmetric keys controlled by this profile.

Each listed certificate must exist in the ICSF key store (the SAF key ring or PKCS #11 token
specified by an ICSF configuration setting). For information about the ICSF key store, see z/OS
Cryptographic Services ICSF Administrator's Guide.

Specify an asterisk (*) to indicate that any certificate in the ICSF key store is eligible to be used to
export the symmetric keys controlled by this profile. Specifying an asterisk (*) overrides any listed
labels.

Specify each certificate label using a certificate label string in the form of qualifier/label-name.
qualifier

Specifies an optional qualifier in the certificate label string when multiple certificates have the
same label. If specified, RACF translates the qualifier value to uppercase characters before
storing it in the profile. The meaning of the qualifier value depends on where the certificate
resides.

When the certificate resides
in a ... The qualifier value is ...

SAF key ring The RACF user ID of the certificate owner.
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When the certificate resides
in a ... The qualifier value is ...

PKCS #11 token The value of the CKA_ID attribute of the certificate. The
CKA_ID value consists of up to 64 hexadecimal characters.
Valid characters are 0 - 9 and A - F.

/label-name
Specifies the certificate label assigned when the certificate was created. You must specify the
forward slash character (/) followed by the certificate label.

If the certificate label contains blanks, or special characters that cause problems with TSO/E,
such as the comma, parenthesis, or comment delimiter (/*), the entire certificate label string
must be enclosed in single quotation marks.

Any leading or trailing blanks specified in label-name are removed from this value before
storing it in the profile.

Examples of certificate label strings:

DENICE/CertForDenice
'ROGERS/Cert for Rogers'
'/DLR cert'

SYMEXPORTKEYS(ICSF-key-label ... | *)
Specifies a list of the ICSF key labels of public keys that are eligible to be used to export the
symmetric keys controlled by this profile. Each listed public key must reside in the ICSF PKA key
data set (PKDS).

Specify an asterisk (*) to indicate that any public key in the ICSF PKDS is eligible to be used to
export the symmetric keys controlled by this profile. Specifying an asterisk (*) overrides any listed
labels.

ICSF-key-label
Specifies the ICSF key label for the public key. The label name cannot exceed 64 characters.
The first character must be an alphabetic character or a national character (# , @ , or $ ).
Subsequent characters can be a period character (.) or any alphanumeric or national
character.

SYMCPACFWRAP
Specifies whether the encrypted symmetric keys that are controlled by this profile are eligible to
be rewrapped by CP Assist for Cryptographic Function (CPACF). If you do not specify
SYMCPACFWRAP, the keys are ineligible.
YES

Specifies that the encrypted symmetric keys that are controlled by this profile are eligible to
be rewrapped by CPACF.

NO
Specifies that the encrypted symmetric keys that are controlled by this profile are ineligible to
be rewrapped by CPACF. This option is the default setting.

SYMCPACFRET
Specifies whether the encrypted symmetric keys that are controlled by this profile and are
rewrapped by CP Assist for Cryptographic Function (CPACF) are eligible to be returned to an
authorized caller.

If you specify the ICSF operand to create a new ICSF segment and omit the SYMCPACFRET option,
NO is the default setting.

YES
Specifies that the encrypted symmetric keys that are controlled by this profile and are
rewrapped by CP Assist for Cryptographic Function (CPACF) are eligible to be returned to an
authorized caller.
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NO
Specifies that the encrypted symmetric keys that are controlled by this profile and are
rewrapped by CP Assist For Cryptographic Function (CPACF) are ineligible to be returned to an
authorized caller.

ICTX
Specifies the ICTX configuration options that control the ICTX identity cache.

The ICTX identity cache uses an in-storage copy of the configuration options. Use SETROPTS RACLIST
processing for the LDAPBIND class to activate these options. (See the z/OS Security Server RACF
Security Administrator's Guide for more information about SETROPTS RACLIST processing.)

For details about the ICTX configuration options, see z/OS Integrated Security Services EIM Guide and
Reference.

The following operands are used only for the following profiles in the LDAPBIND class and are ignored
for other profiles:

• IRR.ICTX.DEFAULTS.sysid
• IRR.ICTX.DEFAULTS

USEMAP (YES | NO)
Specifies whether the ICTX identity cache stores a valid identity mapping to a z/OS user ID when
provided by the application. If you do not specify this, USEMAP(YES) is the default.
YES

When the application provides a valid mapping to a local z/OS user ID, the ICTX identity cache
stores it. (This is the default value.)

NO
Identity mappings provided by the application are not stored.

DOMAP (YES | NO)
Specifies whether the ICTX identity cache uses Enterprise Identity Mapping (EIM) services to find
a mapping to a z/OS user ID for an authenticated user, and then stores the mapping. If you do not
specify this, DOMAP(NO) is the default.
YES

When EIM finds a mapping to a z/OS user ID for an authenticated user, the ICTX identity cache
stores it.

NO
The ICTX identity cache will not use EIM to find an identity mapping. (This is the default
value.)

MAPREQUIRED(YES | NO)
Specifies whether the ICTX identity cache requires identity mapping to a z/OS user ID for an
authenticated user. If you do not specify this, MAPREQUIRED(NO) is the default.
YES

The ICTX identity cache fails the request when no valid mapping is provided by the application
or found using EIM.

NO
The ICTX identity cache does not fail the request when no valid mapping is provided by the
application or found using EIM.

MAPPINGTIMEOUT(1 - 3600)
Specifies how long (one second to one hour) the ICTX identity cache stores an identity mapping to
a z/OS user ID for an authenticated user. If you do not specify this, MAPPINGTIMEOUT(3600) is
the default.

Guideline: If you frequently modify your EIM mappings, consider a low MAPPINGTIMEOUT value.
A shorter timeout period causes the ICTX identity cache to invoke EIM more frequently. This
allows your cached mappings to be refreshed more frequently and improves their currency.
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KERB
Specifies z/OS Integrated Security Services Network Authentication Service information for a REALM
class profile.
CHECKADDRS

Specifies whether the Kerberos server validates addresses in tickets as part of ticket validation
processing.

This keyword is only applicable when defining the KERBDFLT REALM profile for the local realm.

YES
The server validates addresses in tickets.

NO
The server ignores addresses in tickets. This is the default value.

DEFTKTLFE(def-ticket-life)
Specifies the default ticket lifetime for the local z/OS Network Authentication Service in seconds.
The value of DEFTKTLFE is 1 - 2 147 483 647. Note that 0 is not a valid value.

This keyword is only applicable when defining the KERBDFLT REALM profile for the local realm.

If DEFTKTLFE is specified, MAXTKTLFE and MINTKTLFE must also be specified.

ENCRYPT
Specifies which keys can be used by the z/OS Network Authentication Service realm you are
defining.

ENCRYPT is the default value when you specify KERB. The default values for ENCRYPT are DES,
DES3, DESD, AES128, and AES256.

DES | NODES
Whether DES encrypted keys can be used.

DES3 | NODES3
Whether DES3 encrypted keys can be used.

DESD | NODESD
Whether DESD encrypted keys can be used.

AES128 | NOAES128
Whether AES128 encrypted keys can be used.

AES256 | NOAES256
Whether AES256 encrypted keys can be used.

When a realm's password changes, a key of each type is generated and stored in the principal's
user profile. The use of each key is based on the z/OS Network Authentication Service
configuration.

See z/OS Integrated Security Services Network Authentication Service Administration for
information about how z/OS Network Authentication Service uses keys and how to customize
environment variables related to keys.

KERBNAME(kerberos-realm-name)
Specifies the local realm name or a trust relationship for z/OS Network Authentication Service.
The maximum length of this field is 117 characters.

• When you specify the local realm name for the KERBDFLT realm, you must specify KERBNAME
using the unqualified form of the local realm name. For example:

RDEFINE REALM KERBDFLT KERB(KERBNAME(KRB2000.IBM.COM)

• When you specify a trust relationship, you must specify the fully qualified principal name using
the following form:

/.../kerberos_realm_name_1/krbtgt/kerberos_realm_name_2
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For more information about defining trust relationships, see z/OS Integrated Security Services
Network Authentication Service Administration.

Syntax rules for naming your local realm:

The local realm name that you define to RACF can consist of any character, except the / (X'61')
character. You can enter the name with or without single quotation marks, depending on the
following:

• If parentheses, commas, blanks, or semicolons are entered as part of the name, the character
string must be enclosed in single quotation marks.

• If a single quotation mark is intended to be part of the name and the entire character string is
enclosed in single quotation marks, you must use two single quotation marks together to
represent each single quotation mark within the string.

• If the first character of the name is a single quotation mark, you must enter the string within
single quotation marks, with two single quotation marks entered for the single quotation mark.

Regardless of the case in which it is entered, RACF translates the name of the local z/OS Network
Authentication Service realm to uppercase. However, RACF does not ensure that a valid kerberos-
realm-name has been specified.

Guidelines for naming your local realm:

• Avoid using EBCDIC variant characters to prevent problems with different code pages.
• Carefully consider the length of the local realm name. Its length limits the length of local

principal names because fully qualified local principal names use the following form and cannot
exceed 240 characters:

/.../kerberos_realm_name/principal_name

The length of the fully qualified local principal name is checked by RACF only when a local
kerberos-principal-name is added or altered. Therefore, plan ahead to ensure that the maximum
length of your principal names is sufficient and help you avoid renaming the local realm. If you
rename your local realm (using the RALTER command), the keys for existing principals become
unusable.

MAXTKTLFE(max-ticket-life)
Specifies the max-ticket-life for the local z/OS Network Authentication Service in seconds. The
value of MAXTKTLFE is 1 - 2 147 483 647. Note that 0 is not a valid value.

This keyword is only applicable when defining the KERBDFLT REALM profile for the local z/OS
Network Authentication Service realm.

If MAXTKTLFE is specified, DEFTKTLFE and MINTKTLFE must also be specified.

MINTKTLFE(min-ticket-life)
Specifies the min-ticket-life for the z/OS Network Authentication Service in seconds. The value of
MINTKTLFE is 1 - 2 147 483 647. Note that 0 is not a valid value.

This keyword is only applicable when defining the KERBDFLT REALM profile for the local Kerberos
realm.

If MINTKTLFE is specified, DEFTKTLFE and MAXTKTLFE must also be specified.

PASSWORD(kerberos-password)
Specifies the value of the kerberos-password. The maximum length of this value is 128 characters.
The PASSWORD keyword is applicable to all REALM class profile definitions. A password must be
associated with the definition of a trust relationship or else the definition is incomplete.

Guideline: Avoid using EBCDIC variant characters to prevent problems with different code pages.

The password that you define to RACF can consist of any character. You can enter a password with
or without single quotation marks, depending on the following:
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• If parentheses, commas, blanks, or semicolons are entered as part of the password, the
character string must be enclosed in single quotation marks.

• If a single quotation mark is intended to be part of the password and the entire character string
is enclosed in single quotation marks, you must use two single quotation marks together for
each single quotation mark within the string.

• If the first character of the password is a single quotation mark, you must enter the string within
single quotation marks, with two single quotation marks entered for the character.

Both uppercase and lowercase characters are accepted and maintained in the case in which they
are entered.

Note: This keyword is intended for administrators to be able to associate a kerberos-password
with the definition of a realm. It is not the same as a RACF user password and is not constrained
by the SETROPTS password rules or change interval values that might be established for RACF
user passwords. ICSF must be available prior to changing the password as the encryption keys for
the REALM class profile are generated using ICSF services.

LEVEL(nn)
Specifies a level indicator, where nn is an integer from 0 - 99. The default is 0.

Your installation assigns the meaning of the value. It is included on all records that log resource
accesses and is listed by the RLIST command.

MFA
Specifies that RACF create an MFA segment in the MFADEF class profile. The MFA segment is intended
to be updated only by IBM Multi-Factor Authentication for z/OS.

MFPOLICY
Specifies multi-factor authentication policy information for the MFADEF class profile being changed.
FACTORS(factor-name1 ...)

Specifies the list of factor names that are required in order to satisfy the authentication policy.
TOKENTIMEOUT(timeout-seconds)

Specifies the number of seconds for which out-of-band authentication with the policy is valid. That
is, after having authenticated out-of-band with the policy to IBM MFA, the user must logon to a
z/OS application within this number of seconds or the out-of-band authentication record will time
out. When an out-of-band authentication record times out, a user must authenticate out-of-band
again on IBM MFA in order to logon.

The value of timeout-seconds can be between 1 and 86,400 (the number of seconds in a day).

The default value is 300 (5 minutes).

REUSE(YES|NO)
Specifies whether this out-of-band authentication policy allows multiple z/OS logons using the
out-of-band token within the TOKENTIMEOUT setting. When REUSE(NO) is specified the user
must authenticate out-of-band with the policy prior to every z/OS logon.

REUSE(NO) is the default.

NOTIFY[(userid)]
Specifies the user ID of a user to be notified whenever RACF uses this profile to deny access to a
resource. If you specify NOTIFY without specifying a user ID, RACF takes your user ID as the default;
you are notified whenever the profile denies access to a resource.

A user who is to receive NOTIFY messages should log on frequently to take action in response to the
unauthorized access attempt described in each message. RACF sends NOTIFY messages to the
SYS1.BRODCAST data set. When the resource profile also includes WARNING, RACF might have
granted access to the resource to the user identified in the message.

When RACF denies access to a resource, it does not notify a user:

• When the resource is in the PROGRAM class
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• When the resource is in a class for which an application has built in-storage profiles using
RACROUTE REQUEST=LIST

Some applications, such as IMS and CICS, load all the profiles for a given class into storage. After
these profiles are in storage, the applications can do a fast authorization check using RACROUTE
REQUEST=FASTAUTH. One difference is that, in some cases, fast authorization checking does not
issue warning messages, notification messages, or support auditing. In cases where it does not,
return and reason codes are returned to the application to allow support of these functions. Return
and reason codes are returned to the application to allow support of these functions. The
application can examine the return and reason codes and use RACROUTE REQUEST=AUTH to create
the messages and audit records. If the application uses RACROUTE REQUEST=AUTH to support
auditing, the specified user is notified. Otherwise, notification, warning, and such does not occur.

For details on using RACF with IMS, visit IMS in IBM Knowledge Center (www.ibm.com/support/
knowledgecenter/SSEPH2).

For details on using RACF with CICS, visit CICS Transaction Server for z/OS (www.ibm.com/support/
knowledgecenter/SSGMGV/welcome.html).

• When the profile is used to disallow the creation or deletion of a data set

NOTIFY is used only for resource access checking, not for resource creation or deletion.

OWNER(userid or group-name)
Specifies a RACF-defined user or group to be assigned as the owner of the resource you are defining.
If you omit this operand, you are defined as the owner. The user specified as the owner does not
automatically have access to the resource. Use the PERMIT command to add the owner to the access
list as desired.

PROXY
Specifies information which the z/OS LDAP server will use when acting as a proxy on behalf of a
requester. The R_proxyserv (IRRSPY00) SAF callable service will attempt to retrieve this
information when it is not explicitly supplied with the invocation parameters. Applications or other
services which use the R_proxyserv callable service, such as IBM Policy Director Authorization
Services for z/OS and OS/390, may instruct their invokers to define PROXY segment information.
LDAPHOST(ldap_url)

Specifies the URL of the LDAP server which the z/OS LDAP server will contact when acting as a
proxy on behalf of a requester. An LDAP URL has a format such as ldap://123.45.6:389 or
ldaps://123.45.6:636, where ldaps indicates that an SSL connection is desired for a higher
level of security. LDAP will also allow you to specify the host name portion of the URL using either
the text form (BIGHOST.POK.IBM.COM) or the dotted decimal address (123.45.6). The port
number is appended to the host name, separated by a colon : (X'7A').

For more information about LDAP URLs and how to enable LDAP servers for SSL connections, see
z/OS IBM Tivoli Directory Server Administration and Use for z/OS.

The LDAP URL that you define to RACF can consist of 10 - 1023 characters. A valid URL must start
with either ldap:// or ldaps://. RACF will allow any characters to be entered for the remaining
portion of the URL, but you should ensure that the URL conforms to TCP/IP conventions. For
example, parentheses, commas, blanks, semicolons, and single quotation marks are not typically
allowed in a host name. The LDAP URL can be entered with or without single quotation marks,
however, in both cases, it will be translated to uppercase.

RACF does not ensure that a valid LDAP URL has been specified.

BINDDN(bind_distinguished_name)
Specifies the distinguished name (DN) which the z/OS LDAP server will use when acting as a proxy
on behalf of a requester. This DN will be used in conjunction with the BIND password, if the z/OS
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LDAP server needs to supply an administrator or user identity to BIND with another LDAP server. A
DN is made up of attribute value pairs, separated by commas. For example:

cn=Ben Gray,ou=editing,o=New York Times,c=US 
cn=Lucille White,ou=editing,o=New York Times,c=US 
cn=Tom Brown,ou=reporting,o=New York Times,c=US 

When you define a BIND DN to RACF, it can contain 1 - 1023 characters. The BIND DN can consist
of any characters and can be entered with or without single quotation marks. The following rules
apply:

• If parentheses, commas, blanks, or semicolons are to be entered as part of the BIND DN, the
character string must be enclosed in single quotation marks.

• If a single quotation mark is intended to be part of the BIND DN, use two single quotation marks
together for each single quotation mark within the string, and enclose the entire string within
single quotation marks.

Both uppercase and lowercase characters are accepted and maintained in the case in which they
are entered. For more information about LDAP distinguished names, see z/OS IBM Tivoli Directory
Server Administration and Use for z/OS.

If you issue the RDEFINE command as a RACF operator command and you specify the BIND DN in
lowercase, you must include the BIND DN within single quotations.

RACF does not ensure that a valid BIND DN has been specified.

BINDPW
Specifies the password which the z/OS LDAP server will use when acting as a proxy on behalf of a
requester.

When you define a BIND password to RACF, it can contain 1 - 128 characters. The BIND password
can consist of any characters (see exception that follows) and can be entered with or without
single quotation marks. The following rules apply:

• The BIND password cannot start with a left brace { character (X'8B').
• If parentheses, commas, blanks, or semicolons are to be entered as part of the BIND password,

the character string must be enclosed in single quotation marks.
• If a single quotation mark is intended to be part of the BIND password, use two single quotation

marks together for each single quotation mark within the string, and enclose the entire string
within single quotation marks.

Both uppercase and lowercase characters are accepted and maintained in the case in which they
are entered. For more information about LDAP passwords, see z/OS IBM Tivoli Directory Server
Administration and Use for z/OS.

If you issue the RDEFINE command as a RACF operator command and you specify the BIND
password in lowercase, you must include the BIND password within single quotations.

RACF does not ensure that a valid BIND password has been specified.

Attention:

• When the command is issued from ISPF, the TSO command buffer (including possible
BINDPW password data) is written to the ISPLOG data set. As a result, you should not
issue this command from ISPF or you must control the ISPLOG data set carefully.

• When the command is issued as a RACF operator command, the command and the
possible BINDPW password data is written to the system log. Therefore, use of RDEFINE
as a RACF operator command should either be controlled or you should issue the
command as a TSO command.

SECLABEL(seclabel-name)
Specifies the installation-defined security label for this profile.
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A security label corresponds to a particular security level (such as CONFIDENTIAL) with a set of zero
or more security categories (such as PAYROLL or PERSONNEL).

RACF stores the name of the security label you specify in the resource profile if you are authorized to
use that SECLABEL.

If you are not authorized to the SECLABEL or if the name you had specified is not defined as a
SECLABEL profile in the SECLABEL class, the resource profile is not created.

If SECLABEL is not specified, the created profile will not have a SECLABEL associated with the
resource, unless the SETROPTS MLACTIVE option is turned on. In this case, the user's current logon
SECLABEL will automatically be assigned to the profile.

SECLEVEL(seclevel-name)
Specifies the name of an installation-defined security level. The name corresponds to the number that
is the minimum security level that a user must have to access the resource. The seclevel-name must
be a member of the SECLEVEL profile in the SECDATA class.

When you specify SECLEVEL and the SECDATA class is active, RACF adds security level checking to its
other authorization checking. If global access checking grants access, RACF compares the security
level allowed in the user profile with the security level required in the resource profile. If the security
level in the user profile is less than the security level in the resource profile, RACF denies the access.
If the security level in the user profile is equal to or greater than the security level in the resource
profile, RACF continues with other authorization checking. The SECLEVEL operand is required for the
SECLABEL class.

Note: RACF does not perform security level checking for a started task that has the RACF privileged or
trusted attribute. The RACF privileged or trusted attribute can be assigned to a started task through
the RACF started procedures table or STARTED class. Also, RACF does not enforce security level
information specified on profiles in the PROGRAM class.

If the SECDATA class is not active, RACF stores the name you specify in the resource profile. When the
SECDATA class is activated and the name you specified is defined as a SECLEVEL profile, RACF can
perform security level access checking for the resource profile. If the name you specify is not defined
as a SECLEVEL profile, you are prompted to provide a valid SECLEVEL name.

SESSION
Is only valid for the APPCLU resource class. It specifies that when changing an APPCLU class profile,
the following suboperands add, change, or delete SESSION segment field values. The SESSION
segment is used to control the establishment of sessions between logical units under LU6.2.
CONVSEC

Specifies the level or levels of security checking performed when conversations are established
with the LU protected by this profile.

Guideline: Specify a CONVSEC option for each APPCLU profile.

ALREADYV
APPC/MVS RACF does not verify the user ID and password for any inbound allocate requests.
If you specify ALREADYV, you assume that user IDs and passwords have already been verified
by the partner LU. You must specify this only if the partner LU is trustworthy.

AVPV
The user ID/password is already verified and persistent verification is requested.

CONV
APPC/MVS issues a RACROUTE REQUEST=VERIFY to verify the user ID and password for all
inbound allocate requests.

NONE
All inbound allocate requests pass without RACF checking for a valid user ID. No RACROUTE
REQUEST=VERIFY is issued.

PERSISTV
Specifies persistent verification. 
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INTERVAL(n)
Sets the maximum number of days the session key is valid. The n value can be 1 - 32767. If the
key interval is longer than the installation maximum (set with SETROPTS SESSIONINTERVAL),
then the profile is created.

If the key interval is not specified and there is a SETROPTS SESSIONINTERVAL value, the profile is
created with that value. If there is no SETROPTS SESSIONINTERVAL value, there is no limit to the
number of days the session key is valid.

LOCK
Mark the profile as locked. This prevents all session establishment from succeeding.

SESSKEY(session-key)
Change the key for this profile. The session-key value can be expressed in two ways:

• X'y' where y is a hexadecimal number of 1 - 16 digits
• z or 'z' where z is a string of 1 - 8 characters

If the entire 16 digits or 8 characters are not used, the field is padded to the right with binary
zeros.

Note: Session keys are 64-bit Data Encryption Standard (DES) keys. With DES, 8 of the 64 bits are
reserved for use as parity bits, so those 8 bits are not part of the 56-bit key. In hexadecimal
notation, the DES parity bits are: X'0101 0101 0101 0101'. Any two 64-bit keys are equivalent
DES keys if their only difference is in one or more of these parity bits. For instance, the following
SESSKEY values, although appearing to be quite different, are equivalent because they differ only
in the last bit of each byte:

• BDF0KM4Q, which is X'C2C4 C6F0 D2D4 F4D8'
• CEG1LN5R, which is X'C3C5 C7F1 D3D5 F5D9'

SIGVER
Specifies the options for verifying the signatures of programs that are protected by this general
resource profile.

Rule: Specify SIGVER only for profiles in the PROGRAM class. Any options specified with the SIGVER
operand are ignored for profiles in a class other than the PROGRAM class.

Restriction: Digital signature verification is supported only for program objects that are stored as
members of a partitioned data set extended (PDSE) library. Digital signature verification is not
supported for programs that are stored as members of a partitioned data set (PDS) library.

Any options specified with the SIGVER operand are ignored for unsupported programs.

Note: Regardless of the SIGREQUIRED setting, specifying FAILLOAD(NEVER) and SIGAUDIT(NONE) is
equivalent to having no SIGVER segment.

For detailed information, see Program signing and verification in z/OS Security Server RACF Security
Administrator's Guide.

SIGREQUIRED
Specifies whether programs that are protected by this profile must be digitally signed.
YES

Specifies that programs must be digitally signed.

When you specify SIGREQUIRED(YES), the following conditions apply to any program that is
protected by this general resource profile:

• If the program has a digital signature:

– Signature verification processing occurs.
– The program continues to load according to the FAILLOAD setting.
– Logging occurs according to the SIGAUDIT setting.

• If the program has no digital signature:
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– Signature verification processing occurs, resulting in a signature verification failure.
– The program continues to load according to the FAILLOAD setting.
– Logging occurs according to the SIGAUDIT setting.

NO
Specifies that programs need not be digitally signed.

When you specify SIGREQUIRED(NO), the following conditions apply to any program that is
protected by this general resource profile:

• If the program has a digital signature:

– Signature verification processing occurs.
– The program continues to load according to the FAILLOAD setting.
– Logging occurs according to the SIGAUDIT options.

• If the program has no digital signature:

– No signature verification occurs.
– The program continues to load. The FAILLOAD setting is ignored.
– No logging occurs. The SIGAUDIT setting is ignored.

If SIGREQUIRED is not specified, SIGREQUIRED(NO) is the default value.

FAILLOAD
Specifies the conditions under which the program fails to load in the event that a signature
verification failure occurs.
ANYBAD

Specifies that the program fails to load when a signature verification failure occurs, regardless
of the cause. Such failures include those resulting from an incorrect signature, or an error
establishing the trust of the signer. This setting includes failures related to administrative
errors, such as a missing or incorrectly defined key ring.

The ANYBAD setting includes the failures covered by the BADSIGONLY setting, and also
includes errors establishing the trust of the signer.

BADSIGONLY
Specifies that the program fails to load only when the signature verification failure is caused by
an incorrect digital signature. Such failures include only those resulting from a signature that
fails verification or a signature structure that is missing or improperly formatted.

In contrast to ANYBAD, the BADSIGONLY setting does not cause a program to fail to load
when the program has a valid signature originating from an untrusted signer.

NEVER
Specifies that the program never fails to load when a signature verification failure is detected.

If FAILLOAD is not specified, FAILLOAD(NEVER) is the default value.

SIGAUDIT
Specifies which signature verification events are logged. Messages are issued to the console only
for signature verification failures that are logged.
ALL

Logs all signature verifications, whether successful or not.
SUCCESS

Logs only signature verification successes. In other words, the digital signature is valid and the
root CA certificate is trusted.

ANYBAD
Logs all signature verification failures, regardless of the cause of the failure. Such failures
include those resulting from an incorrect signature, or an error establishing the trust of the
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signer. This setting includes failures related to administrative errors, such as a missing or
incorrectly defined key ring.

The ANYBAD setting logs the failures covered by the BADSIGONLY setting, and also logs errors
encountered when establishing the trust of the signer.

BADSIGONLY
Logs only signature verification failures caused by an incorrect digital signature. Such failures
include only those resulting from a signature that fails verification or a signature structure that
is missing or improperly formatted.

In contrast to ANYBAD, the BADSIGONLY setting does not log a signature verification failure
when the program has a valid signature originating from an untrusted signer.

NONE
Logs no digital signature verification events.

If SIGAUDIT is not specified, SIGAUDIT(NONE) is the default value.

SINGLEDSN
Specifies that the tape volume can contain only one data set. SINGLEDSN is valid only for a TAPEVOL
profile. If the volume already contains more than one data set, RACF issues a message and ignores
the operand.

SSIGNON
Defines the application key or a secured signon key and indicates the method you want to use to
protect the key value within the RACF database on the host. When defining the profile, you can either
mask or encrypt the key. The key-value represents a 64-bit (8-byte) key that must be represented as
16 hexadecimal characters. The valid characters are 0 - 9 and A - F.

Restrictions:

• As with RACF passwords, the database unload facility does not unload application keys or the
secured signon keys.

• The RLIST command does not list the value of the application keys or a secured signon keys.
Therefore, when you define the keys, you should note the value and keep it in a secure place.

KEYMASKED(key-value)
Specifies that you want to mask the key value using the masking algorithm.

Rules:

• You can specify this operand only once for each application key.
• If you mask a key, you cannot encrypt it. These are mutually exclusive.

You can use the RLIST command to verify that the key is protected.

KEYENCRYPTED(key-value)
Specifies that you want to encrypt the key value.

Rules:

• You can specify this operand only once for each application key.
• If you encrypt a key, you cannot mask it. These are mutually exclusive.
• A cryptographic product must be installed and active on the system.

You can use the RLIST command to verify that the key is protected.

STDATA
Used to control security for started tasks. STDATA should only be specified for profiles in the STARTED
class.
USER

USER(userid)
Specifies the user ID to be associated with this entry.

RDEFINE

RACF commands for IBM MFA  205



RACF issues a warning message if the specified userid does not exist, or if the USER operand is
not specified, but data is placed into the STDATA segment. If the error is not corrected, RACF
uses the started procedures table to process START requests that would have used this
STARTED profile.

USER(=MEMBER)
Specifies that the procedure name should be used as the user ID. If =MEMBER is specified for
USER, a group-name value should be specified for the GROUP operand. If =MEMBER is
specified for both USER and GROUP, a warning message is issued and problems might result
when the profile is used. For information, see z/OS Security Server RACF System Programmer's
Guide.

GROUP

GROUP(group-name)
Specifies the group name to be associated with this entry.

RACF issues a warning message if the specified group-name does not exist. If userid and
group-name are specified, RACF verifies that the user is connected to the group. If GROUP is
specified incorrectly, the started task runs as an undefined user.

GROUP(=MEMBER)
Specifies that the procedure name should be used as the group name. If =MEMBER is specified
for GROUP, a userid value must be specified for the USER operand or RACF uses the started
procedures table to assign an identity for this started task. If =MEMBER is specified for both
USER and GROUP, a warning message is issued and problems might result when the profile is
used. For information, see z/OS Security Server RACF System Programmer's Guide.

If GROUP is not specified the started task runs with the default group of the specified user ID.

PRIVILEGED( YES | NO )
Specifies whether the started task should run with the RACF PRIVILEGED attribute. The
PRIVILEGED attribute allows the started task to pass most authorization checking. No installation
exits are called, no SMF records are generated, and no statistics are updated. (Note that bypassing
authorization checking includes bypassing the checks for security classification of users and data.)
For more information, see Associating started procedures and jobs with user IDs in z/OS Security
Server RACF System Programmer's Guide.

If PRIVILEGED(NO) is specified, the started tasks runs without the RACF PRIVILEGED attribute.

If PRIVILEGED is not specified PRIVILEGED(NO) is defaulted.

TRACE( YES | NO )
Specifies whether a message should be issued to the operator when this entry is used to assign an
ID to the started task.

If TRACE(YES) is specified, RACF issues an informational message to the operator to record the
use of this entry when it is used to assign an ID to a started task. This record can be useful in
finding started tasks that do not have a specific entry defined and in diagnosing problems with the
user IDs assigned for started tasks.

If TRACE(NO) is specified, RACF does not issue an informational message when this entry is used.

If TRACE is not specified, TRACE(NO) is defaulted.

TRUSTED( YES | NO )
Specifies whether the started task should run with the RACF TRUSTED attribute. The TRUSTED
attribute is similar to the PRIVILEGED attribute except that auditing can be requested using the
SETROPTS LOGOPTIONS command. For more information about the TRUSTED attribute, see
Associating started procedures and jobs with user IDs in z/OS Security Server RACF System
Programmer's Guide.

If TRUSTED(NO) is specified, the started tasks runs without the RACF TRUSTED attribute.

If TRUSTED is not specified, TRUSTED(NO) is defaulted.
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SVFMR
Defines profiles associated with a particular SystemView for MVS application.
SCRIPTNAME(script-name)

Specifies the name of the list of default logon scripts associated with this application. This
operand is optional. If this operand is omitted, no scripts are associated with the application.

The script-name is a 1 - 8 character alphanumeric name of a member of an MVS partitioned data
set (PDS). RACF accepts both uppercase and lowercase characters for script-name, but lowercase
characters are translated to uppercase.

The PDS member specified by the script-name contains a list of other PDS members that contain
the scripts associated with this application's profile. The PDS and members, including the member
that contains the list of other members, are created by the SystemView for MVS administrator.

PARMNAME(parm-name)
Specifies the name of the parameter list associated with this application. If this operand is
omitted, no parameters are associated with the application.

The parm-name is a 1 - 8 character alphanumeric name of a member of an MVS partitioned data
set (PDS). RACF accepts both uppercase and lowercase characters for parm-name, but lowercase
characters are translated to uppercase.

The PDS member specified by parm-name contains a list of other PDS members that contain the
parameters associated with this application's profile. The PDS and members, including the list of
other members, are created by System View for the MVS administrator.

TIMEZONE({E | W} hh[.mm])
Specifies the time zone in which a terminal resides. TIMEZONE is valid only for resources in the
TERMINAL class; RACF ignores it for all other resources.

Specify TIMEZONE only when the terminal is not in the same time zone as the processor on which
RACF is running and you are also specifying WHEN to limit access to the terminal to specific time
periods. In this situation, TIMEZONE provides the information RACF needs to calculate the time
values correctly. If you identify more than one terminal in the profile-name-1 operand, all the
terminals must be in the same time zone.

On TIMEZONE, you specify whether the terminal is east (E) or west (W) of the system and by how
many hours (hh) and, optionally, minutes (mm) that the terminal time zone is different from the
processor time zone. Valid hour values are 0 - 11, and valid minute values are 00 - 59.

For example, if the processor is in New York and the terminal is in Los Angeles, specify TIMEZONE(W
3). If the processor is in Houston and the terminal is in New York, specify TIMEZONE(E 1).

If you change the local time on the processor (to accommodate daylight saving time, for instance),
RACF adjusts its time calculations accordingly. However, if the processor time zone and the terminal
time zone do not change in the same way, you must adjust the terminal time zones yourself, as
described earlier for the WHEN(TIME) operand.

TME
Specifies that information for the Tivoli Security Management Application be added.

Note: The TME segment fields are intended to be updated only by the Tivoli Security Management
Application, which manages updates, permissions, and cross references. A security administrator
should only directly update Tivoli Security Management fields on an exception basis.

All TME suboperands, with the exception of those for ROLES, can be specified when changing a
resource profile in the ROLE class. Conversely, only the ROLES suboperands can be specified when
changing a resource profile in any other class.

CHILDREN(profile-name ...)
Specifies the complete list of roles that inherit attributes from this role. A role is a discrete general
resource profile defined in the ROLE class.
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GROUPS(group-name ...)
Specifies the complete list of groups that should be permitted to resources defined in this role
profile.

PARENT(profile-name)
Specifies the name of a role from which this role inherits attributes. A role is a discrete general
resource profile defined in the ROLE class.

RESOURCE(resource-access-specification ...)
Specifies the complete list of resources and associated access levels for groups defined in this
role profile.

One or more resource-access-specification values can be specified, each separated by blanks.
Each value should contain no imbedded blanks and should have the following format:

origin-role:class-name:profile-name:authority
  [:conditional-class:conditional-profile]

where origin-role is the name of the role profile from which the resource access is inherited. The
class-name value is an existing resource class name and profile-name is a resource profile defined
in that class. The authority is the access authority (NONE, EXECUTE, READ, UPDATE, CONTROL, or
ALTER) with which groups in the role definition should be permitted to the resource.

The conditional-class is a class name (APPCPORT, CONSOLE, JESINPUT, PROGRAM, TERMINAL,
or SYSID) for conditional access permission, and is followed by the conditional-profile value, a
resource profile defined in the conditional class.

ROLES(role-access-specification ...)
Specifies a list of roles and associated access levels related to this profile.

One or more role-access-specification values can be specified, each separated by blanks. Each
value should contain no imbedded blanks and should have the following format:

role-name:authority[:conditional-class:conditional-profile]

where role-name is a discrete general resource profile defined in the ROLE class. The authority is
the access authority (NONE, EXECUTE, READ, UPDATE, CONTROL, or ALTER) with which groups in
the role definition should be permitted to the resource.

The conditional-class is a class name (APPCPORT, CONSOLE, JESINPUT, PROGRAM, TERMINAL,
or SYSID) for conditional access permission, and is followed by the conditional-profile value, a
resource profile defined in the conditional class.

TVTOC
Specifies, for a TAPEVOL profile, that RACF is to create a TVTOC in the TAPEVOL profile when a user
creates the first output data set on the volume. The RDEFINE command creates a nonautomatic
TAPEVOL profile; RACF creates and maintains the TVTOC for data sets residing on tape.

Specifying TVTOC also affects the access list for the TAPEVOL profile:

1. When RACF processes the RDEFINE command with the TVTOC operand, it places the user ID of
the command issuer (perhaps the tape librarian) in the access list with ALTER authority.

2. When the first output data set is created on the volume, RACF adds the user ID associated with the
job or task to the access list with ALTER authority.

See z/OS Security Server RACF Security Administrator's Guide for further information.

The TVTOC operand is valid only for a discrete profile in the TAPEVOL class.

UACC(access-authority)
Specifies the universal access authority to be associated with this resource. The universal access
authorities are ALTER, CONTROL, UPDATE, READ, EXECUTE (for controlled programs only), and NONE.
If UACC is not specified, RACF uses the value in the ACEE or the class descriptor table. If UACC is
specified without access-authority, RACF uses the value in the current connect group. For tape
volumes and DASD volumes, RACF treats CONTROL authority as UPDATE authority. For all other
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resources listed in the class descriptor table and for applications, RACF treats CONTROL and UPDATE
authority as READ authority.

If the user ID accessing the general resource has the RESTRICTED attribute, RACF treats the access
authority as NONE.

WARNING
Specifies that even if access authority is insufficient, RACF is to issue a warning message and allow
access to the resource. RACF also records the access attempt in the SMF record if logging is specified
in the profile.

Restriction: RACF does not issue a warning message for a resource when the resource is:

• In the PROGRAM or NODES class
• In a class for which an application has built in-storage profiles using RACROUTE REQUEST=LIST.

When SETROPTS MLACTIVE(FAILURES) is in effect: A user or task can access a resource that is in
WARNING mode and has no security label even when MLACTIVE(FAILURES) is in effect and the class
requires security labels. The user or task receives a warning message and gains access.

Applications that use REQUEST=LIST: Some applications, such as IMS and CICS, load all the profiles
for a given class into storage. After these profiles are in storage, the applications can do a fast
authorization check using RACROUTE REQUEST=FASTAUTH. Fast authorization checking is different
from normal authorization checking in several ways. One difference is that, in some cases, fast
authorization checking does not issue warning messages, notification messages or support auditing.
In cases where it does not, return and reason codes are returned to the application to allow support of
these functions. The application can examine the return and reason codes and use RACROUTE
REQUEST=AUTH to create the messages and audit records. If the application uses RACROUTE
REQUEST=AUTH to support auditing or specifies LOG=ASIS on the RACROUTE REQUEST=FASTAUTH,
the specified user is notified. Otherwise, notification, warning, and so on does not occur.

For details on using RACF with IMS, visit IMS in IBM Knowledge Center (www.ibm.com/support/
knowledgecenter/SSEPH2).

For details on using RACF with CICS, visit CICS Transaction Server for z/OS (www.ibm.com/support/
knowledgecenter/SSGMGV/welcome.html).

WHEN
Specifies, for a resource in the TERMINAL class, the days of the week or the hours in the day when a
user can access the system from the terminal. The day-of-week and time restrictions apply only when
a user logs on to the system; that is, RACF does not force the user off the system if the end-time
occurs while the user is logged on.

If you omit the WHEN operand, a user can access the system from the terminal at any time. If you
specify the WHEN operand, you can restrict the use of the terminal to certain days of the week or to a
certain time period on each day. Or, you can restrict access to both certain days of the week and to a
certain time period within each day.

DAYS(day-info)
Specifies days of the week when the terminal can be used. The day-info value can be any one of
the following: 
ANYDAY

RACF allows use of the terminal on any day. If you omit DAYS, ANYDAY is the default.
WEEKDAYS

RACF allows use of the terminal only on weekdays (Monday through Friday).
day ...

RACF allows use of the terminal only on the days specified, where day can be MONDAY,
TUESDAY, WEDNESDAY, THURSDAY, FRIDAY, SATURDAY, or SUNDAY. You can specify the days
in any order.
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TIME(time-info)
Specifies the time period each day when the terminal can be used. The time-info value can be any
one of the following: 
ANYTIME

RACF allows use of the terminal at any time. If you omit TIME, ANYTIME is the default.
start-time:end-time

RACF allows use of the terminal only during the specified time period. The format of both
start-time and end-time is hhmm, where hh is the hour in 24-hour notation (00 - 24) and mm is
the minutes (00 - 59) within the range 0001 - 2400. Note that 2400 indicates 12:00 a.m.
(midnight).

If start-time is greater than end-time, the interval spans midnight and extends into the
following day.

Specifying start-time and end-time is straightforward when the processor on which RACF is
running and the terminal are in the same time zone; you specify the time values in local time.

However, if the terminal is in a different time zone from the processor and you want to restrict
access to certain time periods, you have two choices. You can specify the TIMEZONE operand
to allow RACF to calculate the time and day values correctly. Otherwise, you can adjust the
time values yourself, by translating the start-time and end-time for the terminal to the
equivalent local time for the processor.

For example, assume that the processor is in New York and the terminal is in Los Angeles, and
you want to allow access to the terminal from 8:00 A.M. to 5:00 P.M. in Los Angeles. In this
situation, you would specify TIME(1100:2000). If the processor is in Houston and the
terminal is in New York, you would specify TIME(0900:1800).

If you omit DAYS and specify TIME, the time restriction applies to all seven days of the week. If you
specify both DAYS and TIME, RACF allows use of the terminal only during the specified time period
and only on the specified days.

Examples

Example Activity label Description

1 Operation User TBK20 wants to define resource GIMS600 in class GIMS which is a
resource group class. He also wants to define TIMS200, TIMS111,
TIMS300, and TIMS333 as members of the resource group (GIMS600).

Known User TBK20 has the CLAUTH attribute for the GIMS and TIMS classes.
GIMS is a resource group class, and TIMS is its associated resource
member class. TIMS200 and TIMS111 are members of another resource
group. The user has ALTER authority to the other resource group. User
TBK20 wants to issue the command as a RACF TSO command.

Command RDEFINE GIMS GIMS600 ADDMEM(TIMS200 TIMS111 TIMS300
TIMS333)

Defaults OWNER (TBK20) LEVEL(0) AUDIT(FAILURES(READ)) UACC(NONE)
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Example Activity label Description

2 Operation User ADM1 wants to define a generic profile for all resources starting with a
T belonging to the TIMS class, and to require that users must reenter their
passwords whenever they enter any IMS transaction starting with a T.

Known User ADM1 has the SPECIAL attribute. User ADM1 wants to issue the
command as a RACF TSO command.

Command RDEFINE TIMS T* APPL('REVERIFY')

Defaults UACC(NONE) OWNER(ADM1) LEVEL(0) AUDIT(FAILURES(READ))

3 Operation User ADM1 wants to define AMASPZAP as a controlled program with
program-accessed data set checking.

Known User ADM1 has the SPECIAL attribute. AMASPZAP resides in SYS1.LINKLIB
on the SYSRES volume. RACF program control is active. User ADM1 wants
to issue the command as a RACF TSO command.

Command RDEFINE PROGRAM AMASPZAP ADDMEM('SYS1.LINKLIB'/SYSRES/
PADCHK)

Defaults UACC(NONE) OWNER(ADM1) LEVEL(0) AUDIT(FAILURES(READ))

4 Operation User ADM1 wants to define all load modules that start with IKF as
controlled programs that do not require program-accessed data set
checking.

Known User ADM1 has the SPECIAL attribute. All load modules whose names
begin with IKF reside in SYS1.COBLIB on the SYSRES volume. User ADM1
wants to issue the command as a RACF operator command, and the RACF
subsystem prefix is @.

Command @RDEFINE PROGRAM IKF* ADDMEM('SYS1.COBLIB'/SYSRES/
NOPADCHK)

Defaults UACC(NONE) OWNER(ADM1) LEVEL(0) AUDIT(FAILURES(READ))

5 Operation User JPQ12 wants to define a tape volume labeled DP0123 and allow it to
hold a TVTOC. The tape volume is assigned a UACC of NONE.

Known User JPQ12 has the SPECIAL attribute. User JPQ12 wants to issue the
command as a RACF TSO command.

Command RDEFINE TAPEVOL DP0123 TVTOC UACC(NONE)

Defaults OWNER (JPQ12) LEVEL(0) AUDIT(FAILURES(READ))

6 Operation User ADM1 wants to prepare the TCICSTRN class to be used for RACGLIST
processing.

Known User ADM1 has the SPECIAL attribute User ADM1 wants to issue the
command as a RACF TSO command.

Command RDEFINE RACGLIST TCICSTRN UACC(NONE)

Defaults OWNER(ADM1) LEVEL(0) AUDIT(FAILURES(READ))
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Example Activity label Description

7 Operation The security administrator wants to define a profile for TSO in the
PTKTDATA class. The security administrator wants to direct the command
to run under the authority of user OJC11 at node NYTSO.

Known ELVIS1 is the user ID of the security administrator.

OJC11 has the SPECIAL attribute on node NYTSO.

The profile name is TSOR001.

The key-value is e001193519561977 and is to be masked. The security
administrator wants to issue the command as a RACF TSO command.

The security administrator and OJC11 at NYTSO have an already
established user ID association.

Command RDEFINE PTKTDATA TSOR001
SSIGNON(KEYMASKED(e001193519561977)) AT(NYTSO.OJC11)

Defaults UACC(NONE)

8 Operation The security administrator wants to create an entry in the dynamic started
procedures table for the OMVS started procedure by defining a generic
profile in the STARTED class.

Known The administrator wants to use the procedure name as the user ID. The
group name is STCGRP.

SETROPTS GENERIC(STARTED) has been issued to allow generic profiles to
be created in this class. The security administrator wants to issue the
command as a RACF TSO command.

Command RDEFINE STARTED OMVS.* STDATA(USER(=MEMBER)
GROUP(STCGRP))

Defaults PRIVILEGED(NO) TRACE(NO) TRUSTED(NO) UACC(NONE)

9 Operation User ADM1 wants to define the following:

• A SystemView for the MVS application named APPL1.HOST1.USER1
• TSOR220 application data
• A list of scripts named APPL1SC for the application
• A list of parameters named APPL1P for the application

Known User ADM1 has CLAUTH authority for the SYSMVIEW class.

Command
RDEFINE SYSMVIEW APPL1.HOST1.USER1 APPLDATA('TSOR220')
   SVFMR(SCRIPTNAME(APPL1SC) PARMNAME(APPL1P))

Defaults UACC(NONE)

10 Operation Local realm KRB2000.IBM.COM is being defined with a minimum ticket
lifetime of 5 minutes, a default ticket lifetime of 10 hours, a maximum
ticket lifetime of 24 hours, and a password of 744275. All of the ticket
lifetime values are specified in seconds.

Known The administrator has access to the KERBDFLT profile in the REALM class.

Command RDEFINE REALM KERBDFLT KERB(KERBNAME(KRB2000.IBM.COM)
   MINTKTLFE(300) DEFTKTLFE(36000) 
   MAXTKTLFE(86400) PASSWORD(744275))

Defaults CHECKADDRS(NO) ENCRYPT(DES DES3 DESD AES128 AES256)
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Example Activity label Description

11 Operation A trust relationship is being defined between the
kerb390.endicott.ibm.com realm and the realm at
ker2000.endicott.ibm.com.

Known The administrator has access to the /.../
KERB390.ENDICOTT.IBM.COM/KERBTGT/
KER2000.ENDICOTT.IBM.COM profile in the REALM class.

Command RDEFINE REALM /.../KERB390.ENDICOTT.IBM.COM/KRBTGT/
KER2000.ENDICOTT.IBM.COM KERB(PASSWORD(12345678))

Defaults CHECKADDRS(NO) ENCRYPT(DES DES3 DESD AES128 AES256)

12 Operation The administrator wants to create a profile (TSOIM13) in the PTKTDATA
class with replay protection bypassed.

Known The administrator has the SPECIAL attribute.

Command
RDEFINE PTKTDATA TSOIM13 APPLDATA('NO REPLAY PROTECTION')

Defaults None.

13 Operation The administrator is defining the system wide defaults for Enterprise
Identity Mapping (EIM) applications. One of the applications uses the
default name given to RACF.

Known The EIM domain's distinguished name is ibm-eimDomainName=Pok EIM
Domain,o=IBM,c=US. The domain resides in LDAP at http://
some.big.host/. The bind distinguished name has authority to retrieve
lookup information. The name given to the local RACF registry is RACFSYS2.

Command RDEFINE FACILITY IRR.PROXY.DEFAULTS EIM(
  DOMAINDN('ibm-eimDomainName=Pok EIM Domain,o=IBM,c=US')
  OPTIONS(ENABLE)
  LOCALREGISTRY(RACFSYS2))

Defaults None.

14 Operation The administrator wants to define the SAFDFLT profile in the REALM class
using the APPLDATA field to define the RACF realm name.

Known The administrator has the SPECIAL attribute. The realm name
racf.winmvs2c is selected by the security administrator to give a name to
the set of user ids and other user information held in the security manager
database. If Kerberos is in use in the installation, the Kerberos realm name
would be expected to be different than the SAFDFLT realm name.

Command
RDEFINE REALM SAFDFLT APPLDATA('racf.winmvs2c')

Defaults None.
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Example Activity label Description

15 Operation The security administrator with user ID ADMIN1 wants to add a new class
to the class descriptor table (CDT) named TSTCLAS8.

Known The administrator has the SPECIAL attribute.

Command
RDEFINE CDT TSTCLAS8 UACC(NONE) 
    CDTINFO(DEFAULTUACC(NONE) FIRST(ALPHA) MAXLENGTH(42) 
    OTHER(ALPHA,NUMERIC,SPECIAL) POSIT(303) RACLIST(REQUIRED)
    SECLABELSREQUIRED(YES))

Note The dynamic CDT must be built or refreshed to make this change effective.
Use the SETROPTS RACLIST(CDT) or the SETROPTS RACLIST(CDT)
REFRESH command.

Defaults
AUDIT(FAILURES(READ)) OWNER(ADMIN1) LEVEL(0) CDTINFO(CASE(UPPER)
DEFAULTRC(4) GENLIST(DISALLOWED) KEYQUALIFIERS(0) 
MACPROCESSING(NORMAL)OPERATIONS(NO) PROFILESALLOWED(YES) SIGNAL(NO))

16 Operation The security administrator Rui wants to specify that the identity cache
should never store a mapping to a local z/OS user ID when it is provided by
an application. The identity cache must always use EIM to find a mapping
and it must always reject a store request if it cannot find a mapping.

Known At Rui's installation, identity mappings in EIM are not changed frequently so
the default MAPPINGTIMEOUT value of 3600 seconds (one hour) is
acceptable.

Command RDEFINE LDAPBIND IRR.ICTX.DEFAULTS 
    ICTX(USEMAP(NO) DOMAP(YES) MAPREQUIRED(YES))

Defaults MAPPINGTIMEOUT defaults to 3600 seconds.

17 Operation Rui wants to protect a Db2 table owned by ZHAOHUI by defining a general
resource called DSN.ZHAOHUI.TABLE.ALTER in the MDSNTB class.

Known Rui's user ID ADMRUI has the SPECIAL attribute. The installation uses the
Db2 RACF access control module (ACM) and the ACM is configured for
multiple-subsystem scope.

Command RDEFINE MDSNTB DSN.ZHAOHUI.TABLE.ALTER UACC(NONE)

Defaults OWNER(ADMRUI) LEVEL(0) AUDIT(FAILURES(READ))

18 Operation User SECADM wants to define a custom field to store employee home
addresses in the CSDATA segment of her user profiles. The custom field will
be named ADDRESS. It will be a character field and will contain a quoted
string.

Known The user has the SPECIAL attribute. The new custom field is not effective
until the system programmer rebuilds the dynamic parse table using the
IRRDPI00 UPDATE command.

Command RDEFINE CFIELD USER.CSDATA.ADDRESS UACC(NONE) 
    CFDEF(TYPE(CHAR) 
    MAXLENGTH(100) 
    FIRST(ANY) 
    OTHER(ANY) 
    HELP('EMPLOYEE''S HOME ADDRESS. SPECIFY UP TO 100 CHARACTERS.') 
    MIXED(YES) 
    LISTHEAD('HOME ADDRESS ='))

Defaults AUDIT(FAILURES(READ)) OWNER(SECADM) LEVEL(0)
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Example Activity label Description

19 Operation User SECADM wants to control the XYZLIB64 program and specify that it
must be digitally signed before it can be loaded, that the program should
fail to load if its digital signature cannot be verified for any reason, and that
logging of signature verification events should occur for only failures. The
XYZLIB64 program does not require program-accessed data set checking.

Known The user has the SPECIAL attribute. The XYZLIB64 program is a program
object that resides in a partitioned data set extended (PDSE) library named
SYS1.XYZ.LOADDLL.

Command
RDEFINE PROGRAM XYZLIB64 UACC(READ)
    ADDMEM('SYS1.XYZ.LOADDLL'//NOPADCHK) 
    SIGVER(SIGREQUIRED(YES) FAILLOAD(ANYBAD) SIGAUDIT(ANYBAD))

Defaults AUDIT(FAILURES(READ)) OWNER(SECADM) LEVEL(0)

RLIST (List general resource profile)

Purpose

Use the RLIST command to display information on resources belonging to classes specified in the class
descriptor table. Note that the DATASET, USER, and GROUP classes are not defined in the class descriptor
table.

Note: The RLIST command might provide unpredictable results when searching on the DIGTCERT and
DIGTRING classes. Due to the lowercase characters in these classes, the profile filter on the RLIST
command might not function correctly.

RACF uses the class descriptor table to determine if a class is defined to RACF, the syntax of resource
names within the class, and whether the class is a resource grouping class.

Profiles are listed in alphabetical order. Generic profiles are listed in the same order as they are searched
for a resource match. (This also applies to the names in the global access table.)

RACF date handling: RACF interprets dates with 2-digit years as follows. (The yy value represents the 2-
digit year.)

• If 70 <  yy <= 99, the date is interpreted as 19yy.
• If 00 <= yy <= 70, the date is interpreted as 20yy.

Issuing options

The following table identifies the eligible options for issuing the RLIST command:

As a RACF TSO
command?

As a RACF
operator
command?

With command
direction?

With automatic
command
direction?

From the RACF
parameter library?

Yes Yes Yes No Yes

You must be logged on to the console to issue this command as a RACF operator command.

Details listed

This command lists the information in an existing profile for the resource or resource group.

Details that are listed for each profile:

• The resource class.
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• The name of the resource.
• One of the following indicators, if applicable, displayed after the resource name:

– (G) indicates a generic profile.
– (UNUSABLE) indicates a discrete profile with a profile name containing generic characters that is

defined in a general resource class for which SETROPTS GENERIC or GENCMD is enabled. RACF is
unable to use this profile for authorization checking. Tip: Use the RDELETE command with the
NOGENERIC option to delete this profile.

• The cross-reference class name (that is, the member class name for resource groups or the group name
for non-group resources).

• If the resource named in the command (in the resource-name operand) is a resource group, RACF lists
member resources.

• The level of the resource.
• The owner of the resource.
• The type of access attempts (as specified by the AUDIT operand on the RDEFINE or RALTER command)

that are being logged on the SMF data set.
• The user, if any, to be notified when RACF uses this profile to deny access to the resource.
• The universal access authority for the resource.
• Your highest level of access authority to the resource.
• The installation-defined data (information specified in the DATA operand of the RALTER or RDEFINE

commands).

If your z/OS installation is configured to be a multilevel-secure environment, this information is not
listed in your output. * SUPPRESSED * appears under the installation data field. Only those with
SPECIAL are allowed to list the field.

• The APPLDATA value, if any.

If your z/OS installation is configured to be a multilevel-secure environment, this information is not
listed in your output. * SUPPRESSED * appears under the installation data field. Only those with
SPECIAL are allowed to list the field.

• The domain distinguished name, options and local registry for the EIM segment.
• The type of access attempts (as specified by the GLOBALAUDIT operand on the RALTER command) that

RACF logs.
• The status of the WARNING/NOWARNING indicator.
• For resources in the TAPEVOL class:

– The volumes in a tape volume set,
– Whether the TAPEVOL profile is automatic or nonautomatic,
– Whether the volume can hold more than one data set, or
– Whether the volume contains a TVTOC.

Additional details:

You can request the following details by using the appropriate RLIST operands:

• The security label, the security level and categories.

For additional information, see the AUTHUSER operand.
• For member resources, RACF lists the names of all resource group members in which the entity is a

member.

For additional information, see the RESGROUP operand.
• The number of times the resource was accessed by all users for each of the following access authorities.
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– ALTER, CONTROL, UPDATE, READ

For additional information, see the STATISTICS operand. This detail is only meaningful when your
installation is gathering resource statistics and the class is not RACLISTed. For a generic profile, RACF
replaces any statistics line with NOT APPLICABLE FOR GENERIC PROFILE.

• Historical data, such as:

– Date the resource was defined to RACF,
– Date the resource was last referenced (this detail is only meaningful when your installation is

gathering resource statistics and the class is not RACLISTed; for a generic profile, RACF replaces any
statistics line with NOT APPLICABLE FOR GENERIC PROFILE), or

– Date the resource was last accessed at the update level.

For additional information, see the HISTORY operand.
• The standard access list which displays:

– All users and groups authorized to access the resource,
– The level of authority for each user and group, or
– The number of times each user has accessed the resource. (This detail is only meaningful when your

installation is gathering resource statistics. This detail is not included in the output for generic
profiles.)

For additional information, see the AUTHUSER operand.
• The conditional access list which displays the same fields as the standard access list, as well as the

following additional fields:

– The class of the resource, or
– The entity name of the resource.

For additional information, see the AUTHUSER operand.
• For a tape volume that contains RACF-protected data sets, the following information about each RACF-

protected data set on the volume:

– The name used to create the data set,
– The internal RACF name for the data set,
– The volumes on which the data set resides,
– The file sequence number for the data set,
– The date when the data set was created, or
– Whether the data set profile is discrete or generic.

For additional information, see the TVTOC operand.
• The contents of segments other than the base segment.

(See the segment operands for details about the listed information.)

Authorization required

When issuing this command as a RACF operator command, you might require sufficient authority to the
proper resource in the OPERCMDS class. For details about OPERCMDS resources, see Controlling the use
of operator commands in z/OS Security Server RACF Security Administrator's Guide.

You must have a sufficient level of authority for each resource or resource group listed as the result of
your request so that one of the following conditions is met:

• You have the SPECIAL attribute.
• The resource profile is within the scope of a group in which you have the group-SPECIAL attribute.
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• You have the OPERATIONS attribute.
• The resource profile is within the scope of a group in which you have the group-OPERATIONS attribute.
• You have the AUDITOR or ROAUDIT attribute.
• The resource profile is within the scope of a group in which you have the group-AUDITOR attribute.
• You are the owner of the resource.
• If the profile is in the FILE or DIRECTRY class, the second qualifier of the profile name is your user ID.
• To list the contents of segments other than the base segment, such as the DLFDATA segment, you must

have the SPECIAL, AUDITOR, or ROAUDIT attribute, or your installation must permit you to do so
through field-level access checking.

• You are on the access list for the resource and you have at least READ authority. (If your level of
authority is NONE, the resource is not listed.) If you specify ALL, RACF lists only information pertinent to
your user ID.

• Your current connect group (or, if list-of-groups checking is active, any group to which you are
connected) is in the access list and has at least READ authority.

• The universal access authority of the resource is at least READ.
• You have at least read access for the profile name from the GLOBAL ENTRY TABLE (if this table contains

an entry for the profile).

Inactive SECLABEL profiles and profiles that contain inactive security labels may not be listed if
SETROPTS SECLBYSYSTEM is active because only users with SPECIAL, AUDITOR, or ROAUDIT authority
are allowed to view inactive security labels.

You see the type of access attempts, as specified by the GLOBALAUDIT operand, only if you have the
AUDITOR attribute, or ROAUDIT attribute, or if the resource profile is within the scope of a group in which
you have the group-AUDITOR attribute.

To specify the AT keyword, you must have READ authority to the DIRECT.node resource in the RRSFDATA
class and a user ID association must be established between the specified node.userid pair(s).

To specify the ONLYAT keyword you must have the SPECIAL attribute, the userid specified on the ONLYAT
keyword must have the SPECIAL attribute, and a user ID association must be established between the
specified node.userid pair(s) if the user IDs are not identical.

Listing resource access lists: When you are requesting to see the access list for a resource with the
AUTHUSER operand, your level of authority is checked for each resource. Your level of authority must be
such that one of the following conditions is met:

• You have the SPECIAL attribute.
• The resource profile is within the scope of a group in which you have the group-SPECIAL attribute.
• You have the OPERATIONS attribute.
• The resource profile is within the scope of a group in which you have the group-OPERATIONS attribute.
• You are the owner of the resource.
• You have the AUDITOR or ROAUDIT attribute.
• The resource profile is within the scope of a group in which you have the group-AUDITOR attribute.
• You have alter access for the profile name from the GLOBAL ENTRY TABLE (if this table contains an

entry for the profile).
• If the profile is in the FILE or DIRECTRY class, the second qualifier of the profile name is your user ID.
• For a discrete profile, you are on the access list for the resource and you have ALTER authority. (If you

have any other level of authority, you cannot use the operand.)
• For a discrete profile, your current connect group (or, if list-of-groups checking is active, any group to

which you are connected) is in the access list and has ALTER authority.
• For a discrete profile, the universal access authority of the resource is ALTER.
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Syntax

[subsystem-prefix]{RLIST | RL}

class-name

{(profile-name ...) | *}

[ ALL ]

[ AT([node].userid ...) | ONLYAT([node].userid ...) ]

[ AUTHUSER ]

[ CDTINFO ]

[ CFDEF ]

[ CSDATA ]

[ DLFDATA ]

[ EIM ]

[ {GENERIC | NOGENERIC} ]

[ HISTORY ]

[ ICSF ]

[ ICTX ]

[ KERB ]

[ MFA ]

[ MFPOLICY ]

[ NORACF ]

[ NOYOURACC ]

[ PROXY ]

[ RESGROUP ]

[ SESSION ]

[ SIGVER ]
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[ SSIGNON ]

[ STATISTICS ]

[ STDATA ]

[ SVFMR ]

[ TME ]

[ TVTOC ]

Parameters
subsystem-prefix

Specifies that the RACF subsystem is the processing environment of the command. The subsystem
prefix can be either the installation-defined prefix for RACF (1 - 8 characters) or, if no prefix has been
defined, the RACF subsystem name followed by a blank. If the command prefix was registered with
CPF, you can use the MVS command D OPDATA to display it or you can contact your RACF security
administrator.

Only specify the subsystem prefix when issuing this command as a RACF operator command. The
subsystem prefix is required when issuing RACF operator commands.

class-name
Specifies the name of the class to which the resource belongs. Valid class names are those specified
in the class descriptor table.

This operand is required and must be the first operand following RLIST.

This command is not intended to be used for profiles in the following classes:

• DCEUUIDS
• DIGTCERT
• DIGTNMAP
• DIGTRING
• IDIDMAP
• NDSLINK
• NOTELINK
• ROLE
• UNIXMAP

(profile-name ...) | *
(profile-name ...)

Specifies the name of an existing discrete or generic profile about which information is to be
displayed. The RLIST command can be used to display which profile will be used for a specific
resource.

The variable profile-name or an asterisk (*) is required and must be the second operand following
RLIST.

If you specify more than one value for profile-name, the list of names must be enclosed in
parentheses.
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Mixed-case profile names are accepted and preserved when class-name refers to a class defined
in the static class descriptor table with CASE=ASIS or in the dynamic class descriptor table with
CASE(ASIS).

If the resource specified is a tape volume serial number that is a member of a tape volume set,
information on all the volumes in the set are displayed.

RACF processes each resource you specify independently. If an error occurs while processing a
resource, RACF issues a message and continues processing with the next resource.

*
Specifies that you want to display information for all resources defined to the specified class for
which you have the proper authority.

On a system with many profiles defined, the use of * may result in a large amount of output that
may not be useful to a user issuing the command. It may be more appropriate for the user to
browse the output of IRRDBU00 (database unload) or to write a program to process the
IRRDBU00 output and produce a report showing only the subset of information that is of interest
to the user. The processing of output of RLIST by programs is not supported nor recommended by
IBM. If you want a listing of all the profiles for use by a program you should instead have the
program process the output from IRRDBU00, RACROUTE REQUEST=EXTRACT, or ICHEINTY.

An asterisk (*) or profile-name is required and must be the second operand following RLIST.

RACF processes each resource independently and displays information only for those resources
for which you have sufficient authority.

If you have the AUDITOR attribute, the ROAUDIT attribute, or if the resource profile is within the
scope of a group in which you have the group-AUDITOR attribute, RACF displays GLOBALAUDIT
information for all resources in the class.

ALL
Specifies that you want all information for the BASE segment of each resource displayed.

The access list is included only if you have sufficient authority to use the AUTHUSER operand. (See
“Authorization required” on page 217.) The type of access attempts (as specified by the
GLOBALAUDIT operand) that are being logged on the SMF data set is included only if you have the
AUDITOR attribute, the ROAUDIT attribute, or the resource profile is within the scope of a group in
which you have the group-AUDITOR attribute.

AT | ONLYAT
The AT and ONLYAT keywords are only valid when the command is issued as a RACF TSO command.
AT([node].userid ...)

Specifies that the command is to be directed to the node specified by node, where it runs under
the authority of the user specified by userid in the RACF subsystem address space.

If node is not specified, the command is directed to the local node.

ONLYAT([node].userid ...)
RLIST is not eligible for automatic command direction. If you specify the ONLYAT keyword, the
effect is the same as if you specified the AT keyword.

AUTHUSER
Specifies that you want the following information included in the output:

• The user categories authorized to access the resource
• The security level required to access the resource
• The security label required to access the resource
• The standard access list. This includes the following:

– All users and groups authorized to access the resource
– The level of authority for each user and group
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– The number of times the user has accessed the resource (This detail is only meaningful when
your installation is gathering resource statistics and is not included in the output for generic
profiles.)

• The conditional access list. This list consists of the same fields as in the standard access list, as well
as the following fields:

– The class of the resource through which each user and group in the list can access the target
resource of the command. For example, if a user can access the target resource through terminal
TERM01, then TERMINAL would be the class listed.

– The entity name of the resource through which each user and group in the list can access the
target resource of the command. In the preceding example, TERM01 would be listed.

You must have sufficient authorization to use the AUTHUSER operand. (See “Authorization required”
on page 217.)

CDTINFO
Specifies that CDTINFO segment information should be listed for profiles in the CDT class.

CFDEF
Specifies that CFDEF segment information should be listed for profiles in the CFIELD class. Use this
operand to display the custom field names and attributes, such as data type, that your installation has
defined.

Contact your security administrator to see how custom fields are used at your installation. For more
information about custom fields, see z/OS Security Server RACF Security Administrator's Guide.

CSDATA
Specifies that you want to list custom field information for this general resource profile. The custom
field information in the CSDATA segment for this general resource profile was added using the
RDEFINE and RALTER commands.

If you specify CSDATA you must also specify a profile name or *.

Usage for each custom field is defined using the CFDEF operand of the RDEFINE command for
resource profiles in the CFIELD class. Contact your security administrator to see how custom fields
are used at your installation. For more information about custom fields, see z/OS Security Server RACF
Security Administrator's Guide.

DLFDATA
Lists the contents of the DLFDATA segment for profiles in the DLFCLASS class.

EIM
Specifies that EIM segment information should be listed.

GENERIC | NOGENERIC

GENERIC
Specifies that you want RACF to display information for the generic profile that most closely
matches a resource name. If you specify GENERIC, RACF ignores a discrete profile that protects
the resource. If asterisk (*) is specified instead of the profile name, all generic profiles are listed.

NOGENERIC
Specifies that you want RACF to display information for the discrete profile that protects a
resource. If asterisk (*) is specified instead of the profile name, all discrete profiles are listed.

If neither GENERIC nor NOGENERIC is specified, RACF lists information for the discrete resource
name that matches the resource name you specify. If there is no matching discrete profile, RACF lists
the generic profile that most closely matches the resource name. If asterisk (*) is specified instead of
the profile name, all discrete and generic profiles are listed.

The following list shows examples of using the GENERIC and NOGENERIC operands:
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• If you enter the following command, RACF lists all discrete and generic profiles in the DASDVOL
class.

RLIST DASDVOL *

• If you enter the following command, RACF lists information for all the generic profiles in the
DASDVOL class.

RLIST DASDVOL * GENERIC

• If you enter the following command, RACF lists all discrete profiles in the JESSPOOL class.

RLIST JESSPOOL * NOGENERIC

• If you enter the following command, RACF displays the best-fit generic profile that protects the
resource ABC.DEF. RACF ignores discrete profile ABC.DEF if it exists.

RLIST APPCLU ABC.DEF GENERIC

Note: When searching for a generic profile that matches the specified resource, RACF does not
examine members that are defined in a grouping class (through the ADDMEM operand of the RDEFINE
command). For example, suppose two profiles had been defined by the following RDEFINE
commands:

RDEFINE TCICSTRN A*
RDEFINE GCICSTRN xxx ADDMEM(AB*)

The command:

RLIST TCICSTRN ABC

displays profile A* in the TCICSTRN class, but it does not search the GCICSTRN class and therefore
does not display any AB* profile of the GCICSTRN class. In addition, the command:

RLIST GCICSTRN ABC

does not find member AB* in the GCICSTRN class because it does not look at the members in a
grouping class.

If you want to make use of RLIST to find the generic profile that protects a specific resource, and the
resource is in a class that has both a grouping class and a member class, you should define the
generic profile as a profile in the member class.

To illustrate the preceding RDEFINE example where ADDMEM(AB* ) had been specified for a grouping
class, the following command:

RDEFINE TCICSTRN AB*

allows the RLIST command to display AB* as the generic member in the TCICSTRN class.

HISTORY
Specifies that you want to list the following data:

• The date each profile was defined to RACF
• The date each profile was last referenced (this detail is only meaningful when your installation is

gathering resource statistics; for a generic profile and profiles that are RACLISTed, RACF replaces
any statistics line with NOT APPLICABLE FOR GENERIC PROFILE)

• The date of last RACROUTE REQUEST=AUTH for UPDATE authority (this detail is only meaningful
when your installation is gathering resource statistics; for a generic profile and profiles that are
RACLISTed, RACF replaces any statistics line with NOT APPLICABLE FOR GENERIC PROFILE)
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ICSF
Specifies that ICSF segment information should be listed for profiles in the CSFKEYS, GCSFKEYS,
XCSFKEY, or GXCSFKEY class.

ICTX
Specifies that ICTX segment information should be listed.

KERB
Specifies that you want to list the following z/OS Integrated Security Services Network Authentication
Service information:

• The local kerberos-realm-name (KERBNAME)
• The encryption value settings (ENCRYPT values or NOENCRYPT)
• The min-ticket-life value for the local realm (MINTKTLFE)
• The def-ticket-life value for the local realm (DEFTKTLFE)
• The max-ticket-life value for the local realm (MAXTKTLFE)
• The current key version (KEY VERSION)

Note: If KEY VERSION is not displayed, there is no z/OS Network Authentication Service key
associated with this realm definition.

• Whether the Kerberos server validates addresses in tickets as part of ticket validation processing
(CHECKADDRS)

MFA
Specifies that MFA segment information should be listed for profiles in the MFADEF class.

MFPOLICY
Specifies that MFPOLICY segment information should be listed for profiles in the MFADEF class.

NORACF
Specifies that you want to suppress the listing of BASE segment information. If you specify NORACF,
you must include either CDTINFO, DLFDATA, EIM, KERB, PROXY, SESSION, SSIGNON, STDATA,
SVFMR, TME, or a combination of operands.

If you do not specify NORACF, RACF displays the information in the base segment of a general
resource profile.

The information displayed as a result of using the NORACF operand is dependent on other operands
used in the command. For example, if you use NORACF with SESSION also specified, only the
SESSION information is displayed.

NOYOURACC
For grouping and member classes, RLIST must do additional processing to assure that the your access
information field is accurate. A SPECIAL user can use the NOYOURACC operand to bypass this
processing, for performance reasons. The your access field contains n/a in this circumstance.

Note: This operand applies to SPECIAL users only. It has no effect for other users.

PROXY
Specifies that PROXY segment information should be listed. The following information will be
provided:

• the URL of the LDAP server to be contacted
• the BIND distinguished name
• information regarding the BIND password

The BINDPW password values will not be listed. If a BINDPW password value is defined for a
general resource profile, RLIST will display YES for the PROXY segment BINDPW attribute. If no
BINDPW password value has been defined, RLIST will display NO for the PROXY segment BINDPW
attribute.

RLIST

224  z/OS: RACF Support for IBM Multi-Factor Authentication for z/OS (IBM MFA)



RESGROUP
Requests a list of all resource groups of which the resource specified by the profile-name operand is a
member.

If a profile does not exist for the specified resource, RACF lists the names of all resource groups of
which the resource is a member and to which the command user is authorized. To be authorized, the
command user must meet one of the authorization requirements listed in “Authorization required” on
page 217.

If a profile does exist for the specified resource and the command user has ALTER authority to the
resource, RACF lists the names of all groups of which the resource is a member.

If a profile does exist for the specified resource but the command user has less than ALTER authority
to the resource, RACF lists the names of all groups of which the resource is a member and to which
the command user is authorized. To be authorized to the resource group, the command user must
meet one of the authorization requirements listed in “Authorization required” on page 217. However,
the command issuer must have the authority to list the resource specified on the command in order to
list the member groups. If this requirement is met, then the user must be also authorized to the
resource group. Otherwise, an error message is issued.

When profile-name is the name of a protected resource (such as a terminal or DASD volume) and
class-name is a member class (such as TERMINAL or DASDVOL), the RESGROUP operand lists the
profiles that protect the resource (for example, profiles in the GTERMINL or GDASDVOL class).

If you define a profile and use generic characters such as (*) to add members to the profile, RLIST
RESGROUP will not return any of the matching profiles in its output because it does not support
generic matches. For example, you have:

RDEF GIMS GIMSGRP ADDMEM(ABC*)

and you are looking for a specific member, so you enter:

RLIST TIMS ABCD RESGROUP

The GIMS profile GIMSGRP will not appear in the output.

Note: When considering this example, if you are unable to define the profile ABCD, it might be due to a
generic definition somewhere in GIMS.

This operand applies only to member classes for which resource group profiles exist.

SESSION
Specifies that the contents of the SESSION segment are to be listed for profiles in the APPCLU class.

SIGVER
Specifies that the contents of the SIGVER segment are to be listed for profiles in the PROGRAM class.

SSIGNON
Specifies that you want to display the secured signon information.

Note: The secured signon application key value cannot be displayed. However, information is
displayed that describes whether the key value is masked or encrypted.

STATISTICS
Specifies that you want to list the statistics for each resource. The list contains the number of times
the resource was accessed by users with READ, UPDATE, CONTROL, and ALTER authorities. A
separate total is given for each authority level.

Note: This detail is only meaningful when your installation is gathering resource statistics. For a
generic profile, RACF replaces any statistics line with NOT APPLICABLE FOR GENERIC PROFILE.

STDATA
Specifies that you want to list the contents of the STDATA segment for profiles in the STARTED class.

SVFMR
Lists the contents of the SVFMR segment for profiles in the SYSMVIEW class.
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TME
Specifies that information in the Tivoli Security Management Application is to be listed.

TVTOC
Specifies that you want to see information about the data sets defined in the TVTOC of a TAPEVOL
profile. The output displays:

• The name used to create the data set
• The internal RACF name for the data set
• The volumes on which the data set resides
• The file sequence number for the data set
• The date when the data set was created
• Whether the data set profile is discrete or generic.

Examples

Example Activity label Description

1 Operation User RV2 wants to list all information about the tape volume VOL001.

Known User RV2 is the owner of tape volume VOL001.

User RV2 has the AUDITOR attribute.

User RV2 wants to issue the command as a RACF TSO command.

Command RLIST TAPEVOL VOL001 ALL

Defaults None.

Output See Figure 21 on page 230.

2 Operation User ADM1 wants to list information about the generic profile T* in the
TIMS class.

Known User ADM1 has the SPECIAL and AUDITOR attributes.

User ADM1 wants to issue the command as a RACF TSO command.

Command RLIST TIMS T*

Defaults None.

Output See Figure 22 on page 231.

3 Operation User IBMUSER wants to list information about the profile TERM1 in the
TERMINAL class. TERM1 is a member of four GTERMINL class profiles:
GTERM1, GTERM2, GTERM3, and GTERM4. TERM1 has a UACC of NONE.

Known User IBMUSER has the SPECIAL and AUDITOR attributes. User IBMUSER
wants to issue the command as a RACF TSO command.

Command RLIST TERMINAL TERM1 RESGROUP

Defaults None.

Output See Figure 23 on page 231.

RLIST

226  z/OS: RACF Support for IBM Multi-Factor Authentication for z/OS (IBM MFA)



Example Activity label Description

4 Operation The security administrator wants to display secured signon key information
for profile name TSOR001 in the PTKTDATA class to be certain that the
application key is masked instead of encrypted.

Known ELVIS1 is the user ID of the security administrator and has the SPECIAL
attribute. The security administrator wants to issue the command as a
RACF TSO command.

Command RLIST PTKTDATA TSOR001 SSIGNON

Defaults None.

Output See Figure 24 on page 231.

5 Operation The security administrator wants to display secured signon key information
for profile name TSOR004 in the PTKTDATA class and to be certain that the
application key is encrypted instead of masked.

Known NONNEL is the user ID of the security administrator and has the SPECIAL
attribute. The security administrator wants to issue the command as a
RACF operator command, and the RACF subsystem prefix is @.

Command @RLIST PTKTDATA TSOR004 SSIGNON

Defaults None.

Output See Figure 25 on page 232.

6 Operation The security administrator wants to display the contents of the STDATA
segments for profiles in the STARTED class with the generic profile name
(VTAM®.*).

Known SYSUSER is the user ID of the security administrator and has the SPECIAL
attribute. The security administrator wants to issue the command as a
RACF TSO command.

Command RLIST STARTED VTAM.* STDATA NORACF

Defaults None.

Output See Figure 26 on page 232.

7 Operation The security administrator wants to list the contents of the KERBDFLT
profile in the REALM class.

Known The administrator has access to the KERBDFLT profile in the REALM class.

Command RLIST REALM KERBDFLT KERB NORACF

Defaults None.

Output See Figure 27 on page 232.

8 Operation The administrator wants to list the contents of a profile (TSOIM13) in the
PTKTDATA class. This particular PassTicket profile indicates that replay
protection is to be bypassed.

Known The administrator has access to the PTKTDATA class.

Command
RLIST PTKTDATA TSOIM13

Defaults None.

Output See Figure 28 on page 232.

RLIST
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Example Activity label Description

9 Operation The administrator wants to list the contents of a profile
(IRR.PROXY.DEFAULTS) in the FACILITY class and the contents of the EIM
segment. This particular PROXY profile indicates that a BINDPW has been
defined.

Known The administrator has access to the FACILITY class.

Command
RLIST FACILITY IRR.PROXY.DEFAULTS EIM PROXY NORACF

Defaults None.

Output See Figure 29 on page 233.

10 Operation The security administrator wants to list class descriptor table (CDT)
information of the TSTCLAS8 in the CDT class.

Known The administrator has the SPECIAL attribute.

Command
RLIST CDT TSTCLAS8 NORACF CDTINFO

Defaults None.

Output See Figure 30 on page 233.

11 Operation The security administrator Rui wants to list the contents of the
IRR.ICTX.DEFAULTS profile in the LDAPBIND class and the contents of the
ICTX segment.

Known Rui has READ access to the LDAPBIND class.

Command RLIST LDAPBIND IRR.ICTX.DEFAULTS ICTX NORACF

Defaults None.

Output See Figure 31 on page 233.

12 Operation Rui wants to list the access list for the DSN.ZHAOHUI.TABLE.ALTER
resource in the MDSNTB class.

Known Rui has the SPECIAL attribute.

Command RLIST MDSNTB DSN.ZHAOHUI.TABLE.ALTER AUTHUSER

Defaults None.

Output See Figure 32 on page 234.

13 Operation The security administrator uses the custom field named EMPSER for
employee serial numbers. She wants to list the attributes of this custom
field for user profiles.

Known The security administrator has the SPECIAL attribute.

Command RLIST CFIELD USER.CSDATA.EMPSER CFDEF NORACF

Defaults None.

Output See Figure 33 on page 234.
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Example Activity label Description

14 Operation The security administrator wants to list the settings related to digital
signature verification for the program called XYZLIB64.

Known The security administrator has the SPECIAL attribute.

Command
RLIST PROGRAM XYZLIB64 SIGVER NORACF

Defaults None.

Output See Figure 34 on page 235.

15 Operation The security administrator wants to list ICSF segment information for all
profiles in the XCSFKEY class.

Known The security administrator has the SPECIAL attribute.

Command
RLIST XCSFKEY * ICSF NORACF

Defaults None.

Output See Figure 35 on page 235.

16 Operation The security administrator wants to list MFA segment information for the
factor definition profile for FACT01 in the MFADEF class. Since the format of
factor-specific information is determined by IBM MFA, RACF indicates that
data exists without providing details about the data.

Known The security administrator has the SPECIAL attribute.

Command RLIST MFADEF FACTOR.FACT01 MFA

Defaults None.

Output See Figure 36 on page 235.

17 Operation The security administrator wants to list MFPOLICY segment information for
the policy definition profile for RSAANDPW in the MFADEF class.

Known The security administrator has the SPECIAL attribute.

Command RLIST MFADEF POLICY.RSAANDPW MFPOLICY

Defaults None.

Output See Figure 37 on page 235.
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   RLIST TAPEVOL VOL001 ALL
   CLASS   NAME
   -----   ----
   TAPEVOL  VOL001
   LEVEL OWNER   UNIVERSAL ACCESS YOUR ACCESS  WARNING
   ----- -----   ---------------- -----------  -------
   00    RV2     READ             ALTER        NO
   INSTALLATION DATA
   -----------------
   NONE
   APPLICATION DATA
   ----------------
   NONE
   SECLEVEL
   ----------------
   NO SECLEVEL
   CATEGORIES
   ----------------
   NO CATEGORIES
   SECLABEL
   ----------------
   NO SECLABEL
   AUDITING
   --------
   SUCCESS(READ),FAILURES(UPDATE)
   GLOBALAUDIT
   -----------
   ALL(CONTROL)
   AUTOMATIC  SINGLE DATA SET
   ---------  ---------------
    NO        NO
   NOTIFY
   ------
   NO USER TO BE NOTIFIED
   CREATION DATE LAST REFERENCE DATE LAST CHANGE DATE
   (DAY) (YEAR)    (DAY) (YEAR)         (DAY) (YEAR)
   ------------- ------------------- ----------------
    146   82        146   82             146   82
   ALTER COUNT  CONTROL COUNT  UPDATE COUNT  READ COUNT
   -----------  -------------  ------------  ----------
   000000       000000         000005        000000
   USER   ACCESS  ACCESS COUNT
   ----   ------  ------------
   RV2    ALTER   000000
   ESH25  READ    000000
   ID   ACCESS  ACCESS COUNT CLASS  ENTITY NAME
   --   ------  ------------ -----  -----------
   NO ENTRIES IN CONDITIONAL ACCESS LIST
   NO TVTOC INFORMATION AVAILABLE

Figure 21: Example 1: Output for the RLIST command
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   RLIST TIMS T*
   CLASS   NAME
   -----   ----
   TIMS    T* (G)
   GROUP  CLASS  NAME
   -----  -----  ----
   GIMS
   RESOURCE GROUPS
   -------- ------
   NONE
   LEVEL OWNER    UNIVERSAL ACCESS  YOUR ACCESS  WARNING
   ----- -------  ----------------  -----------  -------
   00    ADM1     NONE              ALTER        NO
   INSTALLATION DATA
   -----------------
   NONE
   APPLICATION DATA
   ----------------
   REVERIFY
   AUDITING
   --------
   NONE
   GLOBALAUDIT
   -----------
   SUCCESS(UPDATE),FAILURES(READ)
   NOTIFY
   ------
   NO USER TO BE NOTIFIED

Figure 22: Example 2: Output for the RLIST command

   RLIST TERM1
   CLASS     NAME
   -----     ----
   TERMINAL  TERM1
   GROUP CLASS NAME
   ----- ----- ----
   GTERMINL
   RESOURCE GROUPS
   -------- ------
   GTERM1 GTERM2 GTERM3 GTERM4
   LEVEL OWNER     UNIVERSAL ACCESS YOUR ACCESS WARNING
   ----- --------  ---------------- ----------- -------
   00    IBMUSER   NONE             ALTER       NO
   INSTALLATION DATA
   -----------------
   NONE
   APPLICATION DATA
   ----------------
   NONE
   AUDITING
   --------
   FAILURES(READ)
   TIMEZONE LOGON ALLOWED  (DAYS)     (TIME)
   -------- ---------------------------------------------
   CPU TIME ANYDAY                    ANYTIME
   NOTIFY
   ------
   NO USER TO BE NOTIFIED

Figure 23: Example 3: Output for the RLIST command with RESGROUP option

   SSIGNON INFORMATION

   ---------------------

   KEYMASKED DATA NOT DISPLAYABLE 

Figure 24: Example 4: Output for RLIST command with masked application key
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   SSIGNON INFORMATION

   ---------------------

   KEYENCRYPTED DATA NOT DISPLAYABLE 

Figure 25: Example 5: Output for RLIST command with encrypted application key

   STDATA INFORMATION
   ------ -----------
   USER= SYSUSER
   GROUP= SYSGROUP
   TRUSTED= YES
   PRIVILEGED= NO
   TRACE= NO

Figure 26: Example 6: Output for RLIST command for the STDATA segment

 CLASS   NAME
 -----   ----
 REALM   KERBDFLT
 
 KERB INFORMATION
 ----------------
 KERBNAME= KRB2000.IBM.COM
 MINTKTLFE= 0000000300
 MAXTKTLFE= 0000086400
 DEFTKTLFE= 0000036000
 KEY VERSION= 001
 KEY ENCRYPTION TYPE= DES DES3 DESD AES128 AES256
 CHECK ADDRESSES= NO
 ------------------
 CLASS   NAME
 -----   ----
 REALM   /.../KERB390.ENDICOTT.IBM.COM/KRBTGT/KER2000.ENDICOTT.IBM.COM
 
 ... 

Figure 27: Example 7: Output for RLIST command for the KERB segment

CLASS     NAME
--------  ----
PTKTDATA  TSOIM13

LEVEL  OWNER     UNIVERSAL ACCESS  YOUR ACCESS  WARNING
-----  -------   ----------------  -----------  -------
00     IBMUSER   NONE              NONE         NO

INSTALLATION DATA
-----------------
NONE

APPLICATION DATA
--------------------
NO REPLAY PROTECTION

AUDITING
--------------
FAILURES(READ)

NOTIFY
----------------------
NO USER TO BE NOTIFIED 

Figure 28: Example 8: Output for RLIST command in the PTKTDATA class
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RLIST FACILITY IRR.PROXY.DEFAULTS EIM NORACF
CLASS    NAME
-----    ----
FACILITY  IRR.PROXY.DEFAULTS
 
EIM INFORMATION
---------------
EIM OPTIONS= ENABLE
LOCALREGISTRY= SYS1SAF
KERBREGISTRY= MYCOMPANYREALM
X509REGISTRY= MYCOMPANYCERTS

Figure 29: Example 9: Output for RLIST command for the EIM segment

RLIST CDT TSTCLAS8 NORACF CDTINFO
CLASS    NAME 
-----    ----
CDT      TSTCLAS8
         
CDTINFO INFORMATION 
------- -----------
CASE = UPPER
DEFAULTRC = 004
DEFAULTUACC = NONE
FIRST = ALPHA
GENERIC= DISALLOWED
GENLIST = DISALLOWED
GROUP =
KEYQUALIFIERS = 0000000000
MACPROCESSING = NORMAL
MAXLENGTH = 042
MAXLENX = NONE
MEMBER =
OPERATIONS = YES
OTHER = ALPHA NUMERIC SPECIAL
POSIT = 0000000303
PROFILESALLOWED = YES
RACLIST = REQUIRED
SECLABELSREQUIRED = YES
SIGNAL = NO

Figure 30: Example 10: Output for RLIST command for the CDTINFO segment

RLIST LDAPBIND IRR.ICTX.DEFAULTS ICTX NORACF
CLASS       NAME
-----       ----
LDAPBIND    IRR.ICTX.DEFAULTS

ICTX INFORMATION
----------------
USEMAP = NO
DOMAP = YES
MAPREQUIRED = YES
MAPPINGTIMEOUT = 01800

Figure 31: Example 11: Output for RLIST of the ICTX segment
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RLIST MDSNTB DSN.ZHAOHUI.TABLE.ALTER AUTHUSER
CLASS      NAME                                         
-----      ----                                         
MDSNTB     DSN.ZHAOHUI.TABLE.ALTER                      
                                                        
LEVEL  OWNER      UNIVERSAL ACCESS  YOUR ACCESS  WARNING
-----  --------   ----------------  -----------  -------
00     ADMRUI     NONE              ALTER        NO     
                                                        
INSTALLATION DATA                                       
-----------------                                       
NONE                                                    
                                                        
APPLICATION DATA                                        
----------------                                        
NONE                                                    
                                                        
SECLEVEL                                                
--------                                                
NO SECLEVEL                     
                                
CATEGORIES                      
----------                      
NO CATEGORIES                   
                                
SECLABEL                        
--------                        
NO SECLABEL                     
                                
AUDITING                        
--------                        
FAILURES(READ)                  
                                
NOTIFY                          
------                          
NO USER TO BE NOTIFIED          
                                
USER      ACCESS   ACCESS COUNT 
----      ------   ------------ 
ADMRUI    ALTER    000000       

ID        ACCESS   ACCESS COUNT   CLASS      ENTITY NAME    
--------  -------  ------------   --------   --------------------------------
JEAN      READ     000000         CRITERIA   SQLROLE=TELLER

Figure 32: Example 12: Output for RLIST of the AUTHUSER segment

RLIST CFIELD USER.CSDATA.EMPSER CFDEF NORACF 
CLASS      NAME 
-----      ---- 
CFIELD     USER.CSDATA.EMPSER  

CFDEF INFORMATION 
----------------- 
TYPE = NUM 
MAXLENGTH = 00000008 
MAXVALUE = 0099999999 
MINVALUE = 0000100000  
FIRST = NUMERIC 
OTHER = NUMERIC 
MIXED = NO 
HELP = EMPLOYEE SERIAL NUMBER, 6-8 DIGITS 
LISTHEAD = EMPLOYEE SERIAL =

Figure 33: Example 13: Output for RLIST of the CFDEF segment
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RLIST PROGRAM XYZLIB64 SIGVER NORACF 
CLASS      NAME 
-----      ---- 
PROGRAM    XYZLIB64  

SIGVER INFORMATION 
------------------ 
SIGREQUIRED = YES 
FAILLOAD = ANYBAD 
SIGAUDIT = ANYBAD

Figure 34: Example 14: Output for RLIST of the SIGVER segment

RLIST XCSFKEY * ICSF NORACF 
CLASS      NAME 
-----      ---- 
XCSFKEY    ATEST 

ICSF INFORMATION 
------------------ 
SYMEXPORTABLE = BYLIST 
SYMEXPORTCERTS = DENICE/CertForDenice KEN/Cert for Ken 
ASYMUSAGE = HANDSHAKE SECUREEXPORT 
SYMCPACFWRAP = NO

CLASS      NAME 
-----      ---- 
XCSFKEY    BTEST 

ICSF INFORMATION 
------------------ 
SYMEXPORTABLE = BYLIST 
SYMEXPORTCERTS = *      
SYMEXPORTKEYS = PKDS.LABEL1 PKDS.LABEL2 
ASYMUSAGE = HANDSHAKE SECUREEXPORT 
SYMCPACFWRAP = YES
SYMCPACFRET = YES

Figure 35: Example 15: Output for RLIST of the ICSF segment

RLIST MFADEF FACTOR.FACT01 MFA
CLASS      NAME 
-----      ---- 
MFADEF    FACTOR.FACT01  

MFA INFORMATION 
------------------ 
MFADATA is defined.

Figure 36: Example 16: Output for MFA segment

RLIST MFADEF POLICY.RSAANDPW MFPOLICY
...

MFPOLICY INFORMATION
----------------------------
FACTORS = AZFSIDP1
TOKEN TIMEOUT = 00000120
REUSE = YES

Figure 37: Example 17: Output for MFPOLICY segment
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Chapter 7. RACF macros and interfaces for IBM MFA

This topic includes the RACF macros and interfaces that are new or changed for IBM MFA:

• RACF database unload in the record formats produced by the database unload utility.
• SMF records in the format of SMF type 80 records.
• The format of the unloaded SMF type data in the JOBINIT record extension.
• The supplied class descriptor table.
• RACF database templates in the user template for the RACF database and the general template for the

RACF database.

RACF database unload for IBM MFA

User basic data record (0200)

Table 7: User basic data record. 

Field Name Type Position Comments

Start End

USBD_MFA_FALLBACK Char 639 641 This user can use a password or password phrase to logon to
the system when MFA is unavailable. Valid Values include
"Yes" and "No".

User MFA factor data record (020A)

Table 8: User MFA factor data record. 

Field Name Type Position Comments

Start End

USMFA_RECORD_TYPE Int 1 4 Record type of the user Multifactor authentication data record
(020A).

USMFA_NAME Char 6 13 User ID as taken from the profile name.

USMFA_FACTOR_NAME Char 15 34 Factor name.

USMFA_FACTOR_ACTIVE Date 36 54 Factor active date. Will be blank if factor is not ACTIVE.

User MFA policies record (020B)

Table 9: User MFA policies record. 

Field Name Type Position Comments

Start End

USMPOL_RECORD_TYPE Int 1 4 Record type of the user Multi-factor authentication policies
record (020B)

USMPOL_NAME Char 6 13 User ID as taken from the profile name.

USMPOL_POLICY_NAME Char 15 34 MFA Policy name.
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User MFA factor tags data record (1210)

Table 10: User MFA factor tags data record. 

Field Name Type Position Comments

Start End

USMFAC_RECORD_TYPE Int 1 4 Record type of the user Multifactor authentication factor
configuration data record (1210).

USMFAC_NAME Char 6 13 User ID as taken from the profile name.

USMFAC_FACTOR_NAME Char 15 34 Factor name.

USMFAC_TAG_NAME Char 36 55 The tag name associated with the factor.

USMFAC_TAG_VALUE Char 57 1080 Tag value associated with the tag name.

General resource MFA factor definition record (05H0)

Table 11: General resource MFA factor definition record. 

Field Name Type Position Comments

Start End

GRMFA_RECORD_TYPE Int 1 4 Record type of the Multifactor factor definition data record
(05H0)

GRMFA_NAME Char 6 251 General resource name as taken from the profile name.

GRMFA_CLASS_NAME Char 253 260 Name of the class to which the general resource profile
belongs, namely MFADEF.

GRMFA_FACTOR_DATA_LEN Int 262 266 Length of factor data.

General resource MFPOLICY definition record (05I0)

Table 12: General resource MFAPOLICY definition record (05I0). 

Field Name Type Position Comments

Start End

GRMFP_RECORD_TYPE Int 1 4 Record type of the Multifactor Policy Definition data record
(05I0).

GRMFP_NAME Char 6 251 General resource name as taken from the profile name.

GRMFP_CLASS_NAME Char 253 260 Name of the class to which the general resource profile
belongs, namely MFADEF.

GRMFP_TOKEN_TIMEOUT Int 262 271 MFA token timeout setting.

GRMFP_REUSE Yes/No 273 275 MFA token reuse setting.

General resource MFA policy factors record (05I1)

Table 13: General resource MFA policy factors record (05I1). 

Field Name Type Position Comments

Start End

GRMPF_RECORD_TYPE Int 1 4 Record type of the user Multifactor authentication policy
factors record (05I1).

GRMPF_NAME Char 6 251 General resource name as taken from the profile name.
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Table 13: General resource MFA policy factors record (05I1). (continued)

Field Name Type Position Comments

Start End

GRMPF_CLASS_NAME Char 253 260 Name of the class to which the general resource profile
belongs, namely MFADEF.

GRMPF_POL_FACTOR Char 262 281 Policy factor name.

RACF SMF records for IBM MFA

SMF record-type 80 - Event codes and event code qualifiers

New event code qualifiers are added for event code, type 80, record 1:

• 40(28) - Successful Multifactor authentication
• 41(29) - INVMFA - Failed Multifactor authentication
• 42(2A) - MFAUNAVL - Failed authentication because no multifactor decision could be made for a MFA

user who has the NOPWFALLBACK option
• 43(2B) - MFAPSUCC - IBM MFA partial success: credentials were not incorrect, but a re-authentication

is required

A successful MFA fallback is audited with existing event code qualifiers.

Note: A successful MFA fallback authentication will be unconditionally audited (regardless of what the
application specified on LOG= and regardless of whether SETROPTS AUDIT(USER) is active.

SMF record-type 80 - Table of extended-length relocate section variable data
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Table 14: Table of extended-length relocate section variable data. 

Data type
(SMF80TP2)
dec(hex)

Data length
(SMF80DL2)

Format Audited by event code Description (SMF80DA2)

440(1B8) 8 binary 13 Byte 1: MFA subkeyword specified flags

Bit
Meaning

0
PWFALLBACK specified

1
NOPWFALLBACK specified

2
FACTOR specified

3
DELFACTOR specified

4
ACTIVE specified

5
NOACTIVE specified

6
TAGS specified

7
DELTAGS specified

Byte 2: MFA subkeyword specified flags

Bit
Meaning

0
NOTAGS specified

1
ADDPOLICY specified

2
DELPOLICY specified

3-7
Reserved

Bytes 3-8: Reserved for IBM's use

441(1B9) variable EBCDIC 13 Multifactor authentication factor name

442(1BA) variable EBCDIC 13 MFA tag entry from the TAGS/DELTAGS keyword.

When TAGS is specified, the entry value is the tag
name and value separated by a colon (":"). When
DELTAGS is specified, the entry value is the tag
name only.
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Table 14: Table of extended-length relocate section variable data. (continued)

Data type
(SMF80TP2)
dec(hex)

Data length
(SMF80DL2)

Format Audited by event code Description (SMF80DA2)

443(1BB) variable mixed 1 Byte 1: Authentication information:

Bit
Meaning

0
ACEE was created from VLF cache

1
User has active MFA factor(s)

2
MFA user allowed to fall back when no MFA
decision can be made

3
No MFA decision for MFA user

4
IBM MFA requested that RACROUTE
REQUEST=VERIFY return the password-expired
return code.

5
IBM MFA requested that RACROUTE
REQUEST=VERIFY return the new-password-
invalid return code.

6
IBM MFA requested that RACROUTE
REQUEST=VERIFY return the password-invalid
return code, but not to increment the password
revoke count (partial success).

7
Reserved for IBM's use

Byte 2: Authenticator(s) used:

Bit
Meaning

0
Password Evaluated

1
Password Successful

2
Password Phrase Evaluated

3
Password Phrase Successful

4
Passticket Evaluated

5
Passticket Successful

6
MFA authentication successful

7
MFA authentication unsuccessful

Bytes 3-6: Binary authentication reason, part 1.

Bytes 7-10: Binary authentication reason, part 2.

444 (1BC) variable EBCDIC 13 MFA policy name entry from the ADDPOLICY/
DELPOLICY keyword.
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SMF record-type 80 - Data type 6 command-related data

The SMF Type 80 relocate section 6 (command-related data) format is updated for ALTUSER. There are
currently two sets of 'keywords specified/ignored/violated' fields, the first containing 32 bits and the
second containing 16 bits. These are now full. A third set of bit-string fields will be defined as 32 bits
each. A pair of new bits will be defined in each for the MFA and NOMFA keywords.
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Table 15: Table of data type 6 command-related data. 

Event code
dec(hex)

Command Data length Format Description

13 (D) ALTUSER 4 Binary Flags for additional keywords specified:

Bit
Keyword specified

Byte 0

0
*MFA

1
*NOMFA

2-7
Reserved for IBM's use

Byte 1
0-7

Reserved for IBM's use

Byte 2
0-7

Reserved for IBM's use

Byte 3
0-7

Reserved for IBM's use

4 Binary Flags for additional keywords ignored (authorization):

Bit
Keyword specified

Byte 0

0
*MFA

1
*NOMFA

2-7
Reserved for IBM's use

Byte 1
0-7

Reserved for IBM's use

Byte 2
0-7

Reserved for IBM's use

Byte 3
0-7

Reserved for IBM's use

4 Binary Flags for additional keywords ignored because of processing error:

Bit
Keyword specified

Byte 0

0
*MFA

1
*NOMFA

2-7
Reserved for IBM's use

Byte 1
0-7

Reserved for IBM's use

Byte 2
0-7

Reserved for IBM's use

Byte 3
0-7

Reserved for IBM's use
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The JOBINIT record extension

In the unloaded SMF Type 80 record, the ALTUSER event code D (13 decimal) can have the MFA keywords
appear in the "keywords specified" and "keywords failed" fields.

In addtion, the following fields are added to the unloaded JOBINIT record extension, based on
information in the new extended relocate section 443 (note that the reason for MFA fallback is not
unloaded).

Table 16: Format of the job initiation record extension (event code 01). 

Field name Type Length Position Comments

Start End

INIT_ACEE_VLF Yes/No 4 4540 4543 The ACEE was created from the VLF cache.

INIT_MFA_USER Yes/No 4 4545 4548 The user has active MFA factors.

INIT_MFA_FALLBACK Yes/No 4 4550 4553 The MFA user is allowed to fall back to password
authentication when IBM MFA is unavailable.

INIT_MFA_UNAVAIL Yes/No 4 4555 4558 MFA was unavailable to make an authentication
decision for the IBM MFA user.

INIT_MFA_PWD_EXPIRED Yes/No 4 4560 4563 IBM MFA requested that RACROUTE
REQUEST=VERIFY return the password-expired return
code.

INIT_MFA_NPWD_INV Yes/No 4 4565 4568 IBM MFA requested that RACROUTE
REQUEST=VERIFY return the new-password-invalid
return code.

INIT_MFA_PART_SUCC Yes/No 4 4570 4573 IBM MFA requested that RACROUTE
REQUEST=VERIFY return the password-invalid return
code, but not to increment the password revoke count
(partial success).

INIT_RESERVED_01 Yes/No 4 4575 4578 Reserved for IBM's use

INIT_PASSWORD_EVAL Yes/No 4 4580 4583 The supplied password was evaluated.

INIT_PASSWORD_SUCC Yes/No 4 4585 4588 The supplied password was evaluated successfully.

INIT_PHRASE_EVAL Yes/No 4 4590 4593 The supplied password phrase was evaluated.

INIT_PHRASE_SUCC Yes/No 4 4595 4598 The supplied password phrase was evaluated
successfully.

INIT_PASSTICKET_EVAL Yes/No 4 4600 4603 The supplied password was evaluated as a PassTicket.

INIT_PASSTICKET_SUCC Yes/No 4 4605 4608 The supplied password was evaluated successfully as
a PassTicket.

INIT_MFA_SUCC Yes/No 4 4610 4613 MFA authentication successful.

INIT_MFA_FAIL Yes/No 4 4615 4618 MFA authentication unsuccessful.

INIT_AUTH_RSN1 Char 8 4620 4627 Authentication reason, part 1. Expressed as
hexadecimal number.

INIT_AUTH_RSN2 Char 8 4629 4636 Authentication reason, part 2. Expressed as
hexadecimal number.

RACF database templates for IBM MFA
The MFA segment is added to the GENERAL profile and the MFA fields are added to the base segment of
the USER profile.
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The USER template:

Template Field being described

Field name
(character
data) Field ID Flag 1 Flag 2

Field length
decimal

Default
value Type

 

The following is the BASE segment of the USER template.

MFAFLBK 109 20 80 00000001 00 User can fall back to password logon

FACTORN 110 10 80 00000004 00 Number of defined factors

FACTOR 111 80 80 00000000 00 Factor name - repeat

FACACDT 112 82 80 00000008 FF Factor active-on date - repeat

FACTAGS 113 80 00 00000000 00 Factor configuration data - repeat

MFAPOLN 120 10 80 00000004 00 Number of defined policies

MFAPOLNM 121 80 80 00000000 00 Policy name - repeat

The GENERAL template:

Template Field being described

Field name
(character
data) Field ID Flag 1 Flag 2

Field length
decimal

Default
value Type  

The following is the MFA segment of the GENERAL template.

MFA 001 00 00 00000000 00 Start of segment fields

MFDATA 002 00 00 00000000 00 Free-form factor metadata

The following is the MFPOLICY segment of the GENERAL template.

MFPOLICY 001 00 00 00000000 00 Start of segment fields

MFFCTRN 002 10 00 00000004 00 Number of factors in policy

MFFCTRS 003 80 00 00000000 00 Policy factor list

MFTIMEO 004 00 00 00000004 00 Policy token timeout

MFREUSE 005 00 00 00000001 00 Policy reuse setting

RACF supplied class descriptor table IBM MFA
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Table 17: Classes supplied by IBM. 

Class Attributes

MFADEF POSIT=600 OTHER=ANY

RACLIST=ALLOWED MAXLNTH=246

GENLIST=DISALLOWED DFTRETC=4

RACLREQ=NO DFTUACC=NONE

SLBLREQ=NO

 RVRSMAC=NO

OPER=NO KEYQUAL=0

PROFDEF=YES ID=1

FIRST=NONATNUM CASE=UPPER

SIGNAL=NO

GENERIC=ALLOWED
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Chapter 8. RACF messages for IBM MFA

This topic includes the RACF messages that are new or changed for IBM MFA.

ALTUSER command messages
This topic describes the RACF ALTUSER messages that are affected by IBM Multi-Factor Authentication
for z/OS (IBM MFA).

ICH21046I MFA cannot be specified for
PROTECTED user user-ID.

Explanation

The MFA keywords are used to configure multi-factor
authentication data and are not meaningful for a
PROTECTED user.

System action

All MFA information is ignored. Command processing
continues.

User response

Specify a different user ID, or assign the user ID a
password, or preferably a password phrase.

ICH21047I The FACTOR keyword must be
specified when specifying other
factor related keywords. No MFA
data is updated.

Explanation

The FACTOR operand of the MFA keyword is required
when specifying ACTIVE, NOACTIVE, TAGS, DELTAGS,
or NOTAGS.

System action

All MFA information is ignored, including fields that are
not factor-specific. Command processing continues.

User response

Correct the command.

ICH21048I Factor name factor-name cannot
be added until the profile-name
profile is created in the MFADEF
class.

Explanation

The use of a given factor is enabled for the system
when the security administrator defines the factor

name in the MFADEF class, in the format
demonstrated by profile-name. This must be a discrete
profile. Until the profile is defined, the factor cannot be
assigned to any users.

System action

All MFA information is ignored, including fields that are
not factor-specific. Command processing continues.

User response

Either correct the factor name or define the factor in
the MFADEF class for system use.

ICH21049I A maximum of max-factor factors
can be specified for user-ID.

Explanation

The command attempted to assign a factor that would
exceed the limit of max-factor factors for the noted
user.

System action

All MFA information is ignored, including fields that are
not factor-specific. Command processing continues.

User response

Either correct the factor name or remove a different
factor from the user's profile.

ICH21050I A maximum of max-tag tags can be
specified for factor factor-name
and user user-ID.

Explanation

The command attempted to assign a tag that would
exceed the limit of max-tag tags for the specified
factor name and user-ID.

System action

All MFA information is ignored, including fields that are
not factor-specific. Command processing continues.
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User response

Either correct the tag name or remove a different tag
from the factor definition in the user's profile.

ICH21051I IBM MFA detected an error in the
name-or-value of tag tag-name
with the following message: MFA-
msg

Explanation

RACF contacted IBM MFA to validate the tag name and
value specified, and IBM MFA reflected an error as
described in the text of MFA-msg. If no message is
returned, MFA-msg will contain the string "*No
message returned*".

System action

All MFA information is ignored, including fields that are
not factor-specific. Command processing continues.

User response

See IBM Multi-Factor Authentication for z/OS User's
Guide for additional information.

ICH21052I Unable to contact MFA to validate
tag data. No MFA data is updated.

Explanation

RACF could not contact IBM MFA to validate the tag
name(s) and value(s) specified. RACF uses a PC
service to pass the tag data to IBM MFA. IBM MFA
provides the PC number using a name/token pair.
RACF received a non-zero return code when using the
IEANTRT service to obtain the PC value.

System action

All MFA information is ignored, including fields that are
not factor-specific. Command processing continues.

User response

Ensure that IBM MFA address space is active and has
been configured properly. See IBM Multi-Factor
Authentication for z/OS User's Guide for additional
information.

ICH21053I Unexpected error return
code=return-code and reason
code=reason-code from IBM MFA
while processing user user-id.

Explanation

RACF encountered an unexpected error from IBM
Multi-Factor Authentication for z/OS while attempting

to validate the tag name(s) and value(s) specified.
RACF uses a PC service to pass the tag data to IBM
MFA. The IBM MFA PC returned unexpected codes.

System action

All MFA information is ignored, including fields that are
not factor-specific. Command processing continues.

User response

Ensure that IBM MFA address space is active and has
been configured properly. See IBM Multi-Factor
Authentication for z/OS User's Guide for additional
information.

ICH21054I Factor factor-name for user user-ID
contains tag data which is not
valid. Use the NOTAGS operand to
remove the tag data.

Explanation

The tag data associated with the specified factor and
user in the RACF database is not valid.

System action

All MFA information is ignored for the specified user,
including fields that are not factor-specific. Command
processing continues.

User response

Use the ALTUSER command with the NOTAGS operand
to remove the tag data that is not valid. For example,
issue the following command: ALTUSER user-ID
MFA(FACTOR(factor-name) NOTAGS).

ICH21055I Unable to notify IBM MFA of tag
deletion for user user-ID and
factor factor-name. Tag data is
deleted.

Explanation

RACF attempted to notify IBM Multi-Factor
Authentication for z/OS for the deletion of tag data, but
the notification failed. RACF uses a PC service to pass
the tag data to IBM MFA. IBM MFA provides the PC
number using a name/token pair. RACF received a non-
zero return code when using the IEANTRT service to
obtain the PC value.

System action

The tag data is deleted from the RACF database.
Command processing continues.
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User response

Determine the problem with IBM Multi-Factor
Authentication for z/OS.

ICH21056I Error during notification of IBM
MFA for deletion of tag tag-name
for user user-ID and factor factor-
name with the following message:
MFA-msg

Explanation

RACF contacted IBM Multi-Factor Authentication for
z/OS to delete the tag name noted in the message, and
IBM MFA reflected an error as described in the text of
MFA-msg. If no message is returned, MFA-msg will
contain the string "*No message returned*".

Note: The maximum length of this message is 252
characters. If all of the inserts are very long, MFA-msg
may be truncated to fit into 252 characters.

System action

The tag data is deleted from the RACF database.
Command processing continues.

User response

Look up the message in the IBM Multi-Factor
Authentication for z/OS User's Guide for additional
information.

ICH21057I Unexpected return code=return-
code and reason code=reason-code
from IBM MFA during tag deletion
notification for user user-id and
factor factor-name. Tag data is
deleted.

Explanation

RACF encountered an unexpected error from IBM
Multi-Factor Authentication for z/OS while attempting
to notify IBM MFA that tag data has been deleted for
the user and factor noted in the message. RACF uses a
PC service to pass the tag data to IBM MFA. The IBM
MFA PC returned unexpected return codes.

System action

The tag data is deleted from the RACF database.
Command processing continues.

User response

Determine the problem with IBM Multi-Factor
Authentication for z/OS.

ICH21058I Factor factor-name for user user-ID
contains tag data which is not
valid. Tag data is deleted and IBM
MFA is not notified.

Explanation

While deleting tag data for the specified factor and
user, RACF detected tag data which is not valid. IBM
Multi-Factor Authentication for z/OS is usually notified
when tag data is deleted; since the tag data is not
valid, notification to IBM MFA is not attempted.

System action

The tag data is deleted from the RACF database.
Command processing continues.

User response

No further action is required.

ICH21059I A maximum of max-policies policy
names can be specified. Policy-
name not added to user userid.

Explanation

The policy-name policy is ignored.

System action

Command processing stops with no update to the user.

User response

Remove an existing policy before attempting to add
another policy.

DELUSER command messages
This topic describes the RACF DELUSER messages that are affected by IBM Multi-Factor Authentication
for z/OS (IBM MFA).

ICH04019I Unable to contact IBM MFA of tag
deletion for user user-id and factor
factor-name. Tag data is deleted.

Explanation

RACF attempted to notify IBM Multi-Factor
Authentication for z/OS for the deletion of tag data, but
the notification failed. RACF uses a PC service to pass
the tag data to IBM MFA. IBM MFA provides the PC
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number using a name/token pair. RACF received a non-
zero return code when using the IEANTRT service to
obtain the PC value.

System action

The tag data is deleted from the RACF database.
Command processing continues.

User response

Determine the problem with IBM Multi-Factor
Authentication for z/OS.

ICH04020I Error during notification of IBM
MFA for deletion of tag tag-name
for user user-ID and factor factor-
name with the following message:
MFA-msg

Explanation

RACF contacted IBM Multi-Factor Authentication for
z/OS to delete the tag name noted in the message, and
IBM MFA reflected an error as described the text of
MFA-msg. If no message is returned, MFA-msg will
contain the string “'*No message returned*'”.

System action

The tag data is deleted from the RACF database.
Command processing continues.

User response

Look up the message in the IBM Multi-Factor
Authentication for z/OS User's Guide for additional
information.

ICH04021I Unexpected return code=return-
code and reason code=reason-code
from IBM MFA during tag deletion

notification for user user-id factor
factor-name. Tag data is deleted

Explanation

RACF encountered an unexpected error from IBM
Multi-Factor Authentication for z/OS while attempting
to notify IBM MFA that tag data has been deleted for
the user and factor noted in the message. RACF uses a
PC service to pass the tag data to IBM MFA. The IBM
MFA PC returned unexpected return codes.

System action

The tag data is deleted from the RACF database.
Command processing continues.

User response

Determine the problem with IBM Multi-Factor
Authentication for z/OS.

ICH04022I Factor factor-name for user user-ID
contains tag data which is not
valid. Tag data is deleted and IBM
MFA is not notified.

Explanation

While deleting tag data for the specified factor and
user, RACF detected tag data which is not valid. IBM
Multi-Factor Authentication for z/OS is usually notified
when tag data is deleted; since the tag data is not
valid, notification to IBM MFA is not attempted.

System action

The tag data is deleted from the RACF database.
Command processing continues.

User response

No further action is required.

LISTUSER command messages
This topic describes the RACF LISTUSER messages that are affected by IBM Multi-Factor Authentication
for z/OS (IBM MFA).

ICH30016I Tag data is not valid. Use the ALTUSER command with the NOTAGS
operand to remove the tag data.

Explanation

The tag data in the RACF database associated with the user and factor currently being displayed is not valid.

System action

The tag data is not displayed for the user and factor. Command processing continues.
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Problem determination

Use the ALTUSER command with the NOTAGS operand to remove the tag data that is not valid. For example,
issue the following command: ALTUSER user-ID MFA(FACTOR(factor-name) NOTAGS).

Dynamic parse messages
This topic describes the RACF dynamic parse messages that are affected by IBM Multi-Factor
Authentication for z/OS (IBM MFA).

IRR52221I keyword-name is intended to be updated only by IBM MFA. Command
processing terminated.

Explanation

The named keyword in the MFA segment is not allowed to be specified by RACF commands. Some fields in the
MFA segment are intended to be updated only by IBM MFA.

System action

Command processing ends.

User response

Correct the command.

RACROUTE REQUEST=VERIFY operator messages
This topic describes the RACF RACROUTE REQUEST=VERIFY messages that are affected by IBM Multi-
Factor Authentication for z/OS (IBM MFA).

ICH70008I IBM MFA Message:
mfa-message

Explanation

RACROUTE REQUEST=VERIFY received message text
from IBM MFA while processing a request to
authenticate a user with an active MFA factor.

System action

See IBM Multi-Factor Authentication for z/OS User's
Guide to evaluate the mfa-message and take the
appropriate action.

ICH408I LOGON/JOB INITIATION -
MULTIFACTOR AUTHENTICATION
FAILURE

Explanation

A user with active multifactor authentication factors
attempted to log on with invalid credentials as
determined by IBM Multi-Factor Authentication for
z/OS.

System action

RACF prevents the user from logging on.

User response

Correct any errors in the credentials and try again.

ICH408I LOGON/JOB INITIATION -
MULTIFACTOR AUTHENTICATION
UNAVAILABLE

Explanation

A user with active multifactor authentication factors
attempted to log on but either IBM Multi-Factor
Authentication for z/OS was unavailable to verify them,
or RACF was unable to contact IBM MFA. The user is
not allowed to fall back to the use of a password or
password phrase. The SMF record contains additional
information regarding the unavailability of IBM MFA.

System action

RACF prevents the user from logging on.

User response

If the problem persists, contact a system
administrator.
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Chapter 9. RACF RACROUTE Macros for IBM MFA

RACF RACROUTE REQUEST=VERIFY and REQUEST=VERIFYX parameters

RACF RACROUTE Macros for IBM MFA has been updated to include updates for the RACF support for IBM
MFA.

,PASSCHK=YES
,PASSCHK=NO
,PASSCHK=NOMFA

specifies whether the user's password, password phrase, MFA credentials or OIDCARD is to be
verified.
YES

RACROUTE REQUEST=VERIFY verifies the user's password, password phrase, MFA credentials or
OIDCARD.

There are some circumstances where verification does not occur even though PASSCHK=YES is
specified. Some examples are surrogate processing (see z/OS Security Server RACF Security
Administrator's Guide) or when the START or the ENVRIN keywords are specified.

For a user subject to multi-factor authentication (MFA), RACF passes the contents of the
PASSWRD=, NEWPASS=, PHRASE=, and NEWPHRASE= keywords to the MFA started task, where
they are evaluated as MFA credentials. If the credentials are unable to be evaluated as MFA
credentials (for example, if the MFA started task is unavailable), they are evaluated as RACF
credentials if the user is allowed to fall back to password-based authentication.

NO
The user's password, password phrase, MFA credentials or OIDCARD is not verified. And, if the
logon is successful, no message is issued.

NOMFA
Same as YES, except password and password phrase parameters are always verified as a
password or password phrase, not as MFA credentials, even for users who have an active MFA
factor.

Use of the PASSCHK=NOMFA parameter requires that RELEASE=1.9 or later be specified.

RACF RACROUTE REQUEST=VERIFY and REQUEST=VERIFYX return codes and reason codes

A new RACROUTE REQUEST=VERIFY return code and reason code has been added for the RACF support
for IBM MFA.

08
Requested function has failed.
RACF RC

Meaning
68

Indicates that an error occurred while processing an MFA request.
Reason Code

Meaning
0004yyyy

An error occurred while RACROUTE REQUEST=VERIFY was processing the results of an MFA
authentication request. "yyyy" contains diagnostic data.
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Chapter 10. RACF API's for IBM MFA

This topic includes the RACF callable services that are new or changed for IBM MFA:

• The R_Admin topic is updated to add new MFA fields
• The R_Factor topic is new
• The R_Gensec topic is updated to add a new function code
• The R_Ticketserv topic is updated to add a new Ticket_options value

R_Admin (IRRSEQ00): Authentication Factor Service
The R_Admin reference is updated to include fields for the RACF support for IBM MFA:

• The table for BASE segment fields is updated to add the MFA fields.
• The table for MFA segment fields is added.
• The table for MFPOLICY segment fields is added.

BASE segment fields

Table 18: BASE segment fields. 

Field name SAF field
name

Flag
byte
values

ADDUSER/ALTUSER keyword
Reference, or LISTUSER
heading (for output-only
fields)

Allowed
on add
requests

Allowed
on alter
requests

Returned
on extract
requests

FACTORN N/A Note: This is the list header
field for the 42-dimensional
array consisting of the
following three fields (see the
factor tags notes below).

No No Yes

FACTOR 'Y' MFA(FACTOR(xx)) No Yes Yes

'D" MFA(DELFACTOR(xx)) No Yes Yes

FACACTV
(boolean)

'Y' MFA(ACTIVE) No Yes Yes

'N' MFA(NOACTIVE) No Yes Yes

FACTAGnn N/A FACTOR TAGS = No No Yes

FACVALnn N/A FACTOR TAGS = No No Yes

MFAFLBK
(boolean)

'Y' MFA(PWFALLBACK) No Yes Yes

'N' MFA(NOPWFALLBACK) No Yes

MFAPOLNM (list
MFAPOLN)

'A' MFA(ADDPOLICY(xx …)) No Yes Yes

'D' MFA(DELPOLICY(xx …)) No Yes

Notes for MFA:

• The MFA fields FACTORN (including subfields), MFAPOLNM, and MFAFLBK are represented differently
on input (ADMN_ALT_USER) vs. output (ADMN_XTR_USER). For ADMN_ALT_USER, see User
administration in z/OS Security Server RACF Callable Services.
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• On output for a multi-factor authentication user, each tag is represented using separate fields for the tag
name and tag value (for example, FACTAG01 contains the name of the first tag and FACVAL01 contains
the value of the first tag). Twenty pairs of these fields are returned for every MFA user, regardless of how
many tags actually exist. A non-zero length indicates the actual existence of the tag in the user profile.

MFA segment fields

Table 19: MFA segment fields. 

Field name SAF field
name

Flag
byte
values

ALTUSER keyword reference Allowed
on add
requests

Allowed
on alter
requests

Returned
on extract
requests

FACTOR 'Y' MFA(FACTOR(xx)) No Yes Yes

'D' MFA(DELFACTOR(xx)) No Yes Yes

FACACTV
(boolean)

'Y' MFA(ACTIVE) No Yes Yes

'N' MFA(NOACTIVE) No Yes Yes

FACTAGS 'Y' MFA(TAGS(xx …)) No Yes No

'D' MFA(DELTAGS(xx …)) No Yes No

'N' MFA(NOTAGS) No Yes No

MFAFLBK
(boolean)

'Y' MFA(PWFALLBACK) No Yes Yes

'N' MFA(NOPWFALLBACK) No Yes

MFAPOLNM (list
MFAPOLN)

'A' MFA(ADDPOLICY(xx …)) No Yes Yes

'D' MFA(DELPOLICY(xx …)) No Yes

Notes:

• For the ADMN_ALT_USER function, MFA fields are treated as a non-BASE segment even though the
fields reside in the BASE segment of the user profile.

• For the ADMN_XTR_USER function, MFA fields are returned in the BASE segment.

MFPOLICY segment fields

Table 20: MFPOLICY segment fields. 

Field name SAF field
name

Flag
byte
values

RDEFINE/RALTER keyword
reference

Allowed
on add
requests

Allowed
on alter
requests

Returne
d on
extract
requests

FACTORS (list
FACTORS)

'Y' MFPOLICY(FACTORS(xx …)) Yes Yes Yes

'A' MFPOLICY(ADDFACTORS(xx …)) No Yes

'D' MFPLICY(DELFACTORS(xx …)) No Yes

'N' MFPOLICY(NOFACTORS)) No Yes

TIMEOUT 'Y MFPOLICY(TOKENTIMEOUT(xx)) Yes Yes Yes

REUSE (boolean) 'Y' MFPOLICY(REUSE(YES)) Yes Yes Yes

'N' MFPOLICY(REUSE(NO)) Yes Yes
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R_factor (IRRSFA64): Authentication Factor Service

Function
The R_Factor service provides functions required by multi-factor authentication applications to store and
retrieve associated data in the RACF database.

1. Get general factor data
2. Set general factor data
3. Get user factor data
4. Set user factor data
5. Get general policy data
6. Get cached token credential

Requirements
Authorization:

Any PSW key in supervisor or problem state
Dispatchable unit mode:

Task or user
Cross memory mode:

PASN = HASN
AMODE:

64
RMODE:

Any
ASC mode:

Primary or AR mode
Recovery mode:

ESTAE. Caller cannot have an FRR active.
Serialization:

Enabled for interrupts
Locks:

No locks held
Control parameters:

The parameter list and the work area must be in the primary address space. The words containing
ALETs must be in the primary address space. The Num_parms parameter must be in the primary
address space.

Linkage conventions
Callers in 64-bit addressing mode should link-edit the IRRSAF64 stub module with their code and use the
IRRPCOMY mapping macro.

RACF authorization
Callers running in system key or supervisor state may specify any function code.

Non-system key problem-state callers require the following authorization for each function code:

1. Get general factor data

Read access to the resource IRR.RFACTOR.MFADEF.factorName in the FACILITY class, where
factorName matches a profile defined in the MFADEF class.

R_factor

RACF API's for IBM MFA  257



2. Set general factor data

Read access to the resource IRR.RFACTOR.MFADEF.factorName in the FACILITY class, where
factorName matches a profile defined in the MFADEF class.

3. Get user factor data

Read access to the resource IRR.RFACTOR.USER in the FACILITY class.
4. Set user factor data

Update access to the resource IRR.RFACTOR.USER in the FACILITY class
5. Get policy data

Read access to the resource IRR.RFACTOR.MFADEF.policyName in the FACILITY class, where
policyName matches a profile defined in the MFADEF class.

6. Get cached token credential (CTC)

READ access to the resource IRR.RFACTOR.GETCTC in the FACILITY class.

Format
     CALL IRRSFA64   (Work_area,
                     ALET, SAF_return_code,
                     ALET, RACF_return_code,
                     ALET, RACF_reason_code,
                     Num_parms,         
                     Parm_ALET, Function_code,
                                Function_parmlist    
                    )

Parameters
Work_area

The name of a 1024-byte work area for SAF. The work area must be in the primary address space.
ALET

The name of a word containing the ALET for the following parameter. Each parameter must have an
ALET specified. The words containing the ALETs must be in the primary address space.

SAF_return_code
The name of a fullword in which the SAF router returns the SAF return code.

RACF_return_code
The name of a fullword in which the service routine stores the return code.

RACF_reason_code
The name of a fullword in which the service routine stores the reason code.

Num_parms
Specifies the name of a fullword that contains the total number of parameters in the parameter list.
The contents of this field must be set to eleven (x'0000000B').

Parm_ALET
The name of a word containing the ALET for all the parameters that follow, including function code
specific parameter lists and areas referenced from them.

Function_code
The name of a 2-byte area containing the function code. The function code has one of the following
values:

x'0001' - Get general factor data
x'0002' - Set general factor data
x'0003' - Get user factor data
x'0004' - Set user factor data
x'0005' - Get general policy data
x'0006' - Get cached token credential

R_factor
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Function_parmlist
Specifies the name of the function code specific parameter list area for the function_code specified.

All address fields are 8-byte addresses. When referring to 31-bit storage addresses, the caller must
make sure that the high-order word of the address field is set to binary zeros.

Table 21: Function parmlist for x'0001' - Get general factor data. 

Offset Length Name Description

0 0 FACT_GETF_PLIST Name of structure.

0 4 FACT_GETF_OPTIONS Reserved. Must be initialized to zeroes.

4 4 FACT_GETF_FACT_LENGTH Length (in bytes) of the factor name.

8 8 FACT_GETIF_FACTOR@ Address of the factor name.

16 4 * Reserved. Must be initialized to zeroes.

20 4 FACT_GETF_AF_LENGTH Length (in bytes) of free-form application
data area.

24 8 FACF_GETF_AF@ Address of free-form application data
area. The area must be pre-allocated by
the caller and its size specified in
FACT_GETF_AF_LENGTH.

Table 22: Function parmlist for x'0002' - Set general factor data. 

Offset Length Name Description

0 0 FACT_SETF_PLIST Name of structure.

0 4 FACT_SETF_OPTIONS Reserved. Must be initialized to zeros.

4 4 FACT_SETF_FACTOR_ LENGTH Length (in bytes) of the factor name.

8 8 FACT_SETF_FACTOR@ Address of the factor name.

16 4 * Reserved. Must be initialized to zeros.

20 4 FACT_SETF_AF_LENGTH Length (in bytes) of free-form application
data area. Must not exceed 4096. Specify
0 to delete the current value.

24 8 FACT_SETF_AF@ Address of free-form application data
area. The area must be pre-allocated by
the caller and its size specified in
FACT_SETF_AF_LENGTH.

Table 23: Function parmlist for x'0003' - Get user factor data. 

Offset Length Name Description

0 0 FACT_GETU_PLIST Name of structure.

0 4 FACT_GETU_OPTIONS x'00000000' – Return application
data area only.
x'80000000' – Return
FACT_UFT_POL in
FACT_GETU_UF@.

4 4 FACT_GETU_UF_COUNT Number of user factors. Must be initialized
to zero.

R_factor
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Table 23: Function parmlist for x'0003' - Get user factor data. (continued)

Offset Length Name Description

8 4 * Reserved. Must be initialized to zero.

12 4 FACT_GETU_UF_LENGTH Total length (in bytes) of the user factor
area, a contiguous block of storage for the
user factor list, user factor field lists, user
factor tag lists, and other variable-length
data referenced by those lists.

16 8 FACT_GETU_UF@ Address of user factor area (see
FACT_UF_ENTRY). The area must be pre-
allocated by the caller and its size
specified in FACT_GETU_UF_LENGTH.

24 1 FACT_GETU_USER_ LENGTH Length of User ID. Value must be from 1 to
8.

25 8 FACT_GETU_USER User ID padded on the right with blanks.

33 1 FACT_GETU_FALL_BACK Value must be initialized to zero.

On output, value may be --
x'01' - User can fall back
x'02' - User cannot fall back

34 14 * Reserved

48 4 FACT_GETU_POL_COUNT Number of policies.

52 4 FACT_GETU_POL_OFFSET Offset to policy list in the user factor area
(FACT_GETU_UF@).

Table 24: Function parmlist for x'0004' - Set user factor data. 

Offset Length Name Description

0 0 FACT_SETU_PLIST Name of structure.

0 4 FACT_SETU_OPTIONS Reserved. Must be initialized to zeroes.

4 4 FACT_SETU_UF_COUNT Number of user factors. No more than 10
factors may be defined in the user profile.

8 4 * Reserved. Must be initialized to zero.

12 4 FACT_SETU_UF_LENGTH Total length (in bytes) of the user factor
area, a contiguous block of storage for the
user factor list, user factor field lists, user
factor tag lists, and other variable-length
data referenced by those lists.

16 8 FACT_SETU_UF@ Address of user factor area (see
FACT_UF_ENTRY). The area must be pre-
allocated by the caller and its size
specified in FACT_SETU_UF_LENGTH.

24 1 FACT_SETU_USER_LENGTH Length of User ID.

25 8 FACT_SETU_USER User ID padded on the right with blanks.

33 1 FACT_SETU_FALL_BACK The value must be x'00' indicating no
change to the current setting.
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Table 25: Function parmlist for x'0005' - Get general policy data. 

Offset Length Name Description

0 0 FACT_GETP_PLIST Name of structure.

0 4 FACT_GETP_OPTIONS Reserved. Must be initialized to zeros.

4 4 FACT_GETP_POLICY_LENGTH Length (in bytes) of the policy name.

8 8 FACT_GETP_POLICY@ Address of the policy name.

16 4 FACT_GETP_FL_COUNT Number of policies. The policy entries
start at FACT_GETP_PA@ and mapped by
FACT_PF_ENTRY.

20 4 FACT_GETP_PA_LENGTH Length (in bytes) of the policy list.

24 8 FACT_GETP_PA@ Address of the policy list.

32 4 FACT_GETP_TIMEOUT Token time-out value in seconds.

36 1 FACT_GETP_REUSE Token reuse setting.

x'01' - Token can be reused
x'02' - Token cannot be reused

37 15 * Reserved. Must be initialized to zeroes.

Table 26: Function parmlist for x'0006' - Get cached token credential (CTC). 

Offset Length Name Description

0 0 FACT_GETC_PLIST Name of structure

0 4 FACT_GETC_OPTIONS Reserved. Must be initialized to zeroes.

4 1 FACT_GETC_USER_LENGTH Length of User ID.

5 8 FACT_GETC_USER User ID. Padded on the right with blanks.

13 8 FACT_GETC_APPL Application Name. Padded on the right
with blanks. Optional. Set to all blanks
when not supplied.

21 7 * Reserved. Must be initialized to zeroes.

28 4 FACT_GETC_CRED_LIST_NUM Number of credentials in the credential
list. Optional. Set to 0 to generate without
credentials. Maximum number of
credentials is 10.

32 8 FACT_GETC_CRED_LIST@ Address of the Credential_list. The
credential ist is mapped by
FACT_CRED_LIST.

40 8 FACT_GETC_CTC@ Output CTC area address. Area must be
preallocated and 8 bytes in length.

48 4 FACT_GETC_POLICY_LEN Length of MFA Policy Name. Optional. Set
to 0 for default policy name. Maximum
MFA Policy Name length is 20.
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Table 26: Function parmlist for x'0006' - Get cached token credential (CTC). (continued)

Offset Length Name Description

52 20 FACT_GETC_POLICY_NAME MFA Policy Name. Padded on the right
with blanks.

72 16 * Reserved. Must be initialized to zeroes.

Policy factor list

Located at the beginning of the policy area referenced by FACT_GETP_PA@, this list is the contiguous set
of policy entries, each mapped by FACT_PF_ENTRY. The number of entries is specified by
FACT_GETP_FL_COUNT.

Table 27: Policy factor list. 

Offset Length Name Description

0 0 FACF_PF_ENTRY Name of structure.

0 4 FACT_PF_FACTOR_LENGTH Length of factor name.

4 4 FACT_PF_FACTOR_OFFSET Positive offset from start of policy area to
factor name.

8 8 * Reserved.

User policy list

Located at the beginning of the user factor area referenced by FACT_GETU_UF@, this list is the contiguous
set of policy entries, each mapped by FACT_UP_ENTRY. The number of entries is specified by
FACT_GETU_POL_COUNT.

Table 28: User policy list. 

Offset Length Name Description

0 0 FACT_UP_ENTRY Name of structure.

0 4 FACT_UP_POLICY_LENGTH Length of policy name.

4 4 FACT_UP_POLICY_OFFSET Positive offset from the start of policy area
to policy name.

8 8 * Reserved.

User factor list

Located at the beginning of the user factor area referenced by FACT_GETU_UF@ or FACT_SETU_UF@, this
list is the contiguous set of user factor entries, each mapped by FACT_UF_ENTRY. The number of entries is
specified by FACT_GETU_UF_COUNT or FACT_SETU_UF_COUNT.

Table 29: User factor list. 

Offset Length Name Description

0 0 FACT_UF_ENTRY Name of structure mapping.

0 4 FACT_UF_FACTOR_ LENGTH Length of factor name.
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Table 29: User factor list. (continued)

Offset Length Name Description

4 4 FACT_UF_FACTOR_OFFSET Positive offset from FACT_GUTU_UF@ or
FACT_SETU_UF@ to the factor name. The
factor profile must already exist.

8 4 FACT_UF_FIELDS_COUNT Number of fields for this factor.

12 4 FACT_UF_FIELDS_OFFSET Positive offset from FACT_GETU_UF@ or
FACT_SETU_UF@ to the user factor field
list, is mapped by FACT_UFF_ENTRY

User factor field list

Located at offset FACT_UF_FIELDS_OFFSET from the beginning of the user factor area, this list is a
contiguous set of user factor fields entries, each mapped by FACT_UFF_ENTRY. The number of entries is
specified by FACT_UF_FIELDS_COUNT in the associated factor entry.

Table 30: User factor field list. 

Offset Length Name Description

0 0 FACT_UFF_ENTRY Name of structure mapping.

0 4 FACT_UFF_FIELD_ID Numeric identifier of the user field to
update. Constant values for field
identifiers are defined in IRRPCOMY.

• FACT_FID_TAGS (variable len) - User
factor tag list, FACT_UFT_LIST

• FACT_FID_ACTIVE (19 bytes) - User
factor active date (UTC)

• FACT_FID_POLICIES (variable len) –
User policies, FACT_UFT_POL

4 4 FACT_UFF_VALUE_ LENGTH Length of the user factor field value. For
function code 4, specify 0 to reset the
field to its default value.

8 4 FACT_UFF_VALUE_OFFSET Positive offset from FACT_GETU_UF@ or
FACT_SETU_UF@ to the user factor field
value.

User factor tag list

The user factor tag list begins with a 2-byte header (FACT_UFT_HEADER) which must be initialized to zero.
The subsequent fields (FACT_UFT_PAIR_LENGTH through FACT_UFT_VALUE) are repeated as a group for
each tag/value pair in the list.

For function code 4, if the tag already exists for the factor, the tag and value are replaced; unless the
specified value length is zero, in which case they are deleted. If the tag does not exist in the database and
its value length is nonzero, it is added. No more than 20 tags may be specified per user factor.

Table 31: User factor tag list. 

Offset Length Name Description

0 0 FACT_UFT_LIST Name of structure mapping.

0 2 FACT_UFT_HEADER Reserved. Must be zero.
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Table 31: User factor tag list. (continued)

Offset Length Name Description

2 2 FACT_UFT_PAIR_LENGTH Total length of this tag/value pair entry,
not including the length of this field.

4 2 FACT_UFT_TAG_ ATTRIBUTE Tag attributes.

6 2 FACT_UFT_TAG_LENGTH Length of tag.

8 var FACT_UFT_TAG Tag name.

* 2 FACT_UFT_VALUE_ LENGTH Length of value. The length may not
exceed 1024.

* var FACT_UFT_VALUE Value associated with tag. Type is EBCDIC
character data.

User factor active date

The user factor active date is the time after which the factor is considered 'active' for the user. Prior to this
time, the user is not required to authenticate with the factor in order to logon to the system.

On input for function 4, the active date may be specified in one of the following ways:

• The 7-character keyword 'CURRENT', which stores the current UTC time.
• A length of zero (FACT_UFF_VALUE_LENGTH = 0), which clears any existing value from the user profile,

resulting in the 'noactive' default.

On output for function 3, the service returns a 19-character UTC time of the format 'yyyy-mm-dd
hh:mm:ss' if set in the user profile. The service does not return an active date field if the value was cleared
or never set.

Credential List

The credential list is a list of authentication credentials for a user. The FACT_CRED_LIST structure repeats
for each credential. The total length of all credentials combined must be no greater than 8192 bytes.

Table 32: Credential list. 

Offset Length Name Description

0 0 FACT_CRED_LIST Name of structure mapping.

0 20 FACT_CRED_TYPE Type of credential. Credential type is the
factor name for the input credential value.

20 4 FACT_CRED_LENGTH Credential value length. Length must be at
least 1 byte and no more than 8192 bytes.

24 8 FACT_CRED_VAL_PTR Pointer to Credential value.

32 16 * Reserved. Must be set to zero.

Return and reason codes
IRRSFA64 returns the following values in the reason and return code parameters:

SAF return
code

RACF return
code

RACF reason
code

Explanation

0 0 0 Successful completion.
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SAF return
code

RACF return
code

RACF reason
code

Explanation

4 0 0 RACF not installed.

8 8 4 An internal error has occurred during RACF processing.

8 8 8 Unable to establish recovery.

8 8 12 Caller is not authorized.

8 8 16 MFADEF class not active.

8 8 20 IBM MFA unavailable.

8 8 24 Error calling IBM MFA.

8 12 4 Factor not defined.

8 12 8 User not defined.

8 12 12 Policy not found.

8 16 n A RACF ICHEINTY error occurred while retrieving data.
The reason code may be useful to IBM service.

8 20 n A RACF ICHEINTY error occurred while storing data. The
reason code may be useful to IBM service. Reason code
40 indicates that adding all factor data would cause the
maximum profile size to be exceeded. The data for one
or more specified factors was not stored.

8 24 0 A tag list error has been detected in the data base.

8 24 4 Too many tags for the user factor.

8 24 8 Too many factors for the user.

8 30 n An unexpected logic error has been encountered. The
reason code may be useful to IBM service.

8 20 n Error saving data from the data base.

8 100 n A parameter list error has been detected. The RACF
reason code identifies the parameter in error. The reason
code is the ordinal position.

8 104 n A function-specific parameter list (pointed to by the
function_parmlist parameter) error has been detected.
The RACF reason code identifies the offset of the field in
error.

8 108 n A factor list error has been detected. The reason code is
one of the following:

0 - The offset to the factor name
plus its length extends
beyond the user factor area.
4 - The offset to the user factor
field entry plus its length extends
beyond the user factor area.
8 - Too many fields specified for
the factor.
12 - The factor name is too long.
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SAF return
code

RACF return
code

RACF reason
code

Explanation

8 112 n A factor list error has been detected. The reason code is
one of the following:

0 - The offset to the factor name
plus its length extends
beyond the user factor area.
4 - The field identifier is not
supported.
8 - A tag list error has been
detected.
12 - An active date error has
been detected. The value must
be the 7-character keyword
*CURRENT* to set the current
UTC time, or have a length of
zero to clear the existing value in
the user profile.

8 116 n A tag list error has been detected.

8 120 n Supplied buffer is too small. The reason code identifies
the buffer length field, which the service updated with
the minimum required length.

10 - FACT_GETF_AF_LENGTH
30 - FACT_GETU_UF_LENGTH
50 - FACT_GETP_PA_LENGTH

8 124 n IBM MFA has detected an error. The reason code is one
of the following:

0 - User ID not defined.
1 - User does not have an authentication
policy.
2 - Credential List error. Credential type
not valid.
3 - Credential List error. Credential length
not valid.
4 - Credential List error. Error parsing
credential.
5 - Policy name error.

8 128 0 Credentials invalid for user.

8 132 n IBM MFA has encountered an error extracting MFA data
from the user profile. The reason code may be helpful to
IBM service.

8 136 n IBM MFA has encountered a parameter error. The reason
code may be helpful to IBM service.

8 140 n IBM MFA has encountered a parameter error. The reason
code may be helpful to IBM service.

8 144 n IBM MFA has encountered an internal error. The reason
code may be helpful to IBM service.
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SAF return
code

RACF return
code

RACF reason
code

Explanation

8 148 n IBM MFA has encountered an unknown error. The reason
code may be helpful to IBM service.

Parameter List Example - Get user factor data
The R_factor caller must allocate storage for the areas shown, and must properly set input values in the
primary and function-specific parameter lists. The service will return data in the user factor area, as
shown in the following example.

Figure 38: Parameter List Example – Get user factor data

R_GenSec (IRRSGS00 or IRRSGS64): Generic security API interface
R_Gensec is updated to add a new PassTicket Subfunction code value:

• 3 - Evaluate PassTicket Extended

When Subfunction code 3 is provided, instead of receiving a RACF return code of 16 and a RACF reason
code of 32 for an unsuccessful PassTicket evaluation, the following will be returned instead:

SAF return
code

RACF
return
code

RACF reason code Explanation

8 16 X'nnnnnnnn' PassTicket evaluation extended failure. X'nnnnnnnn' is
the internal reason code for the evaluation failure.
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R_TicketServ (IRRSPK00): Parse or extract
The R_TicketServ Ticket_options parameter is updated to add a new value to indicate that the PassTicket
failure reason code should be returned.

• X'00000003' - Evaluate a PassTicket Extended

When Ticket_options 3 is provided, instead of receiving a RACF return code of 16 and a RACF reason code
of 32 for an unsuccessful PassTicket evaluation, the following will be returned instead:

SAF return
code

RACF return
code

RACF reason
code Explanation

8 16 X'nnnnnnnn' PassTicket evaluation extended failure.
X'nnnnnnnn' is the internal reason code for the
evaluation failure.
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Appendix A. Accessibility

Accessible publications for this product are offered through IBM Knowledge Center (www.ibm.com/
support/knowledgecenter/SSLTBW/welcome).

If you experience difficulty with the accessibility of any z/OS information, send a detailed email message
to mhvrcfs@us.ibm.com.

Accessibility features

Accessibility features help users who have physical disabilities such as restricted mobility or limited vision
use software products successfully. The accessibility features in z/OS can help users do the following
tasks:

• Run assistive technology such as screen readers and screen magnifier software.
• Operate specific or equivalent features by using the keyboard.
• Customize display attributes such as color, contrast, and font size.

Consult assistive technologies
Assistive technology products such as screen readers function with the user interfaces found in z/OS.
Consult the product information for the specific assistive technology product that is used to access z/OS
interfaces.

Keyboard navigation of the user interface
You can access z/OS user interfaces with TSO/E or ISPF. The following information describes how to use
TSO/E and ISPF, including the use of keyboard shortcuts and function keys (PF keys). Each guide includes
the default settings for the PF keys.

• z/OS TSO/E Primer
• z/OS TSO/E User's Guide
• z/OS ISPF User's Guide Vol I

Dotted decimal syntax diagrams
Syntax diagrams are provided in dotted decimal format for users who access IBM Knowledge Center with
a screen reader. In dotted decimal format, each syntax element is written on a separate line. If two or
more syntax elements are always present together (or always absent together), they can appear on the
same line because they are considered a single compound syntax element.

Each line starts with a dotted decimal number; for example, 3 or 3.1 or 3.1.1. To hear these numbers
correctly, make sure that the screen reader is set to read out punctuation. All the syntax elements that
have the same dotted decimal number (for example, all the syntax elements that have the number 3.1)
are mutually exclusive alternatives. If you hear the lines 3.1 USERID and 3.1 SYSTEMID, your syntax
can include either USERID or SYSTEMID, but not both.

The dotted decimal numbering level denotes the level of nesting. For example, if a syntax element with
dotted decimal number 3 is followed by a series of syntax elements with dotted decimal number 3.1, all
the syntax elements numbered 3.1 are subordinate to the syntax element numbered 3.
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Certain words and symbols are used next to the dotted decimal numbers to add information about the
syntax elements. Occasionally, these words and symbols might occur at the beginning of the element
itself. For ease of identification, if the word or symbol is a part of the syntax element, it is preceded by the
backslash (\) character. The * symbol is placed next to a dotted decimal number to indicate that the
syntax element repeats. For example, syntax element *FILE with dotted decimal number 3 is given the
format 3 \* FILE. Format 3* FILE indicates that syntax element FILE repeats. Format 3* \* FILE
indicates that syntax element * FILE repeats.

Characters such as commas, which are used to separate a string of syntax elements, are shown in the
syntax just before the items they separate. These characters can appear on the same line as each item, or
on a separate line with the same dotted decimal number as the relevant items. The line can also show
another symbol to provide information about the syntax elements. For example, the lines 5.1*, 5.1
LASTRUN, and 5.1 DELETE mean that if you use more than one of the LASTRUN and DELETE syntax
elements, the elements must be separated by a comma. If no separator is given, assume that you use a
blank to separate each syntax element.

If a syntax element is preceded by the % symbol, it indicates a reference that is defined elsewhere. The
string that follows the % symbol is the name of a syntax fragment rather than a literal. For example, the
line 2.1 %OP1 means that you must refer to separate syntax fragment OP1.

The following symbols are used next to the dotted decimal numbers.
? indicates an optional syntax element

The question mark (?) symbol indicates an optional syntax element. A dotted decimal number
followed by the question mark symbol (?) indicates that all the syntax elements with a corresponding
dotted decimal number, and any subordinate syntax elements, are optional. If there is only one syntax
element with a dotted decimal number, the ? symbol is displayed on the same line as the syntax
element, (for example 5? NOTIFY). If there is more than one syntax element with a dotted decimal
number, the ? symbol is displayed on a line by itself, followed by the syntax elements that are
optional. For example, if you hear the lines 5 ?, 5 NOTIFY, and 5 UPDATE, you know that the
syntax elements NOTIFY and UPDATE are optional. That is, you can choose one or none of them.
The ? symbol is equivalent to a bypass line in a railroad diagram.

! indicates a default syntax element
The exclamation mark (!) symbol indicates a default syntax element. A dotted decimal number
followed by the ! symbol and a syntax element indicate that the syntax element is the default option
for all syntax elements that share the same dotted decimal number. Only one of the syntax elements
that share the dotted decimal number can specify the ! symbol. For example, if you hear the lines 2?
FILE, 2.1! (KEEP), and 2.1 (DELETE), you know that (KEEP) is the default option for the
FILE keyword. In the example, if you include the FILE keyword, but do not specify an option, the
default option KEEP is applied. A default option also applies to the next higher dotted decimal
number. In this example, if the FILE keyword is omitted, the default FILE(KEEP) is used. However, if
you hear the lines 2? FILE, 2.1, 2.1.1! (KEEP), and 2.1.1 (DELETE), the default option
KEEP applies only to the next higher dotted decimal number, 2.1 (which does not have an associated
keyword), and does not apply to 2? FILE. Nothing is used if the keyword FILE is omitted.

* indicates an optional syntax element that is repeatable
The asterisk or glyph (*) symbol indicates a syntax element that can be repeated zero or more times. A
dotted decimal number followed by the * symbol indicates that this syntax element can be used zero
or more times; that is, it is optional and can be repeated. For example, if you hear the line 5.1* data
area, you know that you can include one data area, more than one data area, or no data area. If you
hear the lines 3* , 3 HOST, 3 STATE, you know that you can include HOST, STATE, both
together, or nothing.

Notes:

1. If a dotted decimal number has an asterisk (*) next to it and there is only one item with that dotted
decimal number, you can repeat that same item more than once.

2. If a dotted decimal number has an asterisk next to it and several items have that dotted decimal
number, you can use more than one item from the list, but you cannot use the items more than
once each. In the previous example, you can write HOST STATE, but you cannot write HOST HOST.
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3. The * symbol is equivalent to a loopback line in a railroad syntax diagram.

+ indicates a syntax element that must be included
The plus (+) symbol indicates a syntax element that must be included at least once. A dotted decimal
number followed by the + symbol indicates that the syntax element must be included one or more
times. That is, it must be included at least once and can be repeated. For example, if you hear the line
6.1+ data area, you must include at least one data area. If you hear the lines 2+, 2 HOST, and
2 STATE, you know that you must include HOST, STATE, or both. Similar to the * symbol, the +
symbol can repeat a particular item if it is the only item with that dotted decimal number. The +
symbol, like the * symbol, is equivalent to a loopback line in a railroad syntax diagram.
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Notices

This information was developed for products and services that are offered in the USA or elsewhere.

IBM may not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representative for information on the products and services currently available in
your area. Any reference to an IBM product, program, or service is not intended to state or imply that only
that IBM product, program, or service may be used. Any functionally equivalent product, program, or
service that does not infringe any IBM intellectual property right may be used instead. However, it is the
user's responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document.
The furnishing of this document does not grant you any license to these patents. You can send license
inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation
North Castle Drive, MD-NC119
Armonk, NY 10504-1785
United States of America

For license inquiries regarding double-byte character set (DBCS) information, contact the IBM Intellectual
Property Department in your country or send inquiries, in writing, to:

Intellectual Property Licensing
Legal and Intellectual Property Law
IBM Japan Ltd.
19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

The following paragraph does not apply to the United Kingdom or any other country where such
provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES CORPORATION
PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication.
IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

This information could include missing, incorrect, or broken hyperlinks. Hyperlinks are maintained in only
the HTML plug-in output for the Knowledge Centers. Use of hyperlinks in other output formats of this
information is at your own risk.

Any references in this information to non-IBM websites are provided for convenience only and do not in
any manner serve as an endorsement of those websites. The materials at those websites are not part of
the materials for this IBM product and use of those websites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the
exchange of information between independently created programs and other programs (including this
one) and (ii) the mutual use of the information which has been exchanged, should contact:

IBM Corporation
Site Counsel
2455 South Road
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Poughkeepsie, NY 12601-5400
USA

Such information may be available, subject to appropriate terms and conditions, including in some cases,
payment of a fee.

The licensed program described in this document and all licensed material available for it are provided by
IBM under terms of the IBM Customer Agreement, IBM International Program License Agreement or any
equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment. Therefore, the
results obtained in other operating environments may vary significantly. Some measurements may have
been made on development-level systems and there is no guarantee that these measurements will be the
same on generally available systems. Furthermore, some measurements may have been estimated
through extrapolation. Actual results may vary. Users of this document should verify the applicable data
for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. IBM has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM
products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of
those products.

All statements regarding IBM's future direction or intent are subject to change or withdrawal without
notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate
them as completely as possible, the examples include the names of individuals, companies, brands, and
products. All of these names are fictitious and any similarity to the names and addresses used by an
actual business enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs
in any form without payment to IBM, for the purposes of developing, using, marketing or distributing
application programs conforming to the application programming interface for the operating platform for
which the sample programs are written. These examples have not been thoroughly tested under all
conditions. IBM, therefore, cannot guarantee or imply reliability, serviceability, or function of these
programs. The sample programs are provided "AS IS", without warranty of any kind. IBM shall not be
liable for any damages arising out of your use of the sample programs.

Terms and conditions for product documentation
Permissions for the use of these publications are granted subject to the following terms and conditions.

Applicability

These terms and conditions are in addition to any terms of use for the IBM website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary
notices are preserved. You may not distribute, display or make derivative work of these publications, or
any portion thereof, without the express consent of IBM.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that
all proprietary notices are preserved. You may not make derivative works of these publications, or
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reproduce, distribute or display these publications or any portion thereof outside your enterprise, without
the express consent of IBM.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either
express or implied, to the publications or any information, data, software or other intellectual property
contained therein.

IBM reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of
the publications is detrimental to its interest or, as determined by IBM, the above instructions are not
being properly followed.

You may not download, export or re-export this information except in full compliance with all applicable
laws and regulations, including all United States export laws and regulations.

IBM MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS ARE
PROVIDED "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT,
AND FITNESS FOR A PARTICULAR PURPOSE.

IBM Online Privacy Statement
IBM Software products, including software as a service solutions, ("Software Offerings") may use cookies
or other technologies to collect product usage information, to help improve the end user experience, to
tailor interactions with the end user, or for other purposes. In many cases no personally identifiable
information is collected by the Software Offerings. Some of our Software Offerings can help enable you to
collect personally identifiable information. If this Software Offering uses cookies to collect personally
identifiable information, specific information about this offering’s use of cookies is set forth below.
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